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Adaptive QoS Policy Control using Fuzzy Controller
in Policy-based Network Management

Hyung J. Lim" - Jongpil Jeong'" - Jeehyoung Lee™™"
Hyunseung Choo''™" - Tai M. Chung™""

ABSTRACT

This paper presents the control structure for incoming traffic from arbitrary node to provide admission control in policy-based IP network
management structure using fuzzy logic control approach. The proposed control structure uses scheme for deciding network resource allocation
depending on requirements predefined-policies and network states. The proposed scheme enhances policy adapting methods of existing binary
methods, and can use resource of network more effectively to provide adaptive admission control, according to the unpredictable network states
for predefined QoS policies. Simulation results show that the proposed controller improves the ratio of packet rejection up to 26%, because it
performs the soft adaption based on the network states instead of accept/reject action in conventional CAC(Connection Admission Controller).
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Aoy A 7jwkg Ao] 24E =Yy Y7 Ao
A AGEA =HAd e A sk YEYIME A}
Mol Fojg AAgo] UEHNINA AR FHHAE
2 BUHH g aFALEe] BAEA =Ha, 458 5
e UENZ EQg dig od HHo HAL YT
e AL #EAAA REE FA Hoh mEbA, A
Aog A uliEE RUEH A7t 24T Fe A
ARolu AHe FHE FalA A ofs HEHAZY
Ao A AAE ALHokste av7F HASTH4L

B =R AA7M P AEYT #FRAA, HA
2 948 A4e oj=nl A Ao} (admission control) =
g AAsgt) 23 HA o]Ed gz et 7]
AGHAR VEYT RofoAe HA HT AHE AHR
2, A7 EIA] QoS AolTEE HH3Th
3Fo) M= A Aol g AF-AHA Aol Tz ¢x
AFEL Ay, a8l 4FM e QoS A dg
A Aol &S A AF AEH|AE ATk A
oz 5P FES dErh

2. #H AF

21 #Hx|o|g

HAo| 2ol ofujdE thFE o]BoZA 1965 1T
A Fro} v Zg &Y L A Zadeh wF7t & EX
Information & Controlo] ¥X 3 32 W & (Fuzzy Sets)ol
=i Ae ety A A, ‘2 o JF T EA
7F g AdES Ay gelztn FaAH10,11]. 3o
29 712E oFe HAZELS BERF(Crisp Set)d] &
ANdo 2N ofw Aldo] duht HEIE Abge] =7
7ol RFe HE2 Vet oA gRelAE @
Fx 227t ohd oW (Linguistic Variable)Z AH&-3}
o, o3 AL o288 HAE A JYE 1M
2 ®Fd3ed aa4olui4l

HAZAZANNE 449 25FEE P H T (Member-

ship Function)dll &4 REE & ook v, HAI &
0

w23 HAo)8L Pl oA Bgd 3y Rug

4oz 34 @3, ve¥ PHe AU PPUCR FH5E
22 sEde] THo| 4w, dAiel WY AUsEE Ao|
$%7t megs gHo) A 2 g azE

dol Flge A ANE EPY A HAHHQ ARAZ
& fsl HEz dedoldd AW E9E B 2
WASE ZolES ok,

22 HX[Ho] HZ Ak

HRjolEe && AldE Z7dE HAAAE F4oR
3 A Eobo WUAW oF Aol FHEAL
HEZF Al2d FoAAE et dedAdrd dESA
Aol Hx &4 AdE 2d, 3 ARE Tcha Fol HAF
3 o]BL Fig dIE I FHEF o] A2 AL
2 Jel2oM[5], Cameron Braun 51 ATM WE S Ao A
ABR AR~ Z#2o] g EdE Ao FAlA HAF
£& o} 83t AEE AL S AdstATHel £3 R
Cheng& ATM YIEHZANA Feme A4S 943 A A
471E& AQsAn, HTE RAFA7] Sol ATM HES
AdqA e WHe A «dFE Y3 HAAA ] dnyFS
Akt At 2y oz AYES UEYGIIAY o
i dduEE AdFgeE B3 QoS B A
AAIES HAsHE ATM YEYZelA d7Ht 2,
Vasilakos[8l&= [PHIEHZAA 9 QoS BFE AlFstrl 9l
& A4 AZE A 9F FAAAIE 1A
3, Marcial Porto[9]E AA7|dk WIEY A #e] F&8 A
DiffServ =219 QoS A& Wit HAFE WG At
ggou vEYa FHasts fuse oYgd AxE
& 1e3tA stk

B =RoME AYre PYEYT #Fxo4, H
E9Q =m0 9e9] 7} SNMP(Simple Network Manage-
ment Protocol)Z o] 43 WE=a 2UHd S Eil I
o A AHE st 95 ERFA e A
o Aoh A FYPARE ARsE HAAAYE A
gt ol DiffServ WIEHZY oA x=d f4xHE E
#F o)t} IntServell 48 AL A1de) g J=HA
Aol YA AogE A vESZY e wE
ZE(policy conflict)g HLAAZE F Y& HA FES &

g Aoy e 7.

2.3 PBNofiAM 2| QoS Hoj¢=

Au 2 AFS Y AAdEE AHLE It A4
HHol2 W sojof oA QAo 4 Qlrk. Tyt
2 yit(vendor)d AEEZ A YEHI FAHdAHE
Z}zke) vl ditle] EAHQA A walox FAEo|ok
o8], wedA, A7) W E 9 A (Policy-Based Network
Management) #2]7]&2 oj¢} Zo] HEYA 9 YEY
Zo BAF A #eE 243 AsiA Jdsgrh o
T QR EEo PHES A A9 QoS Aojejth.

[ETFIME #3d9 Policy A 18S &8 ZF3E A
3t ArH19). PDP(Policy Decision Point)= PBN(Policy~
Based Network) A|28 FxolA £ Aoj& 43 31A
He 84 247 9ok (28 1)2 IntServe}l DiffServg o]
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PDP : Policy Decision
Point

SBM : Subnet Bandwith
Manager

&3 dlole]
g2

ol e wm,
smans
—s— HEHO| 71%

AN

S coes

4
& poleol oyer
/Temarking

—
off x|
PATH  ioe

20 20§
2teE 2heE

LW__/ — _/
—~

RSVP network DiffServ network

(222! 1) PBNOIIAS QoS HIOIFZ

HEHNT »=f HA9 & BN T2 Aadd
EZZEZE B4 o= Aolg FIPsok ) oW
Aol BELS dA =29 AY BFUHY o] w, AH
A%~ (Policy repository) 2F-E &ld A JdE =
g9 2AE HFo E299 Ay st ARE 2R
A fAck B =EedAE AYrN JEYNI TR o
EYa9] 24 o] &8 TE QoS BAE $ld& HA A
£ o] g3 74 x=ZoAe PDP 9ES sEdtE A=n4
Ao gL AAZY

3. Hx| HoF=

3.1 Intelligent Admission Controller

2 dolxe HEYI F3d HEP 3§ 58€E AT
3t [AC(Intelligent Admission Controller)e] i3t 4 A&
Aorsith (23 2= FBE, NCE, NRE, FCAC, PACEZ +
AHE IACTZE vehdt. i

Fuzzy Bandwidth Estimator(FBE)&= oj=u]d Aoj& o
¢t policy”t packet delay, packet duration, packet rate
limite] sEvEEZRE AEHAE AbHd Ao &
THE dI9Z2s Hriste 2REY. FeugEd 44
R4, Raw, Ri2A #7380}

Network Congestion Estimator(NCE)2 SNMP[22]& ©]
£33 YEYa 2YUHHS S A queue Zol, queue
ZAo] WEE, packet loss rate®] @< 53 buffer-thresh-
old #1218 714t 2 congestion indicator < AH&3)
e 922 3 G2 ®71gt

Network Resource Estimator(NRE):: SNMPE %3 &
YEF e 53t d4 =mdA AHEHAL e E
Y HEFe AEA =Y, FY=E ERGAA 273

|ESIZ 22| 2Z0IM TRl ZHEESE 0188 HE5 QoS A MO0 43t

o

A A &g o5 FEIteY ARE A
TS 33 C.2 X7tk

inteltigent Admission Controller (IAC)

. Capacity indicator value

QoS Poilcy Fuzzy Required Network (default) : 100

. i Capacity level Resource
Bandwidth ad i
Packet Delay, Estimator Eshr:;tor
Paket Duration FBE okt (NRE).

8
Capacity
LP“‘@: L Network foss rate l indicator value
0ss rate - "
Congestion Fuzzy Connection
SNMP, COPS Estmator | | Admission Cantroller
(NCF) Conestion (FCAC)
Indicator value l o7 AlSo) B
Q Q h " & LY
e ueue change rate ~
e "o Policy [0~160%]
Cortroller
Local/Global QoS M golo|= (PAC)
Policy
reposﬂ(ynry (SNMP, COPS) UE AT o B
oY Mg
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(32! 2) Intelligent Admission Controller

Fuzzy Connection Admission Controller(FCAC)= NRE
9 NCEE 5% 938 #22A Congestion indicator value
9} Capacity indicator value L2 i Feedback perform-
ance[13] %<l packet loss ratio(p)E EdlA 838 A
o A 3o dis) WEHZ A B 53 FE&
A AZ{crisp) FLR2 AHESEA HY 2 vERAL, o] g
S 9Ezte 2 3= Policy Adaptation Controller(PAC)E
PBN Al2deo]x9] PDPEEE st BEEA FY5olA
v Edge Aded o ANEY dolg gy A
o] YEYZ A3 o2t ARFEd o HAF T
o2 AY A EHEE At EEolch dHA FE
d A3 #d1F gy FES 23 A4 AL
SNMP4 COPS(Common Open Policy Service)[20}] Z&
EZS B3l AAlste 98-E A "ok Atd HA A
ol7]& ARl Ae® AAe diatd WENZ 4FE 3
Hated HPA RS F251, 2 7HE A YEJA
Aol AAEA ¥g W s AH ¢Eow Hgde

S9% A F2E 74 & 9d) "ok

3.2 Fuzzy Bandwidth Estimator(FBE)

FBE+= Guegrin[15]e] 2l8) #A|¢td vEHA =9 E
o £3S s #A FEgA oA B o]
AHgE oA, FBEE FA 7] Y8l A&7 A2 (expert
knowledge)[15-17]¢] wW&lA FBE:= 84 % EH 33
ste A £489 tdds g5 dstdE G oEZA R,
Ry, RaEs Ed¥o] g AWz A A3t FBEE
3 H7te EdY Aula #8285 8 doBFEA C
2 3719

7+ Y4EY ¥y HANE 4 dHdgd] BYE
guEd fHO2 3tH, Ry, Ry, Raol oish Wi gdts
€ 242 TR = {Small(S), Medium(M), Large(L)}, T(Rq) =
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{Non-Sensitive(nS), Sensitive(S)} 2812 T(Ra) = {Short
(Sh), Medium(Me), Long(Lg)}9t 2 Qoj¥4g2AM 7
3w, (2d 3), (2¥ 4), (2d™ 5l dehhz A Trilx;
al, a2, a3)= Triangular ¥ g3 4, Tralx; al, a2, a3, ad)
£ Trapezoid BHHTT EllS oulsitt. 7 seets
9 HR 4 g AANAN ZAE A8 Triangular HH
e+ B4 g AFRS A, AV BASA g HHdE
Trapezoid R 9T B AHE31AT

us(Rr)

S1 S2 S3 Capacity(Cm)

T(Rs) : p#s(R) = Tralx; 0, 0, S1, So)
= Tri(x ; Sy, Sz, Sa3)
= Tra(x ; S, S3, Cm, Cw)

(3& 3) rate limit(R)olf CHEH Heg

u(Re)

L1 Lo 100%

TR : ¢(Ra) = Tralx; 0, 0, Ly, Lo)
= Tra(x ; Li, Lz, 100, 100)

(322 4) packet delay(Ra)olf CHSH BB

Hsh(Rau) Sh,
Sh Me Lg
5
Shy Sha Sha du/second

TRaw) : #aRa) = Tralx; 0, 0, shy, shy)
= Tri(x ; shy, she, shs)
= Tra(x ; shy, shs, du, du)

(32! 5) packet duration(Re,)Ofl CHSH Bl &

-, 6)= Capacity Estimationgl i
R & Ulal A" 3 U &L T
={Cy, Cy, Cs, C4 G5, Ce}EA 718t AW HTTEY 9
A9t AojFAEe F2E U YHREERE HAHIH
g 4= 9lth FBEY E(Rule) 73 <F 1>9A RoZ,
Ay HFEHY] A4 BAE B9 M 22 £EY A
Had CERY CtAY & :r‘ﬂ—o}"q gatgitt. o
24 packet rate limit(R;) &7} =3, packet delay(Ra)
7t s o) dislde 2 vEE IS

{E 1) Fuzzy Bandwidth Predictorel £ 2=

Wi R: R4 Rau Ci
Wo S nS Sh Ce
w1 S nS Me Cz
w2 S nS Lg Ca
w3 S S Sh C
Wy S Me Ci
V6 S S Lg C
We M nS Sh C4
w1 M nS Me GCs
wg M nS Lg GCs
Wg M S Sh C
W10 M S Me C
W11 M S Lg Cs
Wiz L nS Sh Cq
W3 L nS Me Cs
Wi4 L nS Lg Cs
W15 L Sh Ci
W16 L S Me Ce
wi7 L S Lg Cs

FBE® #& 372 Matching, Inferencing, Combination,
Defuzzification® 538k do]Z 4 9lem, Combination<
(wy) = min(us(Ry), #1(y), #nRm), #n(Tp) A2to2 3
9J3l 1, Defuzzification® 93t CoA(Center of Area) W
AL A28tk Area® Combination 23¢9 HE wig
A HEr WA oulgtt

Ci(CoA) = ZnArea( C;) * CoA( Ci)/éArea( c) @

3.3 Fuzzy Connection Admission Controller(FCAC)

A 22804 AFFE 71EY HAZA T Ao A
deo] ofujRa e 7wk A4S FYs A2
FAEE Tddsd], ‘soft’ thresholdE oldhste] U
E AL ¥ T 3 —j° FHstdh olH e HF
2 HEZ AXE 2T 2R e dEYolESI,
ki

) mdo] HAgHIAY o) g A %E

4
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A7 =R

E =RdA Aosle JddEdE CAC AEEZHEA
FCAC 742 FBEE &3 @03 EFe YrlrFonA
Ci% NREJ A RUHHE =29 dA) A7 &3F& T &
A &8 FF Co, NCEZF-E do}% Congestion el
e A 2k(y), =29 A o] &Eo Ui H=wozA
packet loss rate(pDE T3t 79 2 (Accept)? AF-
(Reject) ¥ AAst= doiwig 28 984 A

718 =EEo] A¢ts CAC LREAAA, MES Ao
Hale] ol &7tedt £3& Aty fstd AlEd folE
£ ‘Not Enough'®} ‘Enough’ 28|32 o]& 7158 &34 o
3 §o)5& A83te NREZRE £33 ghol sty 9
B 484 T(C) = (Not Enough(NE), Enough(F)}& A3}
= A2 7]&3t). Congestion Aejo] B3k A g2
A8 434 T(y) = {Negative(N), Positive(P)}& 7|&3},
@7} Congestion =7} F7MFEIQ1A] #A4EAAE Ve
A ok kseAe ple MEYR BUEY S F3l9
A =HH, W43 Tl = {Satisfied(S), Not Satisfied
(NS)HZ 71&gh

une(Ca)

Ney Nex 100%

T(Ca): pne(Ca)= Tra(x; 0, 0, Nej, Ne2)
= Tra(x ; Ney, Neg, 0, 0)

(32! 6) Capacity indicator(Ca)oll CHEH Mtz &t

un(y)

N1 N2

Tly): uxly)= Tralx; 0, 0, N;, Np)
= Tralx; N;, No, 1, 1)

(22 7) Congestion(y)oll thet Hgle=s

—_

FCACE %39 £85€ @2 2ZEF i A&
37 st FEo ARE ofu} okt 2 (Weak
Accept)® °F8 AX-(Weak Reject)T /A% 2AHL 9
gto] Algdn ayEg £8 Qdowsy Wufddss
T(z)={Accept(A), Weak Accept{WA), Weak Rejec(WR),

T

e BZ0M WA HEEHE 018 ME8X QoS T MO 433

Reject(R)}ZA 71€98th T(C,), T(y)$ T(pD), T(z) i
3 A3t gea Zo] Addr)

Ua (P

ph plz 100%

T(p: wa(pD) = Tra(x; 0, 0, Si, So)
= Tra(x ; Sy, Sz, 100, 100)

(12! 8) Packet loss rate(R)Oll TSt Ha|gt4=

Hwa(z)
; S WA WR R
WA, WA, WA; WA, 100%
T(z): uwalz) = Tra(x; 0, 0, WA;, WAy)
= Tr(x ’ WA1, WAz, WA3)
= Tri(x ; WAz, WA; WAy
= Tralx ; WAs, WA, 100, 100)
(38 9) FEte()ol s UHE S
Auste WA (=100%)e HEYINAN s 9

e A WEeS 9wty N, N; ol 1gu WA,
= AEHolHE B3ty 71EFES 2HHA o, AA
EYadAe EYa 48 wet 2y A34E vt
Hgog MAAYG =2 FYHAXE A g 44
T ae A MEY A vt A &7 £ A
2] (acceptance threshold)E.th & wl FCAC AEEH Y z &
gk e ngE 2AHY A4S {434 "0 FLCAC
o] Aol E5L olgo <E 2>9 o] FAEIHT

(E 2) FCAC ZIEERi9| & T

Wi Ca y pl z
Wo NE N S WR
Wi NE N NS R
NP NE P S WR
W3 NE P NS R
Wi E N S WA
W5 E N NS WR
Ws E P S A
w7 E P NS WA
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FCAC? #& 3#& Matching, Inferencing, Combina-
tion, Defuzzifications %3te] doj&d 4= 9lon Combina-
tion? pwal(z) = min( #ne(Ca), an(y), ua(y)E A8t
Defuzzification $18te] CoA(Center of Area) '¥4& A}
83t 32389 4 (DF Zo| AR F

Az BT A gt 2 &3 845 A v
Ea A &%) FENA ¥¢ A% AR FHold. 1
A deH ez congestion =7 E7HE(y =N ¢l
o packet drop rate7} TEAAE(pl=S)) Ae AS o
Al AdE Aotk HF9Y ARE WAl congestiong
Ealoj gt B = AL ok A8l congestion AR &
old W Ht=A] g ARSE A ¢ goi21]. vEY
A AE £ FEY AS A 27 27E £F¥2 A
olt}, Z#} congestion X7t S7HEEIol A, WA drop
&o] &2tz W oA FEE Aolth congestion BE
7b @A eol A, A9 dropge] &IE wWE con-
gestion FEH[o[AL E2 OhZ o8& HPAE & = ¢

Qo FAA MBS A £AY & Ar.

4. AgejojMxat Za 4
£ =TdA AL ASH o= FAE
T JEHI F2AA oo =29 F45
Yo tdte] #HA) FELAE AE3] HES
EfY g7Add o} A3Y oj=ud AdE AFste
Aotz AAAL

92 AEEZA AFHE Ao
< 938k, oJE=EnA Ao 7%
Yo FE =7t F4F F YE £ g
e FAA SR F/MAIIH k=X AHE A
g AU o2 As FA s A Aod )
9 Edg A 273tE s $FEd g AYE,
M AyEle FF0AM FAE = digt fdEgen
dAsd o, 2GS EZAE avHAe Egg A
Aul A 2o ths)A, A congestion ZEI HA 2 drop
&3 1 WEHIY deet == &4 #@7 A &
Fol o5 ALHoA= Ao AARE ZFHEYLE &9t
7V Mgl 4 - 23S At HAA Aorle C
doj2H dagEs FHIFLH, A7 e ==
o Ad Azl §3F2 10MbpsEA Fhte - 28 XE
£ 2 =2 HAsY

A7\ dES M EHE AlE HAME AA
sdolAE A g Aux AFE ofE AR
oA le BAE Wi HAH FPARE RUH
Y3lu 2AHSE 715E FAsoF g e, B =&
A AT M AvEed we AR AYS Hole

N

=AM Aol FUHARNE Edd AHo2RE =
Zo] ik zAY Ao digle] == A9 congestion FE
7t B Ao ARSIA Ga, z2rld AA MUl ¢
g 97AYE A RIGaE =2 A3 me F
SHoE Ade ¥dstn JESAY A7t sAHYE
W 9AE volx Ads E9E 5 ki HAskEnh

PEFezA Ed AAL Dejael o8 AbHd A
HoAA HH, EHIS] == He= SNMPY o3 =
UBHES %39 2948 ¢ Aok (I 102 AEHA
A AMEE fEgeR FoXE EfT XMH2 27
g AAgo| &S YER L gt

Souce . Dest .| Rale
P | S | pea | P ?:&‘ CoS oy | Pt | U it overow
Address Address {Moos)
12003 | 26 | 6 . 265 | Precedence w0 | ot | thow | 10 | B
Efor
Best
8 | 12008 | 300 | Prcedence w | @ || 2|
12008 | 1§ & {11000 | 17| Defaut 0 | 100 |tmonn| %0 | Dop

(32 10) EE MEIAE oI3t Z3 HOIE

=7 AYR & s §3) U 9

Agdola B3 =
CEEN

AR o F47HE

&o] B oY, A FEZYH/} HEHAY =E
T dropg WAl =E=9] AEje] we} Aulx o
HolAe AHE Yetldeh deba it iy
Efigez BH3t 43 8% Augeg 748,
oo weh uiH A FHoNA e} AF(reject) &2 40%, 27%,
12962 deistey, HA AEE fHdMe FA=AA
= EdgdA a7Ho|A= FA vEYAY G o
g o=l 24 dste] s/ARHE diild Jeda
gl wet HA AEEHE T HAAE AHSHe &9
o) FozM o] WESZY Zgd 3 fAddE
8 AAY = ATh

—

41 et EelE zHe HEE

(g 1), (28 12+ HA9 ¥HA FA4A4 EH
Z7480 g AR FH(accept)E, & S(adapt)d =
(accept) &< WEM T o}, TR EdE FHELE =
oA AgHeiAle Mulagd d# FYHe EdY =

&) v &g gt



HAIE WEHT

2
4
45% B7t 55% &7} 75% &7t
EHH ZUES
(38 1) HimA| sHoMe =y e
90
80
70
60
A 50 _
2} Maccept 8
] ;g ladap?&
20
10
4]
44% Et 55% &2t 75% &7t
EdH U8
(78 12) HX #HojMe safml patg
HA o=rld Aojrlel 4 g Azl Be 2
258 BASHY] A5l B4 HolZol4 Y oz I
oJHolAE Ry 5 WE WEFELS DAL 24 s, =
=27y 2o Aol & R, @& VHHH ojd
e 4LEE AL w7 £8Y 5 A Age
Fol e AelEe A 2 b aF3sHE Mula &
A 29 HIEE (28 13), (28 )M RejFr)
HlH A &AM wEo] gapHoAE EHHY £
LE Hg % 2HT 100Mbps ZANA YAXNE 2

O

et Bdge] deire dopHlE B4 BEED £

© B Sobeo] otebd dAAe mdehs A7)
A7V A flont, w= &R AN 2HE A
AF A= ERY s digte] 22 HHS no
el fEE ERY 480 54545 2
7 AR v AF &) S RAED

75% B8

56% Z718

44% B8

1 8 15 22 29 36 43 50 57 64 71 78 85
Al 2t

(38 13) 8iHA] BHNMe] EfE NS
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