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ol (2 1J& ofefdt 4 AuiaE rlesiA 3k
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. g Mija 2o0|2 BES S8 ol-g-ste] AW& i Aolrh

A Aulze Bl 7S5 o8] JAEe] s (2) XML M99 33 £F3} S8
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23 Z8% HolE7} oRE fEHA ¥ES B € ;
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E}' O]E'liﬂ.' ;ﬂz}k]ugg] %ZJ_‘_(_’__ o]—EHQ—]— 7\=}‘;}' XML /‘1“3 -8-:F'A}‘8§'(XML Signature Require‘
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£ AHAAN oleldt ¢has) 715 vig Fa3k, ol
7bsA 3k 7IeEel olvl HWol EAIgt
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A2 oe|tjojer| ks 7]&Y 7|EEE FHolFE A
oln] AAl XML &3} 5 XML Aol @2 23
< 9&3la gk =3 XML ¢33le) 713 2 AL,
d5lEl AzEo] XML Hefd] tasisl dlojeiels A
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</X509Certificate>
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(38 7) 7t fX E Mujx oy
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PKIE H82 3A ¥Aqk X.509v3, XPKI{(Simple
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& T UEE AT e A AR £ 7S Thssl
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27} 7V oleldt E3F ApAE shie) Q%S 7
I AR ) gl
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B Alo]ollM security control e WS 753t
Al s, ghle ofe] 2152 e}t 74e8ka non IT
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AAdel S 7t

SAML=} XACML2 OASISHlM 2E3bs Hdshn
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SACML V1.1 94] 20034 79 24 :x50] ohd=|
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L}, WS-Security

o] WAlE #& 2001 10% 239l MicrosoftellA]
q Auls Helol] ik AR dusigiv). o o] Fo
IBM, VeriSigne] 3522 2o Fledsted 2004+ 4
4 IBM, Microsoft Z#|lz VeriSignel #%°o%
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(Kerberos), PKI, SSL#} Z& tf& B& B 8%
Agslar ojon, 7l&Heos XML A% XM &3}
 AH83l AR 4 MuaE 758 o ASEE F
ZAA(Integrity)® 7144 (Confidentiality)S 33}
7] ¢13F SOAP #e] & A=F AlTsix glet o]
Halh AT FLodAYERE B B2 3}
(Security Token Propagation), ®lA1x] F24, v
AR 7144 S0l gl

#zo] IBM, Microsoft, VeriSign9 WS-
Security® Atz Al 34719 A7} OASIS
Web Sercives Security Technical Committees)
Fodsled SOAP WlAA] Baldl A3t gF:3lo] F2u
1o, o] HAEE XML F34E A Aol gl
7128 XML 338 Bot BFEE 8T B opz) oy
Bl 714S 743p] 7 2lES AlFslka It

Cl. AVDL(Application Vulnerability Description
Language)
AVDLE vlES]Zel izl §-8 =203 3o A
<& dulslsiy| Sl BEESPL A F9 gojeldh
< 7hke g &FAo)w oot XML A7vHe$
Aolsty glew, FHopd Ad/EA =7, wWEh/IDS,
Hokd ARt AAEF(Remediation Tool), A&
ABTA FA T (Correlation Tool)ellx] #HekAdol o
g izl ol AMesle) A ARE A E3] 2]
= A& 7P s AL BAoR )

(1) AVDL 2%

AVDLS = 7o E 3t 9led, XML Al
Ae) Y4}& AVDL 27171 Helsle] get.

AVDL ZA#E& Traversal® Vulnerability

AVDL

Session

__

(23l 8] AVDL Traversal t=

probe?] F F-E22 A= Qlr}h Traversals sF
4 AlES] sl F2E bleddlit) Awe} BeleA A}
019} 7} Request®t 2o w2 Responsed B gil.

Traversal®] +&+ ¢ 2383} 2l root noded!
AVDL session #|tiE 7z gk Al gdelle 2
AAdollx 8E TraversalE2l Ax7} Eo7H s,
7t Request/Response #tiell= 3], 7], URL,
query, POST data ¥ @3 HTTP byte stream
o oigk AR} Eoigiet.

AVDL

Summary
Classification

Tarfet
Tast ScriPt
Remadiation

\/

(33 9] AVDL Vulnerability Probe X

$] 23-& Vuleranbility Probed] 738 By
qit}. root nodedl AVDLE "H A2 sessionell o
3 g Kz 9ler, session gkl Vulner-
ability Probe #lt}& 7Ha 9lv}. Traversal 7}t
{ o}Ze]Alo]-d5} L Request/Response FEE 74|
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- Summary : #HA digt g2 A

- Classification @ Hefdel tigh =2l 2%

- Target @ targetell digh g3t A9 (o @ 32E
08, Z28F 944 %)

- Test Script : HYAS Aohd wid] oigk AAlgt
7e
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- Remediation : #9S Ak $1& 4l digh

AR A
3. WS-| BEsl S8(8)

WS-I{Web Services Interoperability Organi-
zation)<= 20029 244l IBM$} Microsoftg F%2.
2 4670 QA7) moA 9§ An2e] A3 $94E Hst
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71eM R 4 Au|AR FAlskEE gl 71Re] He &
253 dA AV LES Al otk WS-elM=
A2 Sl wIAAE Hete] 4 Aujxe] Bl Hi|
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WS-TolME= A AZY Hal SOAP #A#] Ral,
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o3P Security Scenario®} Basic Security
Profileell Wit +4& 27 2003+ 7€, 20034 10¥
742 FR3712 SHAAE, oFA7kA] ARgde] HelAaL ol
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v. 3 E

4 AMulz Fobe F Al Aldel Zadt 7
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2k wEfEka gle], AAd] vz s e clok
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—

(1) g=akd, "9 Mels Bek 7)e 34 2 54 o
Qb @7, AFEwA | 20039 124,

(2) A #7198, XML 714 A2A40] 7] 53
B e Fsks]] 13(4), 20034 84.

(3) KISDI, "4 An]xe] &3k 4 n|=u s wde] o
3F, ArEagA A 14(15), 2002 84.

{4) Microsoft Corporation, "Web Services
Security”, MSDN Library, January 2004.

(5) Oracle, “Securing Web Services: Today and
Tomorrow”, Technical Articles 33206,
November 2002.

(6) W3C, http://www.w3.org
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(8) WS-1, http://www.ws-i.org
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< (gh
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