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ABSTRACT

Until now the study of computer forensics has been focused only system forensics which carried on keeping, processing
and collecting the remained evidence on computer. Recently the trend of forensic study is proceeding about the network
forensics which analyze the collected information in entire networks instead of analyzing the evidence on a victim computer.
In particular network forensics is more important in Automated Computer Emergency Response System because the system
deals with the intrusion evidence of entire networks. In this paper we defined the information of network forensics that have
to be collected in Automated Computer Emergency Response System and verified the defined information by comparing with
the collected information in experimental environments.
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- ZH$E] A9l Routing % Netstat A8
- vzl el Hejy] 23

el000g2 riip  AE  AlF 2004/04/23 18:43:26 UDP 211.241.83.108:520
224y 255.255.255.255:520 cno=0 nno=0 PKT=0 SIZE=0 (FRAG: PKT=0 SIZE=0)
el000g2 ttip AR EFEFE  2004/04/23 18:43:29 UDP 211.241.83.108:520
Hrahe 255.255.255.255:520 cno=0 nno=0 PKT=1 SIZE=0 (FRAG: PKT=0 SIZE=0)
H 2004/04/23 18:43:263 18:43:29¢] Z}z} B 2 S~ E o 9(255.255.255.255) 0.2 ] UDP #j3lo] AR =
waan | o0
R zZa4n [**] UDP smurf [**] 04/23-18:43:26, 371260 211.241.83.108:520 -> 255.255.255.255:520 UDP TTL:255
’9‘1’4%:;1 TOS:0X0 ID:23372 ******S* Seq: 0xA1300402 Ack: 0x0 Win: 0xC00
A2
BEAE83 | 2004/04/23-18:43:269] 211.241.83.108:520 -> 255.255.255.255:5200 2 2] UDP smurf 2o} Bk
Port Name Status  Vlan Duplex Speed  Type
4/1 connected 1 auto auto 10/100BaseTX
4/2 connected 1 auto auto 10/100BaseTX
TERY 4/3 notconnect 1 auto auto 10/100BaseTX
T 4/4 notconnect | auto auto 10/100BaseTX
VL’;N 45 notconnect 1 full 100 10/100BaseTX
295 A 4/6 notconnect 1 full 100 10/100BaseTX
4/7 notconnect 1 half 100 10/100BaseTX
4/8 notconnect 1 half 100 10/100BaseTX
6/1 monitor 1 full 1000 1000BaseSX
6/2 connected 1 full 1000 1000BaseSX
6/3 connected 1 full 1000 1000BaseSX
D24 49} 413} 42 TEZL YF Z2E AA=oal 6271 Wl a 63¢] A gE AR
* 6/10} AYFAA2HFH dAHlth 2HAE e MHIFE Adrhby Vian)
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AT A A

3 5. XMAS A28 % NT NULL SESSION 3A<e]
el

=

D PEC R EEY

Wabs AgiskAA2"d NETBIOS 3434
#3H8 Aurl 29 a2l3 BA9) vEY A
£ #tsbr] He eheE A9 2Red Elo] & ALY
Muls i 2429 LE(Port)3E ¥ Vlan A
BE galsjjol gt

432 B|I2AE XY
- AsEA Ade| 20l met 34& AP
- A AdEl e et ARE AR 233
BE ® (3)% 2

433 $TE Heol 24

748 AR o 24 2 B4Ene % (3)9
Z} XMAS 2731 2@ NT NULL SESSION 3%
off oigt AJeles} ANl A3y wiEed] 4
g vEY zAA A2 AR 2 xEA
3 9 VLAN AR, Z%E] A9 Routing %
Netstat 5., wshe] Fej3] 2 YA~
9] A2 a4 n = SulE UEY zadA] HRrolr),

4.4 M Hu AlLi2|2
441 ANil2|2 MM

- A8FA el dig AL o A=Rke Adibke
TPV RS BEl uiR U EY H&skm A}
Aol ARgAL Aol AX=Ee] djrjatelel Sle
Subsevenelgke MExe](Back-Door)el FAl
AZE B}, o] BAXEE B4 AHEA AY
3XE AFEHE AT F gl

- 3" EY 4] AHE gy AYEL
A% Algxle] wWme] FA ot F%F W4
£ a3 (6)7 2z 33 Ui +YHREe ¥

38 6. MEE AFSALe] WEo SHol 2t Ak He
A8 %Y el $3l= o5 RSt

292 FEAE 9 VLANAYR

- 2128} B2l Routing @ Netstat A xR
- 7P dAR

- AR 2H e g2

PR AdEA Az g FAF
#89 2ans} 7|29 23 s w9
W vEY S slelsly] 8 e 2914
9] ARE gl ok},

442 HIAE T8

- HalgA Avel el det 3AE A
- 54 Al e wet gug s $14
BE E (4% 2

443 TE HEo| BN

A% AR g ¥4 2 EHEsE § (4)9
Aok, A=pie e Wzo] FAd gyt Alde
29 BAAN} AAE7] Wi F3E HEY 2
A2 AnZ AR 29x9 FeEAH % VLAN
AR F$E BY Routing @ Netstat Ax, 7}
AT AR QA A 2w g2
BE ulE UEY i) ARro|d}

VI. JE W Ex o7 W@

e Atz aEeds A 2
Heb Atz A A E A3 A FEolz
3y V=Y AN AA YEYHAN dojube
3 BEE 7IS] didl fAAS ARRATEE
S5l sta JHEAA AT AHYE nAgs F
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E 3. XMAS AZH 3 NT NULL SESSION ZZof ot FA{HE

el000g2 rtip 3-8 A]Z} 2004/04/23 19:52:57 TCP  211.241.48.123:2891
211.241.83.108:139 cno=0 nno=0 PKT=1 SIZE=64 (FRAG: PKT=0 SIZE=0)

€1000g2 rtip 3-8 A]2} 2004/04/23 19:52:58 TCP  211.241.83.108:139

211.241.48.123:2891 cno=0 nno=0 PKT=1 SIZE=60 (FRAG: PKT=0 SIZE=0)

e1000g2 rtip 318 A|Z} 2004/04/23 19:56:54 TCP  211.241.48.123:3012
ZOAR 211.241.83.108:139 cno=0 nno=0 PKT=1 SIZE=48 (FRAG: PKT=0 SIZE=0)
€1000g2 rtip 3-8 A]Z} 2004/04/23 19:56:54 TCP  211.241.83.108:139
ey 211.241.48.123:3012 cno=0 nno=0 PKT=1 SIZE=48 (FRAG: PKT=0 SIZE=0)
el000g2 rtip 3-8 A2} 2004/04/23 19:56:54 TCP  211.241.48.123:3012
211.241.83.108:139 cno=0 nno=0 PKT=1 SIZE=40 (FRAG: PKT=0 SIZE=0)
e1000g2 rtip )4 A]Z} 2004/04/23 19:56:55 TCP  211.241.48.123:3012
211.241.83.108:139 cno=0 nno=0 PKT=1 SIZE=140 (FRAG: PKT=0 SIZE=0)

2004/04/23 19:52:579]) 211.241.48.1239) 4] ARE-2IA(211.241.83.108)2 TCP 1399 QZAIE7} ATt
45 =191 2004/04/23 19:56:540] 211.241.48.1230)) A} AL8-2}A(211.241.83.108)=2 TCP 139¥ FHo] o]
23

M
1%
i
_VJ_,

[**] SCAN XMAS [**¥] 04/23-19:52:57, 758320 211.241.48.123:2891 -> 211.241.83.108:139 TCP
TTL:46 TOS:0X0 ID:13512 12UAPRSF Seq: 0xA2800504 Ack: 0x0 Win: 0xC00

ZIXR | [**] NETBIOS NT NULL session [*¥]
04/23-19:56:55, 758320 211.167.71.86:4875 -> 211.241.83.108:139

AigA
A2 TCP TTL:64 TOS:0X0 ID:26611 .
..AP... Seq: 0x9b7d17be Ack: Oxf8¢2077d Win: Oxffff
2004/04/23 19:52:57¢]) 211.241.48.1230| 4] A}£-2}A(211.241.83.108)2 XMAS SCAN FZo| o]F o]
BXAm | o 48 FQl 2004/04/23 19:56:540) 211.241.48.1231 4] A}8-2}A(211.241.83.108)2 NETBIOS NT
NULL sessiong-Z{ ] o}F-ojAth.
Gateway of last resort is 192.168.31.98 to network 0.0.0.0
2hoey 192.168.83.0 255.255.0.0 is subnetted, 1 subnets
'F; c 192.168.83.253 is directly connected, Ethernet0
211.241.83.253 255.255.255.252 is subnetted, 1 subnets
C 211.241.83.253 is directly connected, Seriall
S* 0.0.0.0 0.00.0 [1/0] via 211.241.83.254
Proto Recv-Q Send-Q Local Address Foreign Address (state)
296 NETSTAT tecp 0 0 *23 ** LISTEN
Cis up 0 0 *16l1 **
udp 0 0 *69 i

Z3-HE WRY ether0 QIEj o] 20) 192.168.83.2535 A8 Alg3ln ojEolo] EAL 93 seriall
SlE]H o] A6 211.241.83253F4 8 AMgEt) sd dh9El: 211.241.832548 E3) ENFEE A
BAAn | AeEo] 4AHY Qi

9B Telnet(23), SNMP(161), TFTP(69) A 22 2938k 1 Qo Telnet Au]Auto] tf7|Ate)
o gl

A A Ayl e 3R FYsith
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H 4. A2E AEAe] Mol SHo hE EA43E

-IKE 221
2004-04-23 20:25

IPSEC P2 connection “IPSEC000-Tunnel” (211.241.48.124—211.241.83.99)
established

pf_key_v2_set_spi: protocol:ESP encryption_alg:3DES_CBC

authentication:SHA1 encap_mode: TUNNEL dst:211.241.83.99

ADD flow (dst 211.241.83.99, 211.241.48.124 <-> 211.241.83.99)

20040423 20:25
B8R | 00000423 2025
At
a9 - JHAMA S allow 271

2004-04-23 20:56:55,FW,211.241.48.124:27374/tcp,211.241.83.108:5012,0,0,VPN
2004-04-23 20:56:57,FW,211.241.83.108:5012/tcp,211.241.48.124:27374,0,0 External

2004-04-23 20:259) 211.241.48.124—211.241.83.99 Ztol] IKE T2 EZd| W& AZH AZo| o]
Ak 1 F 2004-04-23 20:56:55¢0 A€ QAL 53 211.24148.1243 2 E A ALEAAR AAE
=)

o
1%
i
H

[**] BACKDOOR subseven 22 [**]

04/23-20:56:55, 7612380 211.241.48.124:27374 -> 211.241.83.108:5012
TCP TTL:64 TOS:0X0 ID:13219

..AP... Seq: 0x3b11170b Ack: 0x72c6781c Win: Oxffff

2R
A
Al=d

2004-04-23 20:25¢] AE AFSA} 211.241.48.12471 AHE-AFA(211.241.83.108)0] Al subseven ¥ ofo])
3 AL EE BT

Gateway of last resort is 192.168.31.98 to network 0.0.0.0
192.168.83.0 255.255.0.0 is subnetted, 1 subnets

C 192.168.83.250 is directly connected, EthernetO
211.241.83.250 255.255.255.252 is subnetted, 1 subnets

C 211.241.83.250 is directly connected, Seriall

S* 0.0.0.0 0.0.0.0 {1/0] via 211.241.83.251

Proto Recv-Q Send-Q Local Address Foreign Address (state)
tcp 0 0 *23 * * LISTEN

udp O 0 *161 * %

udp O O *69 * %

o NETSTA
244 TAR

F9EE B9 ether0 QEIBjo] 20 192.168.83250F4A8 AHgaln oiole] EA1E 3§ seriall
QEjH| o) 20 211.241.8325054F AHEETh &P FFEE 211241832518 F3 BT E A
Hel-g-elo] A= ot

2B E Telnet(23), SNMP(161), TFTP(69) AulAE A3l o0 Telnet Au]Zgke] t) 7] e}
o dct

A WA Avelee) 444ne SAs

He
a2
i
_E,

292 | 43R

£ RS A TAHAES ol o] AnTd W 19 §- FE WA AsdnpRA sl o

2 ERdAE =Y A6 BE M 712
33 $440 A0E GREAAT, olFolt

77} B2sjch. o] A7E IDSAY kel 7hsA
o obd 7 A2delN otk 4R AT Bk
sjelob @eh. Tel3 AEHR JARANLA2H
Weld Eda) AuE dPEA AT wBs]
A% ANes ARl o AFE Dashh zda
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