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ABSTRACT

In general, the steganographic algorithm for embedding message in JPEG images, such as Isteg"! JP Hide & Seek™,
F5”!, OuiGuess™ replaces the LSB of DCT coefficients by the message bits, Both Jsteg and JP Hide & Seck are detected
by xZtest, steganalytic technique'

In this paper, we propose a new steganalysis method that determine not only the existence of hidden messages in JPEG
images exactly, but also the steganographic algorithm used. This method is advanced from the technique Blockiness®™. It has
many advantages that include a computational efficiency, cotrectness and that can detect without knowing steganographic

, the rate of detection is very low, though.

algorithm. Experiment results show the superiority of our approach over Blockiness®.
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oiAIX] 27| : 12KB)

L& 32 Isteg JP Hide & Seek

100% 100% (98%) 100% (98%)

WAz | 2HE 9E = 60% e AqE = 75%
a7) Isteg JPhide Jsteg IPhide
KB 100% 100% 100% 100%
(80/80) (80/80) (80/80) (80/30)
oKB 100% 100% 100% 100%
(80/80) (80/80) (80/80) (80/30)
12KB 100% 100% 100% 100%
(80/80) (80/80) (80/80) (80/80)

T 5. Mokt gigol o5t EA ExXlg

A= | EE AE = 60% e 9 = 5%

A7 Isteg JPhide Isteg JPhide
6KB 97% 90% 9% 65%
(78/80) (72/80) (63/80) (52/80)
OKB 97% 9% 97% 95%
(78/80) (72/80) (78/80) (76/80)
KB 9% 100% 97% 100%
(79/80) (80/80) (78/80) (80/80)

w3t False positives} False negativers 0%
elr},

v.3d B

JPEG %4AHE o143 U349l A& o3 dus
zoz: Jsteg!", JP Hide & Seek™”, F5%
OutGuess'” So] 9t} & E=FME Fridrich
9 B2 4F= ¥4 /e ndsld Az @
A714-E Attt B =T A} B2 A
EE o]43 B4 €A/HLRE Jsteg, JP Hide
& Seek AL EE WFLE Fpo] 2GS
g% A A2 A %= 100%=2 2R
o B4 2282 98% A=Y v w2 FE=
il

Fridrich®] £% JFEF o847 45 &3
Auilel] w|asled, B =EA] Aok whe
3 & Aol it

A4t glo] 2dgAdls gAske 7ol
Al FAell vl BgE W, A4R A ¥ae
2g ook 8= Fridrichd] #4719 442 &
Y A gAshe vl gs AYsA Yt ol
Hlw3le], & =FolA AR xS A] g
21Z& v dFshs AT 2 AR A gelx,
g =2 FEE 2ol dAe} FA 0 AEst A
2 ¢}3e] £FE X 4 k= o] gk

=3 Aggshe WS 3G Fag Yzt
o] WgaAo] §l7] wlioll ExHAe] Zhdstn, ¥
o] dAleks Jomg FgAolr},

oz chkgt AYE E3led OutGuess™t
F5 2& z7-laEWel 43 4% @5 VleelE
g, 2993 #x1 2 SAEA ) AR AR
F & 9% At ASE Aol
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