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ABSTRACT

A certificate is expected to use for its entire validity period. However, a false information record of user and compromise
of private key may cause a certificate to become invalid prior to the expiration of the validity period. The CA needs to
revoke the certificate. The CA periodically updates a signed data structure called a certificate revocation list(CRL) at
directory server. but as CA updates a new CRL at directory server. the user can use a revoked certificate.

Not only does this paper analyzes a structure of CRL and a characteristic of certificate status conviction, OCSP method
but also it proposes a new certificate status verification method adding an observer information in handshake process between

user and server.
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The Proposed method with observer makes it more efficient for relying parties to verify both the current status of X.509
certificate and the short-lived server certificate. Even when a revoked certificate information is not updated at directory server
yet, the status of the certificate can be verified using the observer, and the proposed method can improve timeliness and

compensate a weakness of OCSP.

Keywords : OCSP, CRL, Observer, verify both the current status of X.509 certificate and the short-lived server certificate.
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