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Abstract This paper presents an Implementation of Korean standard 128-bit block cipher SEED
for the small (8 or 16-bits) embedded system using a low-cost FPGA(Field Programmable Gate
Array) chip. Due to their limited computing and storage capacities most of the 8-bits/16~bits small
embedded systems require a separate and dedicated cryptography processor for data encryption and
decryption process which require relatively heavy computation job. So, in order to integrate the SEED
with other logic circuit block in a single chip we need to invent a design which minimizes the area
demand while maintaining the proper performance. But, the straight-forward mapping of the SEED
specification into hardware design results in exceedingly largé circuit area for a low-cost FPGA
capacity. Therefore, in this paper we present a design which maximize the resource sharing and
utilizing the modern FPGA features to reduce the area demand resulting in the successful
implementation of the SEED plus interface logic with single low-cost FPGA. We achieved 66% area
accupation by our SEED dsign for the XC2S100 (a Spartan-II series FPGA from Xilinx) and data
throughput more than 66Mbps. This Performance is sufficient for the small scale embedded system
while achieving tight area requirement.

Key words : SEED, 128-bit symmetric block cipher algorithm, FPGA, hardware design, embedded

system, cryptography processor
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