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(Spam-Mail Filtering System Using Weighted Bayesian Classifier)
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Abstract An E-mails have regarded as one of the most popular methods for exchanging
information because of easy usage and low cost. Meanwhile, exponentially growing unwanted mails
in user’'s mailbox have been raised as main problem. Recognizing this issue, Korean government
established a law in order to prevent e-mail abuse. In this paper we suggest hybrid spam mail filtering
system using weighted Bayesian classifier which is extended from naive Bayesian classifier by adding
the concept of preprocessing and intelligent agents. This system can classify spam mails automatically
by using training data without manual definition of message rules. Particularly, we improved filtering
efficiency by imposing weight on some character by feature extraction from spam mails. Finally, we
show efficiency comparison among four cases - naive Bayesian, weighting on e-mail header,
weighting on HTML tags, weighting on hyperlinks and combining all of four cases. As compared with
naive Bayesian classifier, the proposed system obtained 5.7% decresed precision, while the recall and
F-measure of this system increased by 33.3% and 31.2%, respectively.
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2.1 HIAIX] & o2& # B (Rule-based Classi-

fication)
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£ 45 F UvHe) e ARSATE A wAlR 733
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2.2 Yol= H|ojx|et ##X}H(Naive Bayesian Clas-
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dole} DERE AlFE-E(posterior probability)2 75}
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Bayes' theorem : P(h| D) = DLLARA ()

P(H)= H2 AAEE(Priori Probability)olil, P(H|
Dye D7t Fo3& W He AFEEo|TH8]. Yoln
HolAeh BFAN dolgt De WEHEA d=(d,,
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vt 9, me FH& <cyca..., cs e
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Plc)D)> P(c D) &, 1<j<m, j*i 2

A (28 BaAM AU AFHES ZE AciDE
2L F Ney, gEgA FHz o A D g8y
AEgEo]l A 7 (MAP: Maximum Posterior)o]

|oHal
P(HC,’)P(C.') _
P(ciD) = —RD = P(Dic)P(c)) (3)
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AirE 97 wgo] ARE EA7L LAshed, ol#g
EAE dds7] YA olr Ho|x|¢t BFAtME
Zt £480°] A% =Y (Conditionally Independence)
olgt 7B &, £4F Aold M2 9% Fuu
= TAZE iz sk (D9 B AL dojd 4
2ATHIl.
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9] 3 Algeln), 1 wholl B wlojEl wlojd darg]
E59 24 EA7) RAPLEA YRS} AHE
&) 48 dHE 4L F U9tk

cwp = HEM p(. Jl[ drwptl

———— |P(dlc)
C,-EC gdjw,-i-n

(5)

A B A @A AFEA7 F48 83 Heoloh
EA% 4,9 AZEE HEX w, E FAsa jlon,
A7l 1% "3 Fo2A FFol 00 He AL O
s 3 7HEA w7t FAPOEAN 43k AA
5o AANE AE WAE7) Al (Normalization)
A d;w,+ D& 7AFA7E a8 AN £33%4 &

( z;djw, + o WrAcHiz 13l

2.2 X8 Olo|ME(Intelligent Agent)l OB
Incremental Learning

%53 o] WE(ntelligent Agent)F 1@ 13} o]

A73& AN FAS 2AdA HEAFLEA AREA

7} 98k Ael(Goal State)d] =B3RS s Aot

[14]. o9 BHo| AlZ=d WA dlo]HEE 2 W]

Environment

2% 1 Incremental Learning Agent 7%

oA oA WFolt YHe W3 5 AL
o2 @FMonitoring)3L & (Learning) F22A H
ot AsFolm AlgAL] g wEdle EA Ao
7F&dlAed, ©]8 Incremental Learning AgentZ} 3+
tH15].

Incremental Learning Agenti 9%} AXE o] B
oz}, AAFAH(E-Commerce)dt BHY {8z
Holl go] AMEEEH, ol A PTE AHHL
2 #F, 8539 AF HEE =& e 4T
E#Fo)7) wjgolth

3. AH oigofMel ®E =& (Feature Extr-
action)

7FFAE AP WolAg ERAS olgsto 29
ey "ege 3] daxEe ¢4 29 vde &34
(Feature)® FZ(Extraction)d] W Heo] Fas3jc}h
@ YolH dlolXQt BFAN FHe wWidAN T
(Space)2.2 TEE EZ(Token)EL #2335, 1 E
259 23 NESE ARy o wges "y
o] Fhssit). skAIRL, FFEAIZE RAR wlolX|¢t /At
dre 2% oM 5L FF3 Folopy A
T 244 JIEXE RAPoRA Bo JYF HY
o] 7PeAe Aolth

3.1 OjoIQ BICI(E-Mail Header)

ol g Fage HAYAA HAIXE A e AW
= Ad 2}g AR Aol AL AMeded H
23 AHE Feth o] WAA dH Fre ARA
o3 AP gEE REE o, MY/Fe TEay
T Mujd g3 Ao 7|58 FEE ok mely
olgg olu 3tle FRE ol g3ty 2= wde o
RE @dded A FE Ao
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( Return-Path: <Life.Quotes@verizon.net>
Recelved: from [66.223.17.189] by ...
Recelved: 7 Feb 2003 18:35:18 ~0000
Recelved: from 1cust61.tni28.d...
Message-D: <000073eb5d{8$00007de5S...
T0: <Friend>

(SubIeCE "Your Life Insurance CO does NOT..
ate: Fri. 07 Feb 2003 16:36:48 1800
MIME-Version: 1.0
content-Type: text/html: charset="iso-8859-1"
content-Transter-Encoding: quoted-printable
Reply-To: Life.Quotes@verizon.net
X-Priority: 5

X-MSMak-Priority: Low

MIME-Version: 1.0

X-Msller: AOL 4.0 for Windows 95 sub 113

Subject : vour Life Insurance CO does NOT
WANT you to know this...

ag 2 ol Ft(E-Mail Header) A K.

.....................

<img 8= >

.......

Training
Moudie

User Transaction
(Incremental Learning)

a8 3 AaY FxRe

olide FHY RED wAIR] RELZ o|FFH 3
o WAlA 222 oY vt 98 W&ol 23y
£ REoith. WAR BEdE 4yt €92E9 HTML
Tag?7} F2 AHEE<ed, WAIR HTML TagEd 2
of AbgE HAXEELE TAFOEA 29 Wiy o
E #9d 5 Jdoh F, 29 Hdd AF AReHE 5
A Tage(<img src="">, <a href="">)3} Zo] AL&&
H2Ed U3 71E5AE FAFgLeEN 2 oEF B
ot 383 #dd 4 A @6l

4. Hictets 24 ol WER AlAH

24 Y BelY A2 glol felshor & Age
A28 BFo) A wge) Aol Axge] BF &
2 L golof ¥ MY, 3 =29 YT RIS
Al AHgATE A7 AAske Hew B4 B 2
Ui =2 Y 24 Y2 BRE B9 £F

g 29 W FoIA Ro} glolo} ke Hgo] B, &
B MYe AY HAF AeE LS 9 F e
A= 24 Gy ARE BRI E2AY 4 A8

S AFE AY 29 vide] =29 vdzE BEFHE &
€ A=(False-Negative), 1 witle] ZA9(False-
Positive)e Huj3 BABeA] FEE Al2=HE& 7 oF
7]

4.1 AjlAaH 3=

AP 7HEA7T o wolA} ERAE o] 8T
T 7ke] A9 Wd "EY A2d] FERE a9 3%
2}

7VEX7E Fojg HolAt e sz AL
vt EREYAR A $4 sSgade sy
< A% 29/=29 MdS e, HTML Tags
I 4t dAEES dojdz R2FIG ERY dols
& Training Moduled] Training Data® 5o} &
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Training_WBC(S, ¢)

Preprocessing(S)

While(S <> EOF)
4y = parsing(S)
If exist_in_vocabulary(¢i, &) = true then
freq(ci, &) = freq(c, dy) + 1

//5=%% del8 A, ¢=(Copan, Cuonspan)
//EEE f1% BEADAE AL Urix AA
/88goz we wdg EA oY
/dE B EEE dol AR

/47t #F E#: 29 Vocabulary) &43td
/8% e NESF F5}

total freq(c:) = total freq(c) + freg(c, 4 //p(.) Axne ga wus

Else
vooabulary(¢) «— dy
feature(dy) « d;
End If

Loop

total_freq(c;)
total_freq(Copam+ Cronspam)

freq(C, dy)
total_freq(c;)

P(e;) <

P(di ¢;) —

/7t AF ezl EANA %& B
/8% &) 29] Vocabularyel A%
HAERA AZE 98 4 £48& A

//P(c;)st P(dy ¢;) & AR

a9 4 /1A 48 WolAY £/7IE & BE

&l o] 8grk EFTAT AA vdE LA HA A2
e gad ZES 53 4498 9o % 7 dojsg
AR WixS 8 J1EH7L AFE VocabularyE 0] 83}
o] Weighted Bayesian Filtering& AAISIA Hi1, o
of e A 29 Hd3 =29 ude EHF3IA
g} o|FolE A8 o] o5 FEHW U] sty
A2¥e Training Module® A&HHoz ¥HF AJe
o, Al2"o] =29 olgtn WEg wjde] A AR
o o8 2"Mez woso] YA Fpe AR 9
Z 53l oo wAEHE FAE ddd) i Ho
AAFHola ALY #HYd {FAG BFRE ¥ 5 A
He Aotk

4.2 MX2| BH(Pre-processing)

ARFANRE FARFAY o]227 B JHET T
TE YEY NFGF 2 NATE A 212 5 9
239 FuAy AALH(2Y vid)E 5T we
AL ALl (Ba) =e (HABT) e F7 ¥
7 AE o ‘@F ¥=A BAEIEE 73 ¥
. AME FHANE PRJAR FHE EFF 29
WAL ez BF FEd, o] AHL 2Y o8
7 4§ vgee 983 AFE2 100%9] =4 3
= (Percision) & EAshs #gojm, wlojAt EFA
o 23 WY o vige F& FAEL2A AAH

g =37k AFAE A& = YA FeHiTl

4.3 7E=X{7} Ho{E #loIX|et ®HRXHE 0|22 WE

2l(Weighted Bayesian Classifier Filtering)

7HEA7E R wWolRt EFA ] o3 g € &
F 438lEe 19 459 2

29 4= 71¥F2Z Naive Bayesian Classifiers}
2oy, 7o g 29 v ERAANA HEAE
B35yl A3l JHEA HolEdl 4 EEE9] £4¢ A
B HFL AJT F, 3N AFH w9 EF
EGAHY ¥ )& 2 EEEERE 323 H, feature()
FrE FF dold ez AFF 2 Fo 24 B
F AN E o] HojEg o83 Y £48 FE
EZ89A JS5AE FA8A gk =%, B A7A
= e vde) 29 wWdlA ofdAq] 2HE Fn
deng 23z YU C= Cspam¥? Cnonspam
25 o]F A}

a9 58 o3 2 =L 7 a4
WY D Ze27t Aok olg So), Cspameol YA
TEY o & 883 24 =54 D 29 dd=z &
F HolAe Rolth EF, dhte] EE 4,9 e
24 feature(d ¥ 7VFX w,e feature(d 7V T
g2 oA Ze ¥HiEgd o3 AFgH A=, of

e o=
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Classifying_WBC(D)

Preporcessing(S) //8EE A% BAGE AT oA AA
While(D <> EOF) /785 A4 sl D 274 ol gd

d = parsing(D) //DE Fgste] EEL del A%

wy = freq(¢i, feature(dy)) /42 &0l zZte Hx Syl A EA wE Ho
Loop

Positions — Vocabulary®] XT38 @olE9 D ¢t A cypZ EHEU

n

d, 1
Cwp = tz‘g;ntg P(c) H - s P(dy] c;)
1 k € Positions
daw;, + n

a3 5 713A7F #48 WAL /7 o)&H EXNE ERde BE

A o8 715 w,E B EFAT 29 22 = o EFE & didd U ARAY d5E DA
29 wQde] FEL HU MER 983 8§ & gA 8 H, A2de] Eamoz BR ¥ vide] AHeAd)
tH12]. 9% ~goz ydsold ALAMEAI AEH BHn
4.4 Xs4 OIOIME(Intelligent Agent)lt B3t x|  AAU, HEEA F :‘:“.Hﬂi A& A F), ol
£X0| AIRA HE S 3 WYEL Training Data®* Training Modulel
wolxt BFAE o83 WUHIYL A¢E EE gt stgEolA o] EgE EES ol&sl AF

535 "Hg Fox A¥/mAde) BEr J) o]T 9] g A He{H e AFAHE Fole Aot
oz|A] gte A7l EBE = )k ol BT 9
8 Nzde AEAe 9EE BRMontoring), ¥ > o X AW
(Learning)3h= A5% do]JEE |83l %o B =FL B 13 o] 42 JNtoz Ho|x]|
Asle §ARE A s Bo JEE gdg JMsst <t "UE¥y, WY oo ¥8¥ Subjectd] WL I
A B} dE o], I8 63 Zo] dolHEEL AxF 22 3 71FA Bo HTML TagE& 71t g § 7}
23 R, sjolAAS VMo T 71FA He wl
AToz o] 471X HLE T} 4¥F F 571X
9 Aol sk %Ei%‘ 35S Frhskdo 7HEA F4
T A7 4714 Aol siFete dolgEel e gt
d2EHT A=Y o] uAY S Fo2M A
5 A3

5.1 HIOIE} =&t

B =8 A¥L 9sA IS 50, Micorsoft Active
Server Page$} MS-SQL Serverg ARSI 733 R
on A¥NHE FEY3 1GHz, 256MB RAMS} A2
ol

EF9 92E *

HTML Tag 78k 5% HTML Tag$} %M 29 1 goiE °ll W 7HEA “°4

Hyper Link 7]t <a href="">...</a> ¢ @7 29 dolEd] Y& 7}Fx 2o
H.S HTML Subject 719t E-Mail 8ltje] W& F Subject?] W& 71E3E o
ALL 47 B-E F% N_T, HT, HL, H S9 Z$& Z§3d "izE
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Efold ¥ H2EY AHEH dHoeEL #3394
A FE vidoly, volelEe AL HE 29 2t} H
2Eo] 22 RE dHojel= Edfold dHo[etio g
o & wdojry,

% 2 dolgAle 74

Spam 329 148
NonSpam 247 53
g A 576 201

grulolete] AAAAPL B84 AA(Elimination of
Stopwords) @A} 28 (Stemming) BAZ FAE
o, 284 AA dAdNE 2W/=2d v oA
FuEAe} 2ol Nz FPE ¥ WolEE Fd
Yoz 23 BFo wWiag Fole o] olFo
Fow, 269 GANME 5F doldiA siE o
el GIES e ¥e F, 2HoE Uz
A Aeloje} B AT wo] Alojel ¢A FEL A
ke TEA Wy BAE dFse Aol ¢)Fo
FTH18).

5.2 M5 WIl yy

ENEF A% U A% N1FEe F2 Y
%, A¥E £ F-measure $340] AHE-EUllll], &
(6)2 F-measure S34-& RAFT g} 4 (6)lA
Pt 8= (Precision), R& A d&(Recal)2 <3y,
b= A= POl uiFd AHL R AdF 71FAE Y
ERllE Fx)o)t)

L. A o8 BEE AN s =
P(Precision) = =822 LRELA S5 Ad =
R(Recal)) = =S 4 giﬁiﬁ%fﬂ@g?;lééf, L
2
F— measure = bb;};-{‘ II; R ®)

£ d¥dx4e gEHY AA4 FHEE AFERD
A AFL2A =29 wido] 24 WdE FE £F
5= False-Positive EA(2 ()& H:3A717] 93
bE 052 AAsIY &7 29SS B4y

False— Positive = = ,’i‘f“g‘?“;g %_’E;_“%'é““é = T
(7
5.3 48 2l
531 F-measure A& 55 A9 AT Topimn
2=

Ztzte] QA Threshold) Walo] w& 29 w9
a5l AAE, F-measure SFA] &5 29 o
"Heg A5 19y 79 2o

0.1 02 03 04 05 08 07 08 09 1

—a—Recalt

a9 7 gAZ%e] dsd e ‘a9 AYE, AP,

F-measure &8 23}

I 794 & F ARel dALE 01994 1747 ¥
FANAZE e FAF 47, 29 vde] AP&e
oF 67.4%2] Aol7t URen, FBTAME F 28.3%9
Aol R

F-measure Z34ME 52 12 FUAL o 0.2014
XY H5g Byoy, 24 vd ER79 Y=L =
o17] 98 bak& 052 FUE Wl LAX 0394 HH
9 A5E& 1Pk g AT Tommars 0322 3
3ok

532 7FEA 9 & "y

Zt N&Rlg @S] &
I 23 8otk

volB wlojA¢t BHFANE AR AZRN_DE
o Agtshs Al2dlo] AlE 2AY & s BA
th 2% A, A Aade] FH{E wojA

d 4% 34
F 4% vag Hol ® 3

3 3 7 A"l A v

100% |88.80% |84.62% | 100% |94.
52.38% |76.19% | 52.38% | 61.9% |85.71%
56.51% [ 81.6096 | 59.17%6 | 65.20%6 | 86.74%

24 AY=(P)
28 AYER)

2% F-measure

]

Spam

N_T H_T H_L H_S ALL

WRecall

a9 8 24 o] tE Py A% 7 AEAE
23 A%

I DPrecision MF-measure ]
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False-positive

S S NWhLENDO N OO

N_T HT HL HS ALL

WFalse-positive

29 9 7 7}=X8 False-Positive &4 A7}

N.T Rttt 57% AZxF AH#E EIou, APLIA
33.3%, F-measure 53 APoA 31.2%9 5% 4
HE BQd

Ao N_T BT Az A7t e gl
€ A, stgdiolere) 15 A, 2% WY9) Feature
€ Zte 4 =29 vide] Agoz IR ERHARA
e & F Sk

I§ 9v w2¥o] &Yoz AR ERFHAE False-
Positiveel tigt &3 Aot F 571A]9] 7FFX]A
H_T, H_L, ALLY %% False-Positive ¥A]7} @&}
<), olt wdMux A AF3= E- Card, &
aod FolA 29 vld9 Feature® 748 HTMLT
ag, Hyper Link $9¢ $73°] |t £ 715X
E RoeA e A2W(N_T)A False_positive ¥
Ae FHFE F 39% HFAou, widd 71FXE R
Az QAo HF 20% AZXH 45L BYth

5.3.3 Incremental Learningol] 9% &4 2 T g

28 /mag] o] AR =Hojz djde i olo)A
E° Ay F e 4% 2 F-measure S
Wshe 47 a9 10, 29 113 2o

29 10914 & 4 A=°l, Incremental Learning 3
9 FEEET A dFe] fNeY, AR 476% F

N.T HT H_L H_S ALL
[ -« -- Preciston ——a—-Recall
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