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Abstract

This paper proposes an efficient centralized single buffer management algorithm to arbitrate access contention among

processors on the multi-processor system for high-speed packet filtering and proves that the algorithm provides reasonable
performance by implementing it and applying it to a real multi-processor system. The multi-processor system for parallel
packet filtering is modeled based on a network processor to distribute the packet filtering rules throughout the processors
to speed up the filtering. In this paper we changed the number of processors and the processing time of the filtering rules

as variables and measured the packet transfer rates to investigate the performance of the proposed algorithm.
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MyPacketPtr = 0,
while (1) {

67

wait until (NbAccessed[MyPacketPtr] < N and PacketAccessed[MyPacketPtr] == False );

Enter MUTEX;

NbAccessed[MyPacketPtr] = NbAccessed[MyPacketPtr] + 1;
PacketAccessed[MyPacketPtr] = TRUE;

temp = RuleSetInQ[MyPacketPtr;

RuleSetInQ[MyPacketPtr] = temp | RuleSetForTask;

temp = RuleSetForTask & “temp;
Leave MUTEX;

Get Packet from Queue.

Perform packet matching for all rules Rj, one by one, corresponding to set bits
in temp variable, until a rule that matches the packet is found

or the RuleDetected is set.
MyPacketPtr = MyPacketPtr + 1;

if ( MyPacketPtr >= MaxQueueSize )

MyPacketPtr = 0;

a7 2 wmelE
Fig. 2. Algorithm,
718 2 7% € 71K ¥ B E 93 A8 F2A o))
E 2 22 AME A9 71 98k HEd g ¢
ZA7d a79 A3 #29 AFA(locality)l whe}
o T2 AN X FEE A7 3o EAY 4
Jomg 7} TIZANE AAAA &3E o1} 73
W3 AR F &F 74 FHE FAEIoF F) o=
% A% 2] FuiFY HEE VX E A Ades
TEY Aok E3, B oA A s Z2AAM 7}
Agsta Qe AN JXE Fotsr) st HA x
AEE 7txok gt} o] FRA ] AME e ke
#th
a9 2& A¢de dagFolth. dugdFoM AL
o 2} 459 dujs F 19 7)¢9 #kek 2tk Nb
-Accessed, PacketAccessed, RuleSetInQ, RuleDetected
TS 4 A7 9, A g8 FYa, 73 Ay ¢
8 Eda, A 2d ZF9aE 993, RuleSetFor
-Task, MyPacketPtr= 2t Bj22 vlt} Aolg= &3
T3 2 ¢ AR XA St
AdEE ¢ugEFe td 3438 53 FYAt &
A, shke) Aol WA We] EaeE, vE Za
A Aol A AR EJAEE F3lo A2 vy
o =2d Al HIstn, AP Z=AM7E HPE
oA 39 BERY T Z2AA7 H0E X
o= HEE 74 FAg AR FRA g A
g7t EUd dF AAe] g A3 73 HAE £
gt A A7 37 ZaAA Al fAjEE=
o3t A3} HZe olw] HelEe] U A3 7S
Hluste] ARy A3t 7 HAF EFol o) ofF

L

Table 1.

ArBE e

—

Used variables.

¥57 9

T

G HAS vin L HAF 239 5 vehd
t} o] gto] MA ZTZAA FN)o| HE RE A
A7t A HAE AP dust Ao

NbAccessed

N AR AT A2t Ao AGere HE
MEE o] sl A=W of M4E Blslo] 7
Wl sy AR MelREAY oRE wown,
G123 & w9 HE 5

PacketAccessed

ol M9l 54 HEZ} AE He A& WAzt &
Aol 24 g A Adoke A
Sujgtt. & Zo, 3R TS MY F5 3
A HEE AESA |t o] MF5E A2 AR
Y2 3¢ 20 81, 7 Hlagrt Held A4S A
Egt (o 3 £ wge HE 5

RuleSetlnQ

H70] £7 A AN E A5 AE I, o] W
7HAE Hlo] oM BE Baas A% T
A3Hx) ok

&

RuleDetected

& gxa 7A9E A5 A NE E4g
Folt}, o & Sol, o]x g2} 1A WA
A 1AE FAYL %S RuleSetForTask
1010106 (0x24) 9] #& 7HXA et o] W
RuleSetlnQ$} 2] Al&-Hc}. (23} 7px]&

+ 74 $039) WE £8 A1)

RuleSetForTask

P ow
& e e 2 R

7 HAAE o] WrE ALEelo] WA TE 5
2¢ 99 TAHE 48 o8 FA] A

MyPacketPtr
y & MUTEX(Mutual Exclusion) £¢] IPC 7]97} &

FHo.g olgHolo} .

7t BEE BE & 1 ZEAAMZ 7H A e A
H 39 shel 1 Aol AFAEE B, AR F2A)
o o] 977t BdHUG L BAIGTE g2 T2 AA
E& o] dFste] =g o] o7t oln] AXHA



68 I& HY g7l o{E As 55X Uy e yot zsl 2|
( Process 1 ) Process 3 Process 4
oJoJo]1]o oJoTooJ1

3 1 1
\ l"‘
1]
,
6" @ @
1l
\ :

Queue \/
XEX|X{X|X|[xQo]lojo[O0|OjOQO]1i1[1]|0O{O]1 P10ttt (1 |jt{ogtfr |t ]1]1]1
-1 0 2 3 4 4
x[x[x[xloJoJolo |l iToJoejtJeJoJo ][] t][1]

X DATA DATA DATA DATA DATA
U—E@}
4—————-— In processing
Skiopi
(a) enneeenen Processing dus 1o
RuleDetected
RuleDetected
RuleSetinQ
|—> 112|345
Process NB :
RuleSetForTask
NbAccessed | | | |
PacketAccessed " I 2J 3I 2 My PacketPtr
DATA(RND)
(b)
a8 3 g12|E 8 1, (@ oA b)) F=A
Fig. 3. Process of the algorithm (a) example (b) structures.
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Fig. 4. Flowchart.
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Table 2. Time for each fittering rule.
C(RO) | 0.9%0us | C(R10) | 0.90us
C(R1) | 0.72us | C(R11) | 0.72us
C(R2) 0.72us | C(R12) | 0.72us
C(R3) | 0.54us | C(R13) | 0.54us
C(R4) | 0.54us | C(R14) | 0.54us
C(R5) | 0.36us | C(R15) | 0.36us
C(R6) | 0.36us | C(R16) | 0.36us
C(R7) | 0.18us | C(R17) | 0.18us
C(R8) | 0.54us | C(R18) | 0.54us
C(R9) | 0.18us | C(R19) | 0.18us
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Table 3. Assignment of rules.
EZ2AA Z2A4
Ho| 22wz - -
% TEA W aana[gEraa
1 Pl : RO, Rl R2, .., R19 10.11us 10.11us
Pl : RO, R1, R2, R7
5.06us
RI10, R11, R12, R17
2 5.05us
P2 R3, R4, R5, R6, RS, R9
5.05us
RI3R14RI5R16,RI8R19
Pl : RO, R2, RI10, R12 205
, | P27 RLRSRSRILRISRIS 3‘25“5 -
. LOUS .0 {US
P3 : R4, R6, R7, RS, R9
36lus
R14, R16, R17, RIS, R19
P1 : RO, R6, RI0, R16
253us
P2 : RL, R3, Rll, RI3 053
4 | P3:R2 R4 RI2 RI4 2'53“5 253us
OOUS
P4 : R5, R7, R8 R9
2.53us
RI15, R17, R18, R19
Pl : RO, R10 L8lus
P2 : R, R7, Rl R17 1.8lus
5 F3: R2, R5, RI2, RIS 2.16us 2.02us
P4 : R3, R4, R13, R14 2.16us
P5 : RGR3RIRIGRIBRIY | 2.16us
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Fig. 6. Packet throughput for different number of
processors.
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Table 4. Gain for different number of processors.
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Fig. 7. Packet throughput for rule processing time.
5 1000
2 900
-~ 800
° 700
S 600
a 500
5 400
S 300
& 200
8 100
000
674 1011 1348 1685
Ruleset Processing Time [usec]
V!RVanrdorVnWCase |7:|W0rrst Case BM100MBps :
a8l 8 oinb & 8 Ajzbof me2 w3l B 3 Az

Fig. 8. Processing time per packet.

vlx7FA 2 Random Caseoll A&
o|3t7t FHojoF 100MbpsE
o] wj, Xzj&e] WstELo] £ A7to] FIETE 7
238 ¢ g e olv vg FAH Zo] A o]

e AZol W] eak7] HEolc,

Throughput=K TTIP G . N
: proc °1% oldl, Teet Foizl
Zof gt ”ﬂ A7+e] 7t (inter-packet gap), Teroc
Ke Folxl djdZoxe] Ho s
o}
A AYE Y3 Ad AE 99
Aakste]l B 39 8ol Yehg=
upe} gtk Fojz Ol A A2 Fo] Uehle ghe
g AAL Hesie o dele #3E £3 AnS 9
nj3le 7]&0] =& 100Mbps gl A9 Ha g Al
b2 7 oMo A Azte] Abolg wlud &
Ttk
a8 gelAE Z2AMY Fo e WA Wy z37)
o W3l FFS 2] 93 Aotk Hd HF Hy =27)
206712 AetAEd ole o] ¥ wEe A
o AIZHS 40 @)A1zt e.2 Aol upet dojzl Ao
ok AR 1A HEH RS st A AlE

A7 Azke] 129us
glol g + Y.

Al

A
T=
}\

.

L



72

B B 8

! —e— Nproc=1
—%— Noroc=2
—4— Nproc=8
—¥— Nprog=4
—o-- Nproc=5

Queue Size
g8 8

8

1.5 9 13 17 21 25 29 3B 7 4 4% 49 53 &
AlZk

O 9. a3 HE 37| 3l (Queue Size = 255)
Fig. 9. Packet buffer size variation (Queue Size = 255).
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