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(Data Flow Analysis of Secure Information-Flow
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Abstract This paper uses the standard technique of data flow analysis to solve the problem of
secure information-flow in core imperative programs. The existing methods tend to be overly
conservative, giving “insecure” answers to many “secure” programs. The method described in this
paper is designed to be more precise than previous syntactic approaches. The soundness of the
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analysis is proved.
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ol RN gAY B dole F kA gulz 2tk st 3
H3go] IA3th(secure) & Sjmloln, BE shte 4] st
(sound)¥= djvlojth. & ot S22 FAE fololmE U2 A%
g, @ 5AE0] EEdN #=F EAY R FEE F A
S2E e

£4(data flow analysis)}& T3 HH[3-5], B}IAI=
H(type systems)& 7I¥te® 3ke W67 Fol U
o olE3 WS AW ZEo] WAHSIA] ¥e(in-
secure) ZE2I3] A “<tASITHsecure)’ L EY
EAZ%E AdE WFA gede YA ti
49 A (soundness)e] FBHJY. 1#u} Den-
ning 89 2], Mizuno$} Schmidte] FHdd
[4], Volpano$} Smithe] ElYAj2€L sigle g 3=
Hl6]S 55 UF By Bl oM, FRIEE
o] rFF Z2aPE hAEA Yo AAs= AS
7t ol glojA B4 AdAe] HojAr}

o] =RdMe WHY meade WY RES g
o2 dojg 2§ M EFE VU AL ARE
9 HRMYL dEde BAE ZFojRU. o] =EoA
AXNG BAPHE N AT o8 B4 B
Bot o AY3es AA=EHAG a=iu AAE B
Wo TE FAoly] R EAHOZ Joshi#t Leino
1 Sabelfeld®} Sands?t AAF u|E 7)yte g g
g g9 £t g8l

dutdo g Rl Ayt HUSAHE A5E EXx
I BH HHY 59 o BFEidnk o) =R
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e BAG vlojg 5548 dutFHoR ol AL

gen®t kill T2 TFA4H vk wEA F71H3
g glolx B ¢aelEoR 3849 dE 7
I, 3FH AAET dWHoz gol AHEE
A ieg FHY + At

o &2 4L v 2ok 2-oME e o
AE FHM AY 359 B EAF oz 4y
33, 3-AME o] =89 uiddeld While 1019
TEH 4v)E J9sa, 48Me ZFIUE 75 ¥
Wt FRrES @R Ee HolEl 2§42 BYF 3, 5
FAAE 49 dHEE T3, 68N 2SR
=t}

2. 85/ HOHY

o] A ThEe WHY TP oig IR &
e BY B4 RAE o2 Po] geoz HAug
& Aok W\Fr udES(ES HAFES 1A We)
o FAEF(RLE BALES JH bR PEE ¢l
© Z2IYAM, IANRSFe] HE g Ba s
o Z719) AR gholl TAP oW PEE Yopd
REA GRE A FAS AR B9 HE ¥
AR g S, Fhdse 4P g AP
@E Bx v A3 ol B FRE Fg=
gold £ gl A, ‘AR BEL A0 RAEY”
gta gt

q& 50, xE vddF, ny ng IS G
o, o AREY ARIEL GASA g}

m := X
AIstE W moll AP g B3 kol AR Q)
€ #g ¢ 5 W wEeth o3 B¢ ey xolA
M me2 BAIF AW FZ(explicit information
leak)o] doiitim @t} Wi v AREY ARZ

& s .

=
IS
A

I e

p: 2

N

X :=m
At m Zhg dojels kol AZE ol BHP of
HE JRT dopd F glv] wWRolt) the 2UEE
AAHRA T 27l £ £ gHEE ¥F Ay
EEo] A A Y, AR AXFHeE ¥ Asin
& 4 gich
if x thenm := 0 elsem :=1

o] ZARA WF xol AFE gho] WE mol 1=
AZHAE A, AF nol] AP gL By €y x
o] AFY gl Ui FRE FFAE £ At o)y

T g xoM W neZ FAF FR FZ(implicit
information leak)e]l dolytix Fc} o] F 71z 3
9 AER¥FELE EF 9]

=RANE FA ¥E

ARG EgA) 2ZES ] D &4 A 3L A A 5 Z(20M45)

(immediate leak)elg}z $t} AR HAojFHoz &
2 7% At} ¢F B0, g T2

’

]

N8 5

1

m

n
A xo] AZE e WFE m B ofdel ¥ nol A
FE %E EY ¢ F Utk F, ¥F xojA HE ne g
o AR FFo] ¥F mE F3lo HHIY o]3F ¥
&£ AelFL(transitive leak)o)gtn Fch

&4 ARe ERHUE o d4E 29, v =

2o FRIEL .

m := X;

m = n;
dupstd, T2y H3Po] By F wie mol WS x¢
ol Agse] A k7] o). o3 A% “9
F xA W mege] FE o] AWFoz By
it forwardly recovered)”}al Ft} e TR IYE
A

X = m;

m := X;

duistd, 223y A Aol WF xol A= 9

S8 e dF moll AREH W IAgeE ¥AHIA

7] WEo|t}h. oHF FHE ‘U koM W moeR9
AR FZo] oz EpmQckbackwardly reco-
vered)"2t @t} mpeld ARFEo] A WA o
A, SAYdee B F AW e Fydog By
o, Z2ade AR sFL dAsttn FAY £
Atk

Denning ¥4-2] #x %W[2], Mizuno®} Schmidt2)]
ol 28 ¥4 dmElZE(4], Volpano$t Smithel €
PA2HE 7o S Wl6le BT SN AdF
AR & BE3E AN & 3, g vz o
9 F dA Z2add dishA FRIFo| AA}A &
o BAgTE HollA £49 HYUE) Y}, o] =8
A A3k dHolgt £F FAHL wiX T T daA)
2o BR FZo] g, wetA FREF] ¢A
o @A g

3. While 210{2| H 9

JEF A HHY Jo] Whiled] T§TZ(syntax)
9} 9u)FE(semantics)E oS BAl While T2
deol EF3 2AAL Q] 986y 4 JFE
(assignment), skip %, FH4uit 28 Az
& Fod3ic}

T& =W (Syntax Domain): .
ae AExp 4+&<|(arithmetic expressions)
b= BExp =2]%(boolean expressions)
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Se Stmt F#(statements)
%< Var W (variables)
! € Lab 2h4l (labels)

F% FZ(Abstract Syntax):
Su=[x1=al’ | [s];ip]’l $1:82
| if [6)¢ then S, else S,
| while [b]'do S
T4 (Configuration)¥ W o]H(Transition):
Ael(state)= The Zo] WErt FolNW MG
AZH e @4e AFE UF< ¥r=E 499t
oe State = Var —» Z
gujze FAL (S, o Y & ENED Holi3
< Fod Z2aYe] Aol T A7l ofFA ¥
=R HYFed uUgd 28 Y= gEd0
S, 00 - ¢
e e A ] P theT o] o)y
A=) Ptk ARG
A : AExp — (State — Z)
B : BExp — (State — T)
714 ZE A5 J¥elr, TE Hge Folch
o)u] = (Natural Semantics):

[(A4E&] {x=a]',0) > dx—>A[[alld]
[skip¥] <[skipl', ®» — ¢
o <S8, 0)""&(52 o> —>d’
(34l (558, 00 =>4’

(S, & —d
ZAR - . -
(=22 C if[ 8]’ then S, else S;, 0> — 6

if B[]} o= true

(284 (S2. 0 — 0

< if[ 5] ' then S, else S;, o> — o

it B8] o= fake

egy) <S.0 >0 < while[ ' do S. 0> —g"
{ while[ 8] " do S, 0> > ¢

if BLI]] 0= true
[¥F2-E42] ¢ while [8]'do S,0> — o
if B[]l 0= false

4. 382 7@ ¥4

o] AeXe AFH dHolg 5F F471YEE AHE
3l ARFEE Fohye EHE F¥HED FETE
EAL 98iA While T2IRL2 IEIHE(flow
graph) 83 ¥, o] ZFIHPZE 7|RE 319 FHF
&< 9A e Holgt 3L AAg

4.1 SEAOYZ

FEF 1 Z(flow graph)= Nielson¥ Nielson®} Han-

kin®] Hollx FHF Win vlsA FJgcHiol &
Eag=dle A43A AlojEF(control flow) 7k o}
Yz}, 272 B30X 2AFY ¥ B FZ FA
salgle 2 B4 8¢ & FA3 SHGmplicit
flow= EF= e} BAF &L FAFez dof
e An r2e 2AH] 984 Asan,
FE2AEZE JIEEEY JAYHA EF AlolE Y=
(Aloist BA4) 289 APez 74 & o A4
22 oA, While £ 5o sFaHzE oEH
2ol il oz TFAdT
flowgraph(S) = (blocks(S), floul S), flow(S),
ini(S), final(S))
A7) 2zt e ofeligl Zo] Aod
Blocks® [x:=4]' ®& [skip]’ F¥& .[5]'Y ¥
g2 ® 71EE5Y Fela s zHE 5
blockse EFo] FolAA & BE L UFH,
tg7 ol Aeojdd
blocks Stmt — P (Blocks)
blocks([x: = a] Y ={[x: = a] }
blocks([skip19 = {[skip 1’}
blocks(S ;S 5) = blocks(S ) Ublocks(S 3)
blocks(if [b]' then S, else S,)=
{[5]"} Ublocks(S )Ublocks(S ;)
blocks(while [b]' do S)= {[b]") Ublocks(S)
BEAHZANM AF EEL B ShpolArl AR
ol st 22 & ool B & Utk @5 it

£ gRolM AlF B9 ghilg BolFn, thed Zo)

Aogct
init Stmt — Label
initf[x: =a)') =1

inif [skip}) = I

mil(S ;S 3) = mi( Sy

inif(if [8)' then S, else S;) =1

inif(while [b)' do S)= 1
F5 finaie BANA viAT B9 chidle] A¥E Ul
9, &3 2ol Pojdnt

final : Stmt — P (Lab)

final([x: =al'= {1}

final([skipl) = {1}

final(S ;S ) = final S )

final(if [5)' then S, else S,)=

Final S YU final( S ;)
finalkwhile [8]' do S)= {1}
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B flows FFN Sle BEESL 9
o JAYE UiF, oenk 2ol Feojd
flow: Stmt — P (Lab xLab)
flouk[x: =al) = @
flow [skipl') = @
Flou(S 1; S ) = flow( S 1) U flow( S 5)
UL inif(Sa)) | I final S )}
flowlif [b)' then S, else ;)=
Flou( S YU flow(S )
U, (S 1)), (4, (S
flow(while [b]' do §) =
Slow SYU{ (1, init( S))}
U7, D | I'efinalS)}
s #FF flow,E B e BAF 2EE H%
c}.

2E Aoz

ot

£ oo

Sflow; Stmt — P(Lab xLab)
flow([x: =al) = @
flow,(Iskip]) = @
Slowi(S ;8 3) = flow; (S ) Uflow(S>)
flow(if [8]' then S, else S,)=
Slow {8 ) flow S 2)
U{ (4, DIB’ < blocks(S )Ublocks(S )}
flow {while [5]' do §)=
Flow £S) U{ (L, 1) | B eblocks(S )}
Y& Eo] g TIPS BA.
S={z:= 11*;
while [x>0]% do

([z: =243 [x: =2—1]1%
A Z2aYe) sEaYZE g 2o,
Flowgraph(S) = (blocks(S), flou(S), flow £S),
inil(S), final( S))
=(([z: =114 {012, [2: =2%3] % [x: =x— 111},
{(1,2).(2,3).(3.4).(4,2)},
{(2,3).2,4),
1,
{2
4.2 WYy
o] =RelA AR H FL& vy Zoa 73
gt
Sec = {Public, Secret}
4 7]X Public < Secret
A7 (e b sBU HolyFo] AYFoew 228
Auigith. 22 Qle 4 W4 & AP Hej o
o HetgEo]l AHAYTT AT, 1 W4 Het
FEE g LEE 0] x9) 2ol EAZT
AR FEL x<yE BAEHY, “HF ol A
Ae AR ¥ 12 FEFIPHD I A7 W
F »& ¥2¥ Yg(leaked variable)gir Fich £4o)
AP B¢ TP IRy3e g e 3
ez #3d0.
LS Leak = {x<ly|x,ye Var, x<y}
97)1M Vare Z2ad EA8te ZE W5 A
ot 38 AR F&FL HAAH FFoAY EFAFH ¥
Zol, FA Ee o] ¥F F dfuelth FH FEL
o] Y= Fo rEE FEIF Ay By
L AdelA AARAC
G (27)of Secret o AFHA W) AR

gen(jz:=aq, L, WL =(L,W ', &)

gen(lskipl, L, W, 1) = (2,0, 9)
gen({b] l)L: W, I = (g7 Q’I’)

kill([skip), L, W, 1) = (8, @, &)
k([0 L, W, 1) = (2,2,)

gen: Blocks X PLeak) X PLowered) X NImplicit) — ALeak) X ALowered) X PlImplicit)

where L' = {zdy | y € FV(a),y& W,z<y)
Ufedy | z€ FV(a),2dy e L,z< g}
Ufzdy | y €1}

W' ={z | 2= secret A (Vv € FV(a).(Vwvduwe& L)vve W)nlI=g)

where I' ={v | v € FV(b),v= gecret,v@& W}U{w | ve FV(b),vdw e L}

kill: Blocks X PLeak) X PALowered) X AImplicit) — PALeak) X ALowered) X AImplicit)
kill(jz ==a L, W, ) = (le<1y | y € Var), {3}, &)

a9 1 gen S kil ¥
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HEAE7E FARE A=Y 4o 1 W
o}zl W (lowered variable)® EFHTE o] ¥
3 22 i FJel #YEnk

W < Lowered = {x|xe Var, x = Secret}
ol WSe] AY wel S3e M S B4
© 5% ¥Y AR ohA] AZAEA ud PR o
g wetn 4HAE 2 A AA"D 3"
wobdl ¥MFEL AR T Y BFHUSAE
ot ARE-gch

Z34] EE(ZAFY WHEE)d &§ uddse
ZZ AT B7iv EAC FAHoR J¥g FuE 5
A3 +&¢ et AREHY, A W4(implicit vari-
able)2 EF5Ho] the3 2L e A =34

I S Implicit = {x | x'€ Var, x = secret}

3% 19 gen ¥ kNl e ZEIYT A9

E89 7oA AEFTE, Yol W BA ¥y
So] o%FA AT LBHEA FF) of Fgd
A FWe)e B84 o eAExp UBExp)d] £3F w4
9 Aotk

g2L MG 829 [x:=d] N FR¥E <7t
A== AZIA Aotk (1) A ¥&(F, WE w7}
2= oo ST, a(y 7t Dol FIY BFUL
HA FUHE, BF 1 47NN o) ol WgR
EFHA &dth. (2) Aol F2(F, BE /o] Yol
2yt 72 EREHI, 5 27l A& oo £33
3, (w7} Boldh (3) EAH R&H(F EE 19 ¢
FollA Wy 7 BA WEE BFelth

g Al A el RF nEHd AR BE
[x =a] A ol W5 a7} AV (D) HF »9)
BRIFEEL Z7l0) secreto® AR (2) 44
ool &% W7l BE 9] 4FIN & HS5E ERF
HA gAY, Qoln Wz EREc 3) B8 9 ¢
TFolx FA W47t gich

A BEE [x=d"ME @l £35%07) Q&
olFo AAMHNA 229 BE HH ¥2L& pl
Ag#fiA FrA AEHT, Dopzl MM E 2L olF
2 2= AAXg.

skip EE2ME olF AR HAGAHAY 2HHA &
i == .

2702 BE (4’9 F7ME BA W59 HHol
AQEtt 279 vidwifoldA HE o] P w
ol #W4g EFHA ¥ =24y pl £ WE5e §
Al Wgeltk. W wl =84 b Eln B /9
P7AN 5% vdwo] EAFE, £2 0] 2704 W
F we A dgolth 2714 B89 740 YA

A We AFe AT A Brls R EA0) &3
7 A% 229 47N F2Y Bolth Wety =4
WSE 2zt 99 Wl WolN FEY Bojme 4w
A2 ®est gk

S& ¥4 gigel g Zaady, 3, 499 Egolaa #h
Leak iy , Leak,; : Lab — PLeak) X PLowered) X PAImplicit)

tosken ) ={(D5) Sptruee

otherwise
where L= U{L;| (L, W, 1) = Leak... (4}, (4, 1) & flow(S)}
W=n (Wl (L, W, ;) = Leak,,; (L), (4 1) € flow(S)}
I= Ul (Ly W, 1) = Leak,,, (L), (4 1) € flow,(S}}
Leak,.: (1) = (L \ L) U Lyen, (W A\ W) U W, (I N L) U r)

where (L, W,I) = Leak e, (1)
(Liay Wag D) = kill(B', L, W, 1)
(Lgens Wouns Louy ) = gen (B, L, W, I)
B e blocks(S)

¥ 2 AR & EME A volg 584

4 ZAAE 29 204 AT U2 Leaken, s}
Leak.. 42 Aol¥c)h Leak.. ()L E= /9 ¢+
2 gojeE IR & AP FIY, ol W
e I, FA ¥ I FHFE At
Leak ()& (A B59 79) 5 0 &7} o=
7 AT ARFEY ¥ Retd W) HF
gHEo] i1, (234 BEY ZF$) EF 19 27904
Al g g 95 it

AEE 579 =24 vF While Z213903 Y2}
24,

[m =x]'[m = n)?
a71- x = Secreto]|l, m = n = Publico|th

Leak..., (1)=(2,9,0)

Leak..: (1) =({m<ix}, 2, @)

Leakey (2) = ({m<x}, @, @)

Leak... (2)=(0, 2, 0)
EE 19 &74d4 A48 AE vEL /U dz B
£ 29 7oA BaEd uelA o] T2 a6 Fn
&L gtk

FEE BTt oA ojFoljNER oJHE F7) 4

3 & E 3 BEE 3A
[z =m][m =x150x =315 [m =]
o]7]A x = y = Secreto)x, ;m = Publicolt}

Leak. (1)=(2, 2, 0)
Leak..: (1)=(2,{x}, @)
Leak.n:ry (2) =(2,{x}, @)
Leake.i: (2)=(o,{x}, @)
Leak..y (3)=(2,{x}, @)
Leak..i (3)=(2, 9, @)
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Leakentry (4) = (® ,D, (D)

Leak..;: (4)=({m<lx}, ®, ®)
= B 18] 704 ol Wsrt Hu, wapr
B 32 mdes £5 29 27494 AEA gek(F
PG B, 1= BF 39 27NARE o oY ol
W57t ollm, qEgM AR ¥& e B8 49 2
A A4k

g de FAF &0 ¥ FIEEA By

if [200]! then [x:=m]%[m: =0]°
else [skipl*
x = Secret©|i, m = Publico|th
Leak..:n (1)=(2, 0, ®)
Leak.. (D=(2, @,{x})
Leak.. (2)=(2, @, {x})
Leak, (2)=(2,0,®)
Leak.., (3)=(2, @,{x})
Leak. (3) = ({m<lx}, ©, )
Leaker, (4)=(2,@,{x})
Leak.,;: (4)=(2,0,?)
EE 29 &70lN 7} Bolzd A7l H7le A,
EE 39 gFolA a7t FAl ®WFolRE FR &
m<Zt 85 32 ET7A A8
4.3 Gl|ojEt TRAlo] 3
a9 29 #Zo] Fod dojgt TEH4L BE
weld 98 Hg2e) JHE ojF3, FoiF T2y
o] E TYIIt AlojE S T § 7] GE, A
AFez Aod S Utk vlolgl BF o] ¥} 3z
AAE Zeve AE Hol7] H3lA dojet 3§24
AogE o7 o] H& FAMZ o)
D = (HLeak) xXLowered) x AImplicit), =)
og7|4 L, L, HLeak), W, W, PLowered),
I,,I,& HImplicit) & W, (L,, W,I)E (L, W,
Iy iff L\SL, Wi2W, LI, ot 281z 2
(oin) QA& (L, Wy, 1)ULy, Wo,I)=(L,UL,,
WiNW,, [UI)S 2o] Fejgnk 28jd 3o o9
T& (Leak, & Implicit)o]Z. 12 (& Lowered, d)°l
o Aoy 2 {38l 2F Al RZ(ascending chain
condition)& EFT.  IFEE2 F (Leak ()=
Leak.q () 2 Dol g Ho] ¥ 7 : D — D7} @2
Fol7Iet 3E 72 HA 17 (least fixed point)F
Zreth 5, (L, W, I)E (L,y, Wy, Iy, F
(L. Wi, 1)) E Fi (L2, Wy, IEE, O 234

® L1\ L)L 1penS (L \ Lo UL yen

@ (Wi \ WidUWigen2(We \ Wa)U Wags

® U1\ LUl E U2 \ L) U] pgen
de Bold At [x=4a]'e) AS, gend kil B9
A2 RH LeenSLogen,  Wirin= Wiy,
Wigen= Wogen, L iitr=Totir= 1 1gen= I 2en = D122 DO,
@] 2% AYEe & 5 ok [6]'sh skip B9 A
$= 44 FH49

5. BA9| ok y

249 83 4 100% 384 & 7dE 4 ok
F AR 58] AT T2aYPL FF o] Uvkn
HAGSA BRE 5 ok a2y FRBEo] <At
A e ZaoYg At A WP ¢
olop i}t o] HeiMe E49 A (soundness)S
“Fold T2 I AKX FEo] gt BF
g9, 2 22399 R 5§ Aty gy
2 A oj§ Aoz FH

Z9e ¥4 E7ZHi(noninterference) EGAHE
AAE s AME Bozy agith T2y
oA Bitdold vy o] t2un Iz I
W9 kel W3le] J}E vAA Ygevs Eolta)
wgA, o] BEzbd AAe w3, uidds g o
€ F Z2a3e 77 AYPHRe AL, A% JIg9A=
a zolFg A= B 5 floHsl

4 BEE9] gHEE &P INGES Ze HeY
e o Zo] gt
Ao 1: While ZEIY Sof 3§ TN, EF
B ‘9 479 2704 $£3% F2g A, Bold W
F, FA 45§ 47 921 2o] o)F &<k

(leak (), lowered (1), implicit (D))= Leak ()

A7 es{entry, exit). 1E)W BE B9 d7¢ &
TN IURFE Ze W I oS Zol B
ok

P ey = B9 QTN FWGE R

={x | xe Var, x= Public}
\ {x | xdysieak gD}
"N\ A{x | x=implicit (D)
Ulx | x= lowered (D)
P | ox= B9 279X 3A%E 2= W5 A
={x | x& Var,_x=Public}
\ {x | x<lyeleak il D)}
Ufx | xe lowered i D} O
Aol 2: (BOA A4A) While T2 SE 08 =24

L ytiy=L g,

A%e] 2%
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o] W&t
VAEP ik, entyr 61(2) =05(x)
Nz OE 999 0,3 0,8 AT 22 Al
o3 22 AFst e,

{S,0p> —0ay
{S,09 — 0y
theel 4¥gth
VXEP iis). enny- 01 () =05"(x) [l

While Z2733 S7} o] 834 43¢ WwEsd, o
Z2IYPL AREE kAol ¥ Hsecure)BHaL ¥
=3

og AT 3dMe 999 =2y So| Mo g
T3 FNFE Ze US5Ee 2 T2a9g 4y A
INGE Ze dFd JHAMR g¥E devn 73
Lia=s
A% 3: While T2y $§ o8 o] 9&s=

Vx&Pinis), enry. 01(x)=02(x)
Mz the 499 o} 0,8 7ML 22 dgse o
3 2 AW e,
(S, — 0y
{S,09> — ay
o] AYPdct
Vxe IE/QMS) Prexie 61" (x) =0, (x)
3
Hol7t olfojAed AMRE fFElel ok o
Aoz F9ac ’
AL [ARE) [x=d " O 2AL W=3e
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