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A Design and Implementation of System to Provide Secure Digital
Contents Distribution on Mobile Environment
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ABSTRACT

There is a need for content providers and operators to control the usage of downloaded digital contents. Digital Rights Management(DRM)
is the means to control the usage of the digital contents once it has been downloaded. Therefore, appropriate security mechanism is required.
The mobile DRM system is same as the general DRM system. We use encryption technology to package digital contents. In case of Mobile
DRM system, secure distribution and secure keeping of packaging encryption key is important. In this paper, we design and implement DRM
svstem on the Mobile Environments following on OMA{Open Mobile Alliance) DRM Model. We considered being a secure DRM system to
contain appropriate security solution.

7194 : SHQIEI (Mobile Internet). DRM, AL (Right), CIXIE HHZ(Contents)

.M 8 oln] A f#7o] st DRM(Digital Rights Management)

%2

A2"E AFsta

ARFA 7lee @42 A8 PDA R Fuf d3 5& HulA AT 9F
A 8F FA B Aol FEER #dEa gl < g E2e] DRM A2€
AU AL§Abgo] WE £E2 Fhol Ae ¥A ¥= F e Adx ¥Fo %A

b

FHE A7, A 3o Ak

950l 44 deY BAANY

1>

1 AEY MulAE AP AFAG. A A JEd ARG SEHE XY PU=2E B M= &
txE e T AU 3@ $9Y AN 5 e 4 DRM A299 712 Adg =Qsuiets 74 870
Ad=E ATsr oW FA AHAE 7t BE2 18 gAY A2 23 716 AL Agsteior
AzE 2 le Aol @it FA #AdAM fAd Al 24 #3748 $4 @744 v8) doly A4 &5 Huzr}
zo] 48 a7k Zhdel del A Adz ATASE Agsle v A S B AR A
=3 2 74 DRM Al2d 53¢ 384 4 435 &9
REER R 4 S nelstel A7 ALsiolel Yk

ﬁﬁ %k}jiéiu’jfé%;%ﬁh‘;%* WA 4 DRMS] HEE AR 2 DA PP
EEH Rd 128 83, AALE 1200449 39 59 (3rd Generation Partnership Project)[10]9} OMA(Open

on, 2t} ddstr &3¢ DRM

233 G(1-9) F4 AEY



328 EMEIES=2X C M11-CH M3=(2004.6)

Mobile Alhance)[ll 1517F gith olge Zzt # 71A 9
DRM W4¢ EFo2 AASL 9t} 3GPPY A% ¥E
9] B4 DRM EF AAL F9s1 OMAY EFGS

2712 AR

DRM 7|e& AL&ddol fle AMgA7E AR 9
olg3 EMe® gAY AMEE AMEste AL UAFe
A& FHoE v whA DRM Al29E #4387 A4
Me 72Ho2 HE BE 7j&E0] ofdr 53] ¢Z
3 J|&E ol g8t gAY Adzxg A7|AsE 71&, H
713€ dAd Adzst Az AHEAE FHAA AR
gz A wEdE 7€ ol aTErh

o

rl

A DRM Al_

= %ﬂ%iz 3ol A B = A A
o3t ol sl AWt aElm 4% £
TEA A 74 DRM A" dA4 2 7€ W&
o wia) dwstn 5FoA TE 2 AY AAE V&3S
ok oo 2 6o A8 lEsiyh

2.1 OMA(Open Mobile Alliance) DRM

OMAY M= F4 DRMel #H#E"E TAFHY 7E8& AA
313 itk OMATL WAP[16,17] 7iutellA Ese 4 F
Aol Hgde $4o2A F4 DRME FAH#T adn
DRM gl Y291 DCF(DRM Content Format)[13], XML
[20] 7lgte2 3 wEtdo]E{¢l DD(Download Descriptor)
32 ODRL(The Open Digital Rights Language) v1.19]
719kg DRM AHE-H FA4[14] 5& AAlsh itk

OMA DRM< DRM Ar&dA# Ad2E Fulste 2
2 og&H 2L A E Hostn Yk

Lo}

-

-
5]

&

® Forward-Lock : 3t ZE}0]AE @A AF 7
DRM Zelx7} & ZetojdE oz A$HE

o]

£ WA AL T
® Combined Delivery : DRM ‘%_59} AHg-Fol &4
ZetoldE 9z ALHE 4 o] wale Adz

#53E aEA g1 9A 74%1‘;‘ ARgAo] HAE
ulgoll o3t ZAdz ALE A ojrt o] Foj.

® Separate Delivery : DRM A8l Al&@o] 2
o] EgoE IR d4HE Yooz HAdxr: ¢

° Superdistribution . Separate Dehveryq = )—ﬁ_ 76‘ _,?_
2 Fitel SololdlE Tt g2 ZololdE ©
Z2 DRM dzx HdFE 38&st, q o

=
=

@%}% B 4428 %%v&

2.2 OMA(Open Mobile Alliance) DRM &4

Forward-Lock, Combined Delivery #4]2 tlx|g A
29 45HE YA 41 Jornz Az ulgol
BA ME 4 Ee ZFQE gEdi FE2E £ ok
w2 =RdA A4, FEF F4 DRM Al2gdA=
A" Hulze ¥&& HASY] 8] “Separate De-
livery”$} “Superdistribution” & A} 3ttt

OMA DRM Ed2 54 DRM Al&adle] #d Fx9 F
4 DRM Al2gleA Fag 712 dolg] §4& Hostn
YA g of2f o} o] Bt ZHAA FHE A1 QY

o

e OMA DRM R €2 A-8A(right)e] A Eule] &
g A AE AR Ea 9l

e OMA DRM =Y Zelo|ddE v <1F FA o
8§ oheA g Yo,

¢ OMA DRM 222 Zgo|dE g o] FAHEF7]
T4 Ze vAvtE AAEe] AHE-A(ight), DRM 7
Hxz 53 & DRM /MAE29 H2st= AL A4
e AR 2 B FAlC g e AFEA &gt

o] =BL 9o} 2 okHE HASE BHAM A 2H
& AAs9A
3. 24 DRM AlA® 7M

31 e x Z2uf whaloll w2 AlrE 55

3.1.1 Separate Delivery

Separate Delivery® $33}% #A®lx9l CEKE %33
Adlz A 4AL 2Esle Zgo|dE ddd AfdHFE

P40tk CEKE 45314 ghe A8ae ddxE A48
+ gloms AW2E AW 23Y 5 Yok B of
WAL FeoldE v texcd Adx AgA] 3
N8 olFAR AATE ASHA Aul2E Ashs A9
48R TARAN AUz ASADL AT o)

i

ol

=



S
ApgE = gl
3.:.2 Superdistribution
Superdistribution W4 Separate Delivery W& A X
A7l Hen FoldE GddE Alold DRM HH=2E
AEae g &3k Holth Fto|dE dEE Aol
e 22 DRM Ze=5t A4H5 g2 SfoldE o
226 DRM 7H=2E AF¢e 922 DRM Adl=d 1
ANg Hdzx Bujxg s ALed gzl A 284S

32 AlAag e
24 DRM A" #Hel= FulxHContents Distributor),
Abg A Right Issuer) 59 A9} PDA, FUl¥ &
7 2 ol gl FodER FAER HHx %HH
RH(Contents Distributor)= ¢]¥ =§7]28 DRM #
DAY AelE FHE T 2L olF vVl HH
g AMuoln AL WP o)F wER TR
A4 o tig AHEHES LEE Aot 2
Fold T T4 DRM Aa" 2de (23 D3} Zé‘?},

Do

M r_.,
oh
LA

‘H

A=

FH‘

ORM 7181 % & WENOI 6t HIZ
-DRM 2l = a2y
- Downtoad Descriptor 22| 2 221%3

-HEE oA E M
- #9171 F(DCF)
- HEHO)EH 4N

( Dowriload Descriptor)

! @aoes
ISE)

HHZE AMZSHH YH I WE
- X ojolt, ALY 2l
A B A Y

WAP Push® B8 A8

T

- S Z BRI YR PHACIRRE
SAIBW WHRZRE AISH MWYE

-BEM ABRO AUHE ZTA V2
AFBIts

(3 1) Al2Y 2d

12 AFA)PA HAY 2
Al

Q2% 7}&ste] DRM Z&l

HX} Presentation A#$} Download A1H
2 P4 Eth Presentation A= EEto|dE Wiis
2z ARE dEFE X8 MY 9d8L ‘F
€9, Download MW= 70l
DRM 21€l28 2931 Qe HH%OIE}.
o /HEY W SEOAEAA A2 RS
# iz Avlolty, ZElo|dE Wi Az Fujz}

ohE AILNE HA F S 329

AAMN therE Wope AdxF AHEE Tt 9
& TPe ARG os) AT 5 gl

o Zeto|dlE i 7 dAY AdzE A}8E PDA,
£AEE, FUE §34 22 olF dud ov|dn

>

24 DRAM AlAd HA % T

B FolMe =EdA Adstn EAFE FA DRM A&
o tisl 71&dch B =AM 4A FEE ALES o
o.

3 2L e g Fa e

o 34 FelolAEd} 24 AWE Alolol A AEHE w4
59 7194 wwelel s A= WILSIY)

A
£ o] &3 Secure Channel Aol FA1gt}

o Zdlo]lE Tt ¢lFo] RSAE 7¥toz & F7)
A EEE AT

o Adl= Fujxtel A1&F AP FY FA o

¢ OMA DRM¢| Separate deliveryv$t Superdistribu-
tion[9]& A3},

41 #2 dlo|g

4.1.1 CPF(Contents Package Format)

tzd #Ad=% DRM Zelz=2 #7]33st7] 93 CPF

H48 Aol AMEa T CPF 342 OMA DRMe|A
A9 DCF 4ol A superdistributiond 2| 93&7] s
Zdz= ®Bujxle] URIE EAE 99& F7F FFssch
CPFE& ofdis} 28 d9o= F44.

o TiAE Ael29] dlol8 fF(el. mp3, avi)
o XY HA= @%Z}(Contents ID : CID)

o ksl i AR FH(d: g5 dugF)
e DRM FHeElx /\}%:q 3 AH A B3I AR

e Arlx Euz} URI(superdistribution X ¢e ¢ &
A8 949

4.1.2 Download Descriptor(DD)
DD: DRM Zelxo] #3 A8E ou 9= et bo)

Elo|t}. Zdlo]dE ©@2e] download ool HE+ DDl A
og Adze £4& 7]¥rez DRM ?'di g HgeEe
& AAAE 2R o] HolHE XML[20] £H¥& 7gt

20]
oz AR ohds e Yoz ;m A,

e DRM 71glx2] MIME EH]
e DRM #el= 4¥ 2 (Contents ID : CID)
e DRM ez =7]



330 EXeE=EX C M11-C3 M3z (2004.6)

e DRM dx o]&

4.1.3 Usages

DRM Zelze] AMg13 Z2& HAs] gt XML
[20] & 71922 Usages A&E At AHE3ATH
Usagest AMEA7E A& 4 Sl usageEd] 55& 7}
A3 9t} Usages #AH89] 742 o3} 2t}

¢ CID

o 487t B2

4.1.4 Right

DRM ez A8 A& 43 AHTEE B3] 4
& ODRL(Open Digital Rights Language)[21]¢] mobile pro-
fileg) OMA REL(Rights Expression Language) [141& A}
£39 right® AostArh Right:s obgist e &g
E#sta it

o CID, version 53 7 diojy
o A&7

» AHETE 2 A ALE

« CEK(Content Encryption Key)

42 AsX 7| x(Contents Packager)

User CiD CEK &8l U DD  Usages AR S£%

Interface  HA71 44| 2§ WY S 447 447 =t
Content fE ik ] user dta)
1R R=R Ccipay 24
cip

CEK¥Y [(])]

CEK
Hux ets et J(content, CE
Ecaxjoontent]

OCF 74

oo 44 oy

DD
Usages ¥ &f2y
Usages 3

MBN Yy B8 2Y
(CID] CEK}

LEEEEE L) J
F 24 of. DD 1% ol Usage %4 T ol )

(38 2) HEx H7|= 2| 24N

Zdz g7As Ad=xE ¢u3tstel DRM A==
#7143t vlet doleldd DDE AA3e e B3
o} ARSI AHSA JE ol AE T3 AWz AT A A
Z2dz9 713 2Adrh A& AEIo|2E AHEA
o 48$ A3 ez A7 ZEA A= HINA
€ 2%y, dd=x H7)Y EEL CID 4474 Ad=
ID #74¢ £33 CIDE A4dsta CEK 4471 T3 2
2 43 o8& 7] CEKE Aol 28 A

AzRE A
Ad=xg ¢33
DD #4718 %

o
5

Alzel Az 4353 7] CEKZ
DRM ZHelx2 df714gc} agn

2o o
o 4

usagesE THETH DRM ¥l 9} DD, usagest HEx 2
WAl AEEHi, CEKE AHEd 28X oA F580h
(2" 29 Ahz H7]49 Mg A& EAEHTh

43 AFEAH L XHRight Issuer)

AHed HPRE ZetoldE gite Avlz ALEAS W
Ph= Motk A4 LPxte (29 )Y 2E EME
AL 23g AeElde. HAdzx Bl £ superdis-
tribution® %3 DRM A®xE A2@AY Aale] 743
AHgdol wtad Zeo|dE W& DRM AHulxo] HAl
B Adx FujRoA A1EA 2P 3HIY FEojdE
d2e Aed 29 23S F83 Ddx PAE A4
A 2zt A 2F BB A AR A¥al(User D),
CID, 8 %3l usage, EolUE ©wEe F77] KpdE 7}
AR AHLE TFE 83T A L9y BEL ALY
A BEAA CIDS 8|93l usage, 18|32 KpdE AE
o] AL2d AAEE 2FFY AP A 28-S CEK®
CID, usage® °]43t right® A3 F o2 Kpdd ¢
33} st AHEE 28 EER A9t

g dgate ZetoldE WA wgE AgAe
URIE Push#tt.

fal. ES

:
CEK @2l  AIBA MM 258  ASH WY FWx  golus
LR o8 28 28 28

-k et

EK ¥ (GD. CEQ
AR E L]

N8H 4 2 10 I} Usage, Kpa)
(CID. Usage. Kfd)

i
Cex &8 (ci0]cer)

CEK2(CID)

CEK ALEA(Righ) A4
(CID, Usage, CEK 4 &)

A tEsoy
(Right, Kpd)

EkpofRight]

ExpdiRight]

i

'

1

1

1

1

1

i

1

i

'

1

1

)

1

1

1

1

t

'

1

rl

[
AT AP WY
ERpdfRight

1

'

'

(3% 3) AL2d Ldx &z

||:H
=

44 #H = Fbl XHContents Distributor)

(8 QolAMe Zo] Adx= BEujxts DDE #eEsle
Presentation A¥{¢} DRM H@=E #H3lE Download
Aelg FAE} Presentation AlB]E DD¢} #]33tE usage
EEg Mgtz #dte 715S 5= DD #¥ EEH

AH§ A2 R E HTTP/WSP £3¢ %ol DDE BAFE 7|



ERE-
5% 8= DD 2@ 2490

Download A¥= DRM A= Azstn walss] A
gz Alg 248 wod DRM A=E HAMdo ZFilo

DDES DRMZWZX Alga 2
28 25 el =g =13

0. Usages 4 %
IFD Usages 5%t
ORM 2% 58

ORM 218 2 513

[eo-E) 00 28

DO, Usages

DD, Usages M At

S RS Py U

wex gy
(CID. Uspr iD, 4 & Usaga K

ABd 28
{CID, User IDAJ ¥ Usage, Kod)

ARy
(CID,Juser 1D, &8 Usag

£

DRM 2Elx

—————p g —— —

BE ZHA M2 2y

oJIE T4 24hE (2¥ 59 2k

| 0.8 (WTNCE, Paim, ?) 1

(22 5) Sef0|HE FYes

o A8 ClE o]~ A Qe YoM AEEE g B
2h9-4

e Aelx A5 DRM AW=XE ALEAI} o] &3
AA HEEe & zZadolrl DRM do|HEE &
&A% DRM Ae=2 B34 & 9o}

e DRM olo]HE : DRM ez Ag-& Aojgit} ALg

o] gut& 76‘—?—01]“& Adz BEssEs dsla] ALS-
o] 7Vget=s ¥k EF DRM HdxE A%sin
#Elsky DRM elz9) S/ E 538 7)ek 2hert

e Download oo} HE : Al&-z}lel A DD AHE HAEatal

o AHEH #E A ALEE AHHE

gde] FEE
AE dhuo <t

AstAl Astr] g8 dss meat Este 184

718 AAMsE 7158 #eth DRM

e ARG ARsn AN AEA EDB T

Hel)g Bela

4.5.2 Ag dAYF

(1) A= 43 AA (P2 L A8 da= 9 A4
DRM Zdlzg Aalel 34712 ¢sstd AHEdS o

=3 ZeloldE2 Download lo]HE
Ze A& AA ZEloldEC DRM ZH
A X gt

HElx E Download AP X}
SRt i oI E QIE{mjo| &
i
1 DD.Usage S %
¥| OD, Usages

“i 22

DD, Usage & & A)4)

(220l e et xe #3Af)

= (129 6%
=9l AL SRS

folots aepz gk

;
:

1

; s

! sefololeny 8
i

'

;

;

ALE X} confirm, usage M5

AL Rt confirm, usage 4184

)
[ ES gé {user ID, CID, Usage, Kpd)

ORMIZWZ Cj22e

DRM #® = x| &
(CID.DRM &I = )

(3% 6) DRM ZEH= CI22E o
Atga Download NE-X ALRX}
ke K| ofo|HE el QIE{H O A

H
H
ijb PUSH(URI of Right)

—> | URI of Right

URI of Right

URI 23

Right 2.3

:
Righti 28

ngnéDownlaod(El@d(Rtght]} R

Right=DKrd[Right}

Right

b 7| Ko

o2 Right 2+ 5 3

( (Rigl

Right X1 3

(CID, EXmf

Rightl)

(37 7) AR2d RS UE

AgH BerEE (19 DI 2L €A
Az PMARYE ASD 29 29e
YA AR FeloldE

2 o) %otk
ArE A8

w2 A-4Ee URIE R



3R FEMelEs=2X C M11-C2 H3z=(20046)

WE AMgAbE AR URIE 289 A8d daxzy
B Zoode w2y 72 4359 ASHE deE
£ 2 dezrd Auze Agde FroldE Wy
o 2147 BRI 2eholAEe] Bk v]DI] KidE A}
$3e] AUwe ASAL B3 § FeoldE @i
AA gzs AKmE AEAL FEssel CDst @A
A3,

() Adz AHE F%
Adz dsert 2

O_u

2. AHgA7 DRM Az X8-S e3shd Fez dE
£ DRM clo|dEdA DRM Ze2g Q%3 ZAdz

49 A §SU

? e ysa DRMOIOIHE  AMSH 2IXt
Content AL& 28
Content 2%
Al g2l 23
EKmRight} 214
] Right = DKrmiRight]
CEK %, Usage &2l
Usage A
CEK, AHg &¢!
A AIE Usagelt 0| B3 Right
CEI Ol & 8| DRM A T4 (Right) Right® &/ 5 #
DM BRREE EKmRIge])
A
HEHAX
HHR pay AT

(38 8) ZH= A2 MH

DRM Oj0|HE ALB A HEiX X BuhXL AIBE WHE

a HAx WF2

NEou Content AHE 28

A8 89 2(CID)

KemiRjont) 246 &8
iz afge #2018
A8 S2UAY

AHSA W3 e 28

A8 R8(User 1D{CID)

HBHWT 0 [ Unagea WAl

Ussges A4l ABANT 24
Unage f1m (User ID, CID, usage, Hod)
i AHSAWE 2H(User ID, CI0] usage, Kpd) —_—
e
R URI WaP Pusn e
Right URI ALB XL 4|
A8 28
.y o
ABPEKRARIGHD
:| Right = DKpd [Right]
Right CEK 2. usage N2
CEK. 48 92 Urage Bl
41 8 Usage @ 01 59 AP t"
cexm oimn ‘J 3 Right 47 {Riont ")
DRM T 2og4i Rght'
R HHA EEE-LESY 3
B2 Py YR

(32 9) AKRRO| TP|HHL: s 22 MUS =

(¥ 9= % Adx= g3 AlLdo] EAFA E= H
£+ AEAS AgE Be B3I superdistributionof A A
£3L FEE FAL HAFEY DRM do|AEE AL

Aol Al Aulz ALEEol ¢SS gl AMEd 2 &
& 83T ALEA AEH HE % #5% DR
dlo]dEx CIDE A83t9] DRM HElze] HAEH
+ Adx 2uiRoA AEA dH3e 243 AHeE
g 8% e Hdx Bujate AExA dE Al
9] usages® AAISAL, AHEAE 2 F S usageE
g3te] DRM ololdEE 53 Zex Bz A AR

el

o
N

R84

o2 3o 2 2

23

5 TH d=ae Hit

51 78 & AlE &
T A" 7E 2 A 842 <8 DI 2o

<E 1) 7K 2
T LA A g
o G A : Windows 98/ME/2000/XP
Adz A4 o 7lgeie] D XML, C/C++

User Interface : Windows GUI
29AA : Windows NT (Windows 2000

Professional)
- Ao : :
qd2 2% v}s]ri Sjrve}:P:I?ISC/CH

Data Base : My SQL
User Interface : Web Browser

9 A : Windows NT (Windows 2000
Professional)

Ao 1 PHP, C/C++

Web Server : IS

Data Base : My SQL

User Interface : WAP Push

E9F : PocketPC 2002

4 AA - WinCE PDA

A= S * GNU MVP Edlo]of

°

A7 w97

DRM Ego|JE

52 DRM AlAH”) S&t

(29 102 EToldE dTelM A
HAE BAET. AR SEo|dE dig i 7idz
Eeizke] URLSR H&3h 2= ::HHZV AF
z EFo] sido] vegdth A&7t dr= sax g
t Ad=E Z3d 439 Adx Rulzks DD} AHS
A7t AeEdof = usgaesE Fdo|UE "R A$d
th AbE2E7E AHAlo] YEHE usaged A EE AMEAVE A
93 usage’t ez TojAolAl AEEES NG ¢ ALk
FeholdE wte BE 9 AGE 543 Az izt
A BYROA FeoldEY aAES Addln F
gloldE gute Adxg A$dc

AREA A righte] URIE ZEloldE @22 push
F3 AHEARZE AFSE 2Ye $A3E AFEE 2EgR
ggoldE 7IVIE AEEE wEdt (2¥ 1D

i)



S SHE0IAM NS CIXE ZEE RES MBsies Aol &4 2 73 333

tyvpe @ acudiofmpeg type @ audiofmpeg
size : 5914696 size : 5914696

objectiUrR] : cidirmpeg7Ssi6a 106004 o] objectiUr] : cidimpegZ7S86.a10ca0il< (]
name @ "BTH0 Bl 2 2100 name @ "2 T0] B 2E RULICHT

Sadact Usage

Sedect Usage
|pflay s count 1 1 vl

et /M machsboaaconnd oo F 0D DaORC e
Dowernloadead 473 KB of 5.64 MEB

Download Descriptor L &

A AHYE CI2EE Hol

Mt £ foadbabiu, comfview
EE AHElE 27|

1 didoc "THEOIOE2™ CionernloadAgent o)

Doswvrdoact cormpletad
succassfullyt

http:ffbadbabu. comydof /DI, DOC%.

Dowrnlnaded S.64 MB of 5.64 MB
EERERENENEEREE RN

Presentation A8 H%

Recsive Right?

Push& At&3 URI AEHCIRR2E g9l

(22 1) AIBH OREE



3% EEAMZIESZEN C M11-CH M3Z(20046)

DRM AdxE A4814 s AHeds Adx 2%
oM A&3712 95 DRM Adxe A¥dc DRM

53 Al2E AME 2 EY

Adzg A9 Adz

=

27} xdef Y FFAE B

5.3.1 A&

B 7% A9
2 =RdA dA 78 AN2" J)F AE 3

J2 9 A

i DRM dojdEE ZZ&3ch DRM do]dE: Adx 3 gur:g <E 2>9 7t}
dsert oA & = FHZ DRM Ad2§ 533
& F Adz IsHAA HLsa gd= deee U 54 A28 &4
2E 49¥ B =FdA 78 ¥4 DRM A29& OMA DRMY
(B2 A28 7|5 AME 85 « 2
Ay 35 ARYE A AdE e o Az z %

DRM ziglz 9

AHed TR RE

A3

AAEY ERE A¥

AH8A7E metgA )

. AHSAZE BEgAd AAE B

| AR A usages 3 U AY & GET
. Az Buja2Re 2eo|dE %2 DRM
. AHEA

. AH4A7 263 URL B8 &
, ALgHo] SF0|E Wi E TeREE g

F4 A Az Eajx
F4 99
e
Aqg

gz Rujzz} Seteoldd
7]] DDQ} usages A

E 7I71E B8 AR

WE £

Adzrt gz ¥
@7t AHEA Y URIE E8lo|dE 717
% Push

ZetoldE e o
2=¥ DRM HAdx
&4

ZFolAE gl
*def &<

@ 24

AR BEkeA e Fagel s B Fa

ALATE Bk Ad ANE BR

. dex Bl 2ded

. 22| AE dete] MY P DRM Az g HX g

e
2 28 3
k]g]
E ©Tg $8 gl

A DD} usages A Al

7lol Zdo] REHE A&AA A

Felo]dE B¥o] DRM
Adz 4AE 99 32
@ Adol 98¢ 4

SeholdE ol
DRM 9z 47
AR #E Aol

15

DRM Zdx
A8 Ay

A4A A

. AHEAE Eeto]dE @29 = DRM Y2 F

. A2 dEeyt A9 Adx2E 9%

JUE tE 29 == ddx J5HE APAA
ZAdx Y& B opend ©|-43 DRM A€
= A9

2ot 24 g

mp3 =7} 243

AHEA FE7ID g,
expire, T A5

A PP E PR I P
CHBAEASTME )4 Ak ANE usages F S} 49 ¥ GET

N oo

. AHER7E EEtoldE W2l 9l DRM TRz F

. EF|UE diEe] ALEE B 5 8 Fol B

. AHgA7 218 URIE WE 2
. EEloldE
CAdz 950 AdxE 4y

JUE e 29 EE AUz 9SS AUAA
Adz 9589 39 opend o183t DRM 2
dz Ay

92z AP g2E 3

ka7t A8 g

mp3 A=7 438

AHSE FEZIZ s,
expire, ¥ AQ A%
(AH-Z7L AMEE 23
=< ¢4

—

w

AR EEtoldE TR 9lE DRM dz 3

]

AR AL 2 8 3S ARE
A= FE7 Ad= J4P& 79

HUE tE 29 &= Adz AEHE A9 A
Az A58 ot opend ©]&3te) DRM 7+
= A9

Eelo|dE dgd A 28 59 a3 B

Adz Ass} Auz
A8 oF WAA Y

Adz @z} B
1= 44 9 F dlA
2wy




=P
-

7]% % % A8t A OMA DRMeA th5x] &2 Het 7
N DRM A]2¥9] 7‘**1] 24 5& ANHATY <&
3/01] OMA DRM Al2d# 2 =FdqA Fd% %4 DRM

I-N

A" vust Aok FAZA U 9= gree #
A DRM Al2glgo] Feo|dE ‘?l"%-f"ﬂ’ﬂ Fegojson
“Forward-Lock”& A|F3he o HF2x gl # 4
28 AR ARE = QA ste AR wE 7%

& AgsA Fn AUt

(E 3 A2H AIY &5 4 A3
¢ = 2 Az OMA DRM A2
FeolAE B -
mee g |TERE IV qag e
) A%
2eloldE o _
%E}u;l!f:ﬂ a3 714e Age
war |50 | #dies A7)
A | 300 o arda e 2 AR g
A% DRM o e 24 9] Kem
A g g | FEE
(HeAol)
45 7% ﬁz_] we golnay | g
AaE g 24| Az Batota) |Adx AEA
22
§-7H A% 48R AEA s |9F 98
HTML 7]y
CFP(OMA DCF #3h)
DRM 78l ("= %ol URI |DCF 94 A%
FA)
#714 Au (e} o XML 7% DD
Ga] ) OMA 74 &5 a4 AE
o = N ODRL 7]¥} Right
AL&-4 OMA 3 &% 82 AT
A8 Y BE WA | XMLE AT FEEWT
¥ player 98 48 9 1H3A G
6. d E

2 w=FHE B4 #dA £EHE UAY Az
AAEE BE37] 98 DRM Al29 44 2 Tdsac
B A2" A7 2 EA A94 1E A 239 %3
BE A ZEG s8I dAZA Y dFEe DRM
A~do]l 54 FAAAY tXd AN=E uysty go

o, FA A Az f5o] FEAAHA FAY A}
HHES FHLRZ ¢ ¥4 DRM Al2flEo| 7iEd, A&
I 9 el

B =8dA A DRM Al2do e ZefodE o
ksl

o ez PujAdzie AWxE dezcen, oY 4

=}
.

= AIAE MA B4 336

dzo dig AEH2 AMEE H3Re] 93 SMS Ex
WAP Push Aul& ez dg donz ARgat JagdA
AWz GeZE AZS B2 £ Yo F>el Uk
o @Ajs fj¥¥e DRM Al2ge) 4$Ad Adzs.
B2 Abgdol 37 ZoJIE gEE teR=dEdy
$£25 AN7ZHY ZrtEg 24 Qe EAQ disconnec-
tion 9 A7} A Az 2ot FUE F
At EF AR GFeME GREE A FHE 9
g A AME R i Fdo] shEEE EAA] o F
M Az Az AEAE BHEoRy de ® s
o o]FL ZEto|dE dHo] EYFoz i FoJE
a2 AuzE AF AHE3E AL H‘Zl‘% F s A
ojty, EYoz tjAd Hul=2§ Fopo|dE dge
Az i AEEE FH5A 3 Ad=xE A&
g F Ak o] Aeol g BHAQ A%
HE ¢ gloy E =@dME AEEE ol
o] ALg-d gejate] udyle] o) Gz alE A
o AR B HEAE AgADE dobd + Qug
AA BYA7E 2713 9 0 ARHY FAZ MFE,

8o rl

_qn f“l
o

&L?-
oo

B =M= d4 PDAY olF A3}y 59 A4 F
OlAE T AZo] BEF AMF HEo| da] FEA:
24 o FeleldE e T e Adx tgeg

WPKI[17]s WIM[16] §& ol&3 F ZeteldE 717
3o

g Azs: ‘

o
2
e
4
ﬂl?{.'.
X
o
T

BHREo =
T T

(1] &8, Zeg, dAg Azd #oA] AR Zalo)
HA B3E AFse doldx @ T2EE AR
5] =%A], Vol.30, No.2, pp.189-198, Apr., 2003.

(21 ¥4, 714, H3E, Microsofte] tAd A#d BE
7NE %*4 2 FE A2 AL 24, ARAS 20029
FA e EYS], Volg, No.2, Oct,, 2002

[3] 9tA &, &714%, W4+, DRM 7|4t fE5A 288 948 A
Az 37124 AA, AR 20029 FASENS, Vol
No.2, Oct., 2002.

[4] A4, 394, AEH, o]F4, AH4, DRM fEA2H
ool BF B4 EE AA 2 7E, RAI 20024
ZAseLE 3], Vol9, No.2, Oct., 2002.

[5] ol9 7, vt °]9 %4, Agent 7IWF B3 =4 WA DRM
2d ABass] 20019 FASEU 3, Vol.28, No.2, pp.
682-684, Oct., 2001.

[6] ol 8%, FdF, cdodE YWy T34 gAEAFHRE



336 dEMEIFR=ER C ®M11-CH M3=(20046)

Alz=d A 2 78, ARXeE=E2D, Vol8-D, No.
5, pp.613-622, Oct., 2001.

(71 343, o134, o+, AAH, dxE 7Adz=9 AP
2o #3 A, SFARA Y 20029 FAHTELE
3}, Vol.9, No.2, Oct., 2002.

[8] F. Hartung, F. Ramme, Digital rights management and

=

watermarking of multimedia content for m-commerce
applications, [EEE Communications Magazine, Vol.38, No.
11, pp.78-84, Nov., 2000.

(9] L. ]J. Camp, First principles of copyright for DRM design,
IEEE Internet Computing, Vol.7, No.3, pp.59-65, May, 2003.

[10] 3GPP, Digital Rights Management Technical Specifi-
cation, Jan., 2002.

[11]1 OMA, Digital Rights Management V1.0, Sep., 2002.

[12] OMA, Download Architecture V1.0, June, 2002.

[13]1 OMA, DRM Contents Format V1.0, Aug., 2003.

[14] OMA, DRM Rights Expression Language, Aug., 2003.

[15] OMA, Generic Content Download Over The Air Speci-
fication V1.0, Feb., 2003.

[16] WAP Forum, Wireless Application Protocol Identity
Module, Apr., 2001.

[17) WAP Forum, Wireless Application Protocol Public Key
Infrastructure Definition Specification, Nov., 1999.

[18] WAP Forum, WAP Push Architectural Overview version
0.8, Nov., 1999.

[19] WAP Forum, Wireless Session Protocol Version 1.0, Sep.,
2002.

[20] wW3C : Extensible Markup Language (XML), hitp://www.
w3.org/XML/.

[21] W3C : Open Digital Rights Language(ODRL) Version 1.1,
http://www.w3.0org/TR/2002 /NOTE-o0drl-20020919/.

o A g

e-mail : kilee@mail.ddc.ac kr
1988 FrohehE AlE A 3k aho) 8HAD)
19984 Fheta BEE el
2002 FHojstE AFE e} WS E
1983 ~ 2000 FRAAENATY A
A79

20004 ~ A s AFHAHUARALD zaS
BARO: - BA ARdncl BAAGN2Y

NERER

71 B OM
[=] —

[=

e-mail : lam7998@hotmail.com

2002 Fdoishn 736 #8a(o] 54}

20049 Futohai e ket o]shaiAD

2004 @A AR

FAPF: - 54 A ung, fAg
A= B35 QFA|2H

A g

—_

e-mail : badbabu@home.cnu.ackr

20039 Fehsta 7 3FE 78kt (o)shap)

20039 Fgehst AFE At 0jere
CREE R L

BAEE: F - T AEMIESE, fAE
E‘ij]

FNE

e-mail : jeryou@home.cnuackr

19854 #grietn Are B EFIH(F AL

1988'd Iowa State University A48t}
(&3 HAh

1990'd Northwestern University A8t}
(o] kAL

19919 ~3A Fddsta JRELFIHT up

19933 ~1995 JTC1/SC27 Bet7|& AEY3 944

19954 ~1996'd A|2RE A T4 A7

1996\ ~1998d OSIA Internet-KIG Security WG 9194

1997 ~8A #=HHRB 53] oA}

20019 ~8A 7R Y AR A28 AFA43 A

20039~ @A AP RA LY =FAHFHY

BHEoF: 2FE 71T Bk Q1508 E A2 {24

g i, T, QLA

HYl B¢k Agd BE

of & M
e-mail : leejs@etrirekr
1986'd obFdistu MASA(FHAD
1989 gt MAteta(E e 4Ah)
2004 SohEa FAFE] H3hiolshual
1919 ~ 84 =259 79 Y
a4
T ok Beh AFd BE



