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Design of Efficient Hacking Prevention Systems
Using a Smart Card

Suntae Hwang” - Jongsun Park™

Abstract

This paper describes the design of hacking prevention systems using a smart card. It consists of two
parts, i.e., PC authentication and Keyboard-buffer hacking prevention.

PC authentication function is a procedure to handle the access control to the target PC. The card's serial
number is used for PIN(Personal Identification Number) and is converted into hash-code by SHA-1
hash-function to verify the valid users. The Keyboard-buffer hacking prevention function converts the scan
codes into the encoded forms using RSA algorithm on the Java Card, and puts them into the keyboard-buffer
to protect from illegal hacking. The encoded information in the buffer is again decoded by the RSA algorithm
and displayed on the screen,

In this paper, we use RSA__PKCS#1 algorithm for encoding and decoding. The reason using RSA technique
instead of DES or Triple-DES is for the expansion to multi-functions in the future on PKI. Moreover, in
the ubiquitous computing environment, this smart card security system can be used to protect the private
information from the illegal attack in any computing device anywhere. Therefore, our security system can
protect PC user’'s information more efficiently and guarantee a legal PC access authority against any illegal
attack in a very convenient way.

Keywords : Smart Card, Hacking, Keyboard-buffer, Scan Code
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Al dlo]g uHlolE £EZ yYehdd Le:
3-byteso] 3L, 4l Ho|E] HlolE +& e
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Conmant: |

: b mmﬂl(ﬁa) l Clni mmmc(ﬂml
Massage .

fAcard is inserted and a protocol has been selscted =1
ATR: 38 E6 00 FF 81 31 FE 45 ¢A 43 & 50 R 31 (7

i lActive protocol: T1
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52 F3 55 20 41 CA 3359 1C 54 F 3 5 %0 & 87

4E D 61 F2 0 00
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+ 35 a3 50 66 27 £8 a8 c3 d& b1 &F 33 a@ 50 65 c2 1e 5f 52 33
#ERNE 2003.10.17(13: BK: 11) RRRER

© 87 29 k8 a3 18 3b 29 0d 7€ c@ 18 ek b9 21 55 A1 cé ¢2 28 a8
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