=2 04-29-5B-1 FZTEA3ETA 045 Vol29 No.SB
TCP/IP Hardware AcceleratorE ¢35+ TCP Engine A7
Zo9 ol B ou] A o A s o o 5

TCP Engine Design for TCP/IP Hardware Accelerator

Bomi Lee, Yeojin Jung Associate Member, Hyesook Lim* Regular Member
2 %

Transport Control Protocol (TCP) AZEH 2 FTal=je] VEHNAZ EHs = dolelE Aelshe I8
3k YEHA 71e9 FFSE CPUANA $8== TCPY A7l A2 wEHo® $A4skw olr) =3 iSCSI
9} 7+& Storage Area Network (SAN) ollM= TCP2] & A7} HAl Aagle] A5g ARse F8 Fxlo]
Ha ek ol2jdt TCPE 3f=Heizd 7% 734 d= Azl CPUY #3318 Zolx, 49| dlolE A
27} 7Fs3ldRIc). B =Eellre TCPY 24 Xl 43 A4 st=de] Axlel] sl et TCP =4
+ TCP Connection® ©33= £33} Receive Flow & $13 Rx TCP £3, Transmit FlowS I3} Tx TCP
E3o=2 ¥l TCP Connection -2 TCP connection AE}E #2jshe 7)%5-€ 3¢k Rx TCP £3&
HEHAZHE HZE o} sis} dlole] Al ddshad, dv]l ARE pasing 3to] ALy, dolelE &
Aol 2 2k 9¥E 98k Tx TCP 9L CPURYE & dlo]ElE AL whEo] vEYas Ass}
+ 715 AlEA sle dlely A4S 9% AASE 7]5, Transmit Window ] #2l9} Sequence NumberES A,
Ak 7158 @ddlcl TCP slmdle] «Alzlg 7ZEsr] $13F od2] 71A] TestcaseBo) Fa=gler, 733
TCP A4 3=do] WAL 0.18 )R 7]4-& AH8-81e] Synthesis 3 A, & doleE A7) 9%
HEE Al9slay, 51K AC|E7} L858 ¥l

Key Words : TCP/IP, Hardware Accelerator, TCP Connection Management, Sequence number
Management, Reliable Transfer

ABSTRACT

Transport Control Protocol (TCP) has been implemented in software running on CPU in end systems, and the
protocol processing has appeared as a new bottleneck due to advanced link technology. TCP processing is a
critical issue in Storage Area Network (SAN) such as iSCSI, and the overall performance of the Storage Area
Network heavily depends on speed of TCP processing. TCP Engine implemented in hardware reduces the load
of CPU in end systems as well as accelerates the protocol processing, and hence high speed data processing is
achieved. In this paper, we have proposed a hardware engine for TCP processing. TCP engine consists of three
major blocks, TCP Connection block, Rx TCP block, and Tx TCP block. TCP Connection block is responsible
for managing TCP connection states. Rx TCP block is responsible for receive flow which receives packets from
network and sends to CPU. Rx TCP performs header and data processing and sends header information to TCP
connection block and Tx TCP block. It also assembles out-of-ordered data to in-ordered before it transfers data
to CPU. Tx TCP block is responsible for transmit flow which transfers data from CPU to network. Tx TCP
performs retransmission for reliable data transfer and management of transmit window and sequence number.
Various test-cases are used to verify the TCP functions. The TCP Engine is synthesized using 0.18 micron
technology and results in 51K gates not including buffers for teinporal data storage.
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