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Safety Analysis and Methods in a Railway Signalling System

Kwang-Chi Chang*, Key-Soe Lee** and Jong-Ki Kim***

Abstract - This paper intends to provide practical safety analysis methods and the criteria for method
selections. A careful choice of safety analysis techniques will enhance the efficiency of the safety case
process. A couple of recommendations are provided from practical experience.
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1. Introduction

Safety analysis is not one, but a range of techniques,
each providing a different insight into the characteristics of
the system under investigation. Some methods have
evolved within particular industries and have limited use in
other areas. Other methods, even though they have
originated from various specialized areas, have broad
acceptance throughout many industrial sectors.

In this paper we will explain the safety-related tasks in a
railway signalling project to provide the background of
safety analysis, and look at several analysing methods
associated with railway signalling systems. Finally, we will
develop criteria in selecting a safety analysis method and
suggest recommendations for proper analysis methods
according to application purposes.

2. Safety Tasks in a Railway Signalling Project

Safety tasks are not simple tasks that are limited to a
single phase of a project. Rather, safety tasks are performed
on a continual basis and should normally extend
throughout all project phases. The main features of the
safety tasks over the project life cycle are summarized as
follows:

Design Phase The main hazard identification, safety
analysis work and risk assessments are undertaken at the
design stage. Control measures are identified to ensure that
the risk is tolerable and reduced to ALARP. The hazard log
is established and this remains as a live document for the
entire life of the Project.

Manufacturing Phase Design change control measures
are established to ensure that the safety of the signalling
system installation is not compromised by proposed
changes to the design. A reporting system will be
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established by the manufacturer such that any hazards
identified during the manufacturing of the signalling
system are entered into the hazard log and acted upon.

Installation Phase A reporting system will be
established by the manufacturer such that any hazards
identified during the instaliation, maintenance and de-
commissioning of the signalling system are entered into the
hazard log and acted upon.

Testing Phase The testing phase is essential to verify
that the safety and performance requirements of the
customers have been met. The acceptance test results will
be reviewed against the design safety case to ensure that all
of the arguments presented are validated.

Operational Phase The O&M Manual will be provided
so that the signalling system will be operated and
maintained in a safe manner. Once the signalling system
has been accepted for operation, continued safety will rely
on correct maintenance, control of spare parts, and a
proactive approach in identification of and systematic
treatment of potential hazards. To this end, a Failure
Reporting and Corrective Action System (FRACAS) will
be established. This will provide a systematic framework
for reviewing incidents so that their impact on safety can
be quickly assessed and any corrective action taken. Again
the hazard log is central to this process.

As briefly explained above, safety lifecycle and
management is to be defined and integrated into the
engineering process lifecycle. These tasks will be
implemented by the following safety activities.

Safety Management Planning is the initial activity.
Following nomination of a safety manager, a safety plan is
defined. Usually the document is approved and endorsed
by the customer and the responsible railway safety
authority, if one exists. Hazard and Risk Analysis are
carried out as the next activity. The purpose of this is to
identify critical functions and their safety requirements.
When the system architecture has been developed, safety
integrity and RAM requirements for components of the
architecture can be apportioned. All safety management
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activities, hazards identified, decisions made and solutions
adopted are recorded or referenced in a safety log. The
adequacy and efficiency of safety management is verified
by safety audits. Then, a strategy for satisfying the safety
requirements is developed and documented in a safety case
concept. The necessary evidence for the fulfilment of the
safety requirements is prepared during the design and
implementation phase, in particular by safety validation
activities. The evidence is integrated in the safety case.

An independent safety assessor agreed upon by the
customer and the responsible railway safety authority
reviews the safety case. Details of the safety assessment
are planned and approved by the railway authority as part
of the project safety plan.

3. Overview of Safety Analysis Methods

There exist too many analysis methods and techniques
for safety analysis (see e.g. Ref. [5] for an overview of 101
techniques). Some of them are required by international
standards, but others are used only in limited applications.
CENELEC EN 50129 provides general guidance on the
usage of methods (refer to Table 1), which has been taken
from ENS50129, Table E.6. CENELEC ENS50129 is a
unique standard for railway application for safety related
electronic systems for railway signalling. Even though this
standard is a European standard, it is becoming a more
international standard in railway industries. Accordingly it
could be reasonable to select analysis methods, which will
be investigated in this chapter, based on this standard.

4. Studies of the Methods
4.1 Preliminary Hazard Analysis (PHA)

The preliminary hazard analysis phase takes the hazards
identified in the Preliminary Hazard Identification (PHI)
phase and subjects them to a detailed study using HAZOP
or certain other systematic techniques. Each hazard is
considered in association with the functional requirements
of the system to identify safety implications and to evaluate
design alternatives. All the hazards identified are recorded
in the hazard log, which represents an ongoing record of
the safety issues of the system. The findings of the PHA
are documented in the preliminary hazard analysis report.
This provides a great deal of background information on
the system and its hazards, including:

* a brief description of the system and its environment;

* an overview of the system’s function and its safety

features;

+ the safety objectives of the system;

* justification of the risk and integrity level assignments
made;

* target failure rates and safety level;

* sources of any data used within the analysis;

* a bibliography of all documents used.

Table 1 Guidance on safety analysis techniques from

CENELEC EN 50129

Techniques/Measures SIL1 | SIL2 | SIL3 | SIL4
1. Preliminary Hazard Analysis HR | HR | HR | HR
2. Fault Tree Analysis R R | HR [ HR
3. FMECA R R | HR | HR
4. HAZOP R R | HR | HR
5. Cause-Consequence Diagrams R R | HR | HR
6. Markov Diagrams R R R R
7. Event Tree R R R R
8. Reliability Block Diagram R R R R
9. Zonal Analysis R R R R
10. Common Cause Failure Analysis| R R [ HR | HR
11. Historical Event Analysis R R R R

4.2 Fault Tree Analysis (FTA)

FTA is a very common, broadly used and internationally
standardized technique [6]. Fault tree analysis (FTA) is a
means of analyzing system failures in terms of
combinations of subsystem and lower level faults, and
eventually component faults. It is referred to as top-down
analysis and identifies the causes of an unwanted top event,
starting with a qualitative analysis followed by a
quantitative analysis, if data are available. If fault data are
available and the structure of the system is not too complex,
it is a relatively simple matter to estimate the probability of
the top event taking place, as shown in Fig. 1. It is often
assumed that the input events are statistically independent.
Should this not be the case, for example if a basic event
occurs at more than one place in the fault tree, then the cut
sets must be calculated. FTA easily deals with any
combination of events, but has limitations with respect to
modelling time-dependent behaviour. FTA can in this case
be combined with Markov sub-models, which can be
included as basic events in FTA (also called dynamic FTA).

4.2.1 Benefits

It gives the designers an insight into the structure of
the system.

It is possible for the analyst to produce a list of all
possible serious component fault combinations, some
of which may not have been considered by the
designers, including any single point failures.

* It permits the effects of external factors beyond the
control of the designers to be analyzed.

* When the relevant data are available, the probability
of the top event and hence possibly the system
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reliability or availability can be estimated.

4.2.2 Limitations

* The analysis can be time consuming.

» It has to be repeated for each top event.

* For these reasons, it is often the case that only those
top events that are judged to occur most commonly or
those judged to have more important safety
implications are analyzed.

4.3 Failure Mode Effects and Criticality Analysis
(FMECA)

A failure mode and effects analysis (FMEA) is an
inductive technique for establishing the effects of potential
failore modes within a system. The analysis can be
performed at any level of assembly. FMEA shows the
effects of potential failure modes within a system on
subassembly, subsystem and system functioning, taking
into account the possible degradation of performance and
the consequences for safety. FMEA identifies in a bottom-
up fashion the effects of faults. It can be used for almost
any problem and at any system level, e.g. for processes,
functions, software, hardware or human tasks. Just like
FTA, it is very common, broadly used and internationally
standardised [6].

The analysis should be performed by a group that
includes reliability and design engineers, and others who
may be able to contribute to the analysis by virtue of their
experience or familiarity with the system or similar
equipment. Criticality analysis (CA) is an obvious next
step after an FMEA. The combination is called an
FMECA -failure mode and effects and criticality analysis.
CA is a procedure by which each potential failure mode is
ranked according to the combined influence of severity and
probability of occurrence. The purpose of the criticality
analysis (FMECA) is to identify the failure mode and then
rank each potential failure effect according to its criticality.
Table 2 below shows an example of FMECA in a railway
signalling system.

Table 2 An example of FMECA according to IEC60128

Safety Analysis and Methods in a Railway Signalling System

4.3.1 Benefits

» It provides designers with an understanding of the
factors that influence the reliability of a system.

* It helps to identify items that place reliability at risk.

* It helps identify potential fault modes whose effects
are unacceptable.

* It provides an objective basis for deciding priorities
for corrective design action.

* It can be used as a basis for fault diagnosis, and to
determine testability parameters.

* It can identify high-risk areas and items where special
inspection, test or maintenance requirements are
needed.

* It can produce recommendations for production, such
as quality of bought-in components, inspection, etc.

* It can establish whether there are any constraints
imposed on the user by the design.

* It can be used as a basis for maintenance planning.

4.3.2 Limitations
* FMEA is often expensive and time consuming.
* Only one failure at a time can normally be considered.

4.4 Hazard and Operability Study (HAZOP)

Originally used in chemical industries, HAZOP is a
method of team review of the significance of all of the
ways a process element can malfunction or be incorrectly
operated. The technique is, essentially, a structured
brainstorming using specific guidewords. While there are
many sector-specific standards, there is also an
international, sector-independent one [8]. In identifying the
subsystem of the plant that gives rise to an accident
initiator, it is useful to list guidewords that stimulate the
exercise of creative thinking. A HAZOP (Hazard and
Operability study) suggests looking at a process to see how
it might deviate from design intent by applying guidewords.
For example, more of, less of, none of, part of, reverse,
wrong address, other than, as well as, etc. The HAZOP
study begins by identifying the interconnection between

. . failure failure effect fallback | failure failure s
No | item name |failure mode . . ... [eriticality levell remark
cause [local effect fend effect function |detection | probability
. error
1 | venusy | fadlty data | device | loss of RMI1 | message | 3.4E-06 critical | SN VENUS2
processing | failure supervision
to CTC
2 | vEsus3 |comparison | device | none  [notrelevant| MO 1.6E-06 | insignificant | SN VENUS-3
failure failure message
3
4
5




Kwang-Chi Chang, Key-Soe Lee and Jong-Ki Kim 95

Table 3 An example of HAZOP

. inter- . guide .
item . attribute cause consequence recommendation
connection word
1 sensor supply No PSU, regulator or cable | lack of sensor signal detected and
supply line | voltage fault system shut down
. consider over-volta,
More regulator fault possible damage to sensor onsid ver voltage
protection
Less PSU or regulator fault incorrect temperature reading include voltage monitoring
sensor incorrect temperature reading, .
More sensor fault . . monitor supply current
current possible loading of supply
Less sensor fault incorrect temperature reading, monitor supply current
2

components within the system and determining the
corresponding interactions. These interactions may consist
of the physical flow of material from one component to
another, as in the case of a chemical plant, or may represent
the flow of electricity, signal and data. Such flows are
referred to as entities. Each entity processes certain
properties or attributes that determine the correctness of the
system’s operation. Deviation from the design values for
these attributes may have implications for the correct
operation of the system. The study is based on a rigorous
and systematic investigation of possible deviations from
each of the identified attributes. In order to structure the
assessment process, a series of guide words is used to
define the particular type of deviation. Table 3 shows an
example of HAZOP.

4.4.1 Benefits

* It can be very effective.

* It is very methodical. Use of guide words can give
confidence in completeness of analysis.

* Team conclusions may carry more weight than those
reached by an individual analyst.

4.4.2 Limitations

¢ It can produce lots of output.

* Team approach is expensive — must be shown to be
cost-effective.

* It is only a qualitative analysis method.

* It relies heavily on expert input.

* It can be very effective but is also very tedious and
time consuming.

4.5 Cause-Consequence Diagram (CCD)

CCD (Cause-Consequence Diagram) is an integration of
deductive (fault tree) and inductive (event tree) analyses
into a single method and notation. It was developed at the
Riso Laboratory in Denmark in the early 1970s, initially
for nuclear applications. It has been evaluated by French,
American and Canadian nuclear industries, but there are
few documented examples of its use on real systems

outside the nuclear industry. Particularly, it is suited to
analysis of systems, which include protective mechanisms.
Even though there are some particular expressive notations
in this method, it is a combination of the ETA and FTA in
principle, where the cause of initiating events of an ETA is
basically analyzed by FTA. For this reason, it has not been
standardized and is therefore not further discussed here.

4.6 Markov Models

Markov Models are a widely used standardized method
[9] for any type of dependability modelling. In contrast to
FTA, they can handle time or sequence dependencies. A
variant of Markov models are Petri nets, which are often
more comfortable for the graphical representation of the
model. As both have the same dependability modelling
capability, Petri nets are not discussed as a method here.
Markov techniques are used mainly to model system repair
strategies. The method is based on representing a particular
combination of failed and functioning units as states. The
failure or repair of a unit is regarded as a transition
between the corresponding states. State diagrams are
prepared in this way to represent all possible states of
system operation from the fully operating state, through
partially operating states, to the fully failed state. By
calculation of the probabilities associated with each state,
system reliability parameters can be obtained. The process
of constructing a transition state gives considerable insight
into the strength and weakness of the system. The
technique is especially useful for the analysis of complex
systems and would not normally be applied to systems in
which there is no redundancy. The technique of Markov
analysis can be used for modelling repair strategies and
comparing the resultant system reliabilities and availability
to enable an appropriate maintenance option to be selected.
Fig. 1 represents an example of a Markov model, which
shows 5 states for the communication equipment used in a
safety related application. We will not investigate this
model in detail because it is not relevant to the scope of
this paper.
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4.6.1 Benefits

» The state diagram gives insight into the consequences
of failures and repairs and may provide suggestions
for system reliability improvement.

» It provides a probabilistic model for a system state
behaviour.

* It provides probabilistic solutions for sub-sets of other
models such as RBD and Fault Tree.

4.6.2 Limitations
* It can become very complex for large numbers of
states.
It depends normally upon the assumption that transition
rates are constant.
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Fig. 1 An example of the Markov model
4.7 Event Tree Analysis (ETA)

ETA is used when it is essential to investigate all
possible paths of consequent events, their sequence and the
most probable outcome/consequence of an initiating event.
ETA is widely used in risk analysis to analyze the
consequences of events, which follow after an initial event.
However, there is no international standard, but several
national standards [12]. ETA is a technique used to identify
the possible outcomes and if required, their probabilities,
given the occurrence of an initiating event. This analysis is
used for facilities provided with engineered accident
mitigating features, to identify the sequence of events,
which lead to the occurrence of specified consequences,
following the occurrence of the initiating event. It is
assumed that each event in the sequence is either a success
or a failure. ETA is an inductive analysis in which the basic

question is “what happens if ..7”. An example of ETA is
shown in Fig. 2 below.

4.7.1 Benefits

* Provides the relationship between the functioning or
failure of various mitigating systems.

* Identifies events that require further analysis using
fault tree analysis (FTA); i.e. the top event of the fault
trees.

4.7.2 Limitations

* Only success and fault states of a system are dealt
with; it is difficult to incorporate delayed success and
recovery events.

* There is always a potential for missing some crucial
initiating events.

4.8 Reliability Block Diagram (RBD)

RBD [11] is the graphical representation of a system's
logical structure in terms of sub-systems and/or
components. This allows the system success paths to be
represented in the way the blocks (sub-systems/
components) are logically connected. Usually, the
application of RBD is limited to non-repairable systems.
The purpose of RBD is to present failure criteria pictorially
and to use the diagrams to evaluate the system
reliability/availability parameters. For these reasons the
functional block diagram must be converted into a
reliability block diagram. Elementary models (each block
should be independent of other blocks) are series, parallel,
M out of N and standby. More complex models in which
the same block appears more than once in the diagram can
be assessed by the use of:

* The theorem of total probability; and,

* Boolean truth tables.

An example of RBD is shown in Fig. 3

4.8.1 Benefits

» The graphical presentations are easily understood and
readily interpreted.

 Relationships between the elements of a system can
be identified.

*» The overall system reliability/availability can be
determined by using probability laws.

4.8.2 Limitations

* Systems in which the sequence of failures affects the
results cannot be modelled.

* Maintenance strategies for repairable systems cannot
be considered.
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Fig. 2 An example of ETA
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Fig. 3 An example of RBD

* Each failure definition in a given system needs a
separate block diagram.

4.9 Common Cause Failure (CCF)

The purpose of CCF analysis is to identify any cause in
which two or more events could occur as the result of a
common event or causative mechanism. If the probability
of a common cause is significantly greater than the
probability of two or more events occurring independently,
then the common cause could be an important risk

contributor. This task is very important e.g. for the proper
handling of AND gates in fault trees, where independence
is assumed. Common factors, which are typically
considered, include:

* physical location;

* manufacturing process; and,

* human error.

This analysis requires generally very detailed knowledge
of system.
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Table 4 Guidance on safety analysis techniques from CENELEC EN 50129

suitable | suitable suitable suitable suitable su1ta!31e lacceptance;
M. for  [for novelquantitative for . [to handle bottom- for safety for high mastery | and need for iplausibilityjavailability] In'terna-
ethod . combi- up or top-| . . safety . tool tional
complex | system | analysis . sequence integrity . required [commona| checks | of tools
system | design nation of dependence down allocation| "*4%¢” lity support standard
faults ment
ETA nr nr yes nr yes B-U r nr high avg avg yes avg -
FMECA nr nr yes no no B-U nr no low high low yes high 60812
FTA yes yes yes yes no T-D yes yes avg high avg yes high 61025
HAZOP nr nr no no no B-U no nr low avg low yes avg 61882
Markov | yes yes yes yes yes T-D yes yes high avg high no avg 61165
RBD yes nr yes yes no T-D | yes nr low avg avg yes avg 61078
Index:
Nr may be used for simple system, not recommended as a stand-alone method

T-D Top-Down, B-U Bottom-Up,

4.10 Historical Event Analysis

This is a very general collective term, which could mean
to learn from the past accident sequences and field data. As
it does not describe particular techniques on its own, it is
not considered further here.

5. Criteria for Selecting Safety Analysis Method

The selection of methods is a highly individualized
process so that a general suggestion for a selection of one
or more of the specific methods cannot be made. The
selection of appropriate methods needs to be done by the
joint effort of experts in the safety and system engineering
field. Selection should be carried out early in safety
program development and should be reviewed for
applicability. However, selecting methods can be made
easier by using the following criteria:

+ System complexity: Complex systems, e.g. involving
redundancy or diversity features, usually demand a
deeper level of analysis than simpler systems.

* System novelty: A completely new system design
may require a more thorough level of analysis than a
well-proven design.

* Qualitative vs. quantitative analysis: Is a quantitative
analysis necessary?

* Single vs. multiple faults: Are there relevant effects
arising from a combination of faults or can they be
neglected?

* Time or sequence-dependent behaviour: Does the
sequence of events play a role in the analysis (e.g. the
system fails only if event A is preceded by B, not vice
versa) or does the system exhibit time-dependent
behaviour (e.g. degraded modes of operation after
failure, phased missions...)?

* Bottom-up vs. top-down analysis: Usually, bottom-up
methods can be applied in a more straightforward

avg.

average

manner, while top-down methods need more thought
and creativity and may therefore be more error-prone.

* Allocation of safety requirements: Should the method
be capable of quantitative allocation of reliability
requirements?

* Mastery required: What level of education or
experience is required in order to meaningfully and
correctly apply the method? Is the method easily
explained to system engineers so that they can be
involved?

* Acceptance commonality: Is the method
commonly accepted, e.g. by a regulatory authority or
a customer? Is the method accepted by the system
engineers?

» Standardization: Is there a standard, which describes
the features of the method and the presentation of
results (e.g. symbols)?

» Need for tool support: Does the method need tool
support or can it also be performed manually?

* Availability of tools: Are tools available either in-
house or commercially? Do these tools have a
common interface with other analysis tools so that
results may be re-used or exported?

and

Table 4 provides an overview of various safety analysis
methods and their characteristics.
More than one method may be required to carry out a
complete system analysis.

6 Conclusions

A careful selection of safety analysis techniques greatly
enhances the efficiency of the safety case process.
Although there is no magical solution that works in all
cases, a couple of recommendations can be made based on
practical experience:

» Historical experience or field data should be used
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wherever possible.

* For hazard identification, FMEA or HAZOP are the
recommended techniques.

* For simple serial systems, FMECA may be sufficient.

» For a consequence analysis as part of a risk analysis,
ETA is recommended. FMECA should be used for
simple systems only.

» For hazard analysis and the safety case of complex
systems including redundancy or interacting
subsystems, FTA in combination with FMEA is
recommended.

« If it is necessary to consider time-dependent
properties of systems, FTA should be combined with
the Markov method (Markov sub-models for basic
events) or the Markov method should be used directly
(also in combination with FMEA).

» A CCF analysis is necessary for all systems where the
independence of items is claimed.
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