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Implementation of Data Integrity Module in Wireless Internet Terminal
for Mobile Customer Relationship Management(m-CRM)

Hyun Cheol Park'-Dong Gyu Kim'™

ABSTRACT

Recently, the wireless internet terminals like mobile phones or PDAs prevail in the management of customers, With such terminals,
businessmen can get business data and information of customers in real time, in connection with mobile group wares. By the wireless terminals,
customers can conveniently get information of goods, search purchase sites, and give orders and do settlement. This paper aims to present the
safe data integrity modules of the wireless internet terminal, for service providing correct real-time promotion information, by using users’
disposition, situation, purchase information. This study aims to suggest an implementation methodology of security module for data integrity
of mobile internet terminal. This is based on the WTLS of WAP Protocol. This security module is expected to achieve central role in conversion

of wireless internet environment and emphasis of encryption technology and safe and calculable wireless communication environment
construction
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thentication Code(SHA-1 : Secure Hash Algorithm), Sym-
metric Cryptography Algorithm(SEED), Asymmetric Cryp-
tography Algorithm(RSA : Rivest Shamir Adeleman), Ran-
dom-DES S°lch

33 724 289 T¥
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FAJE UG8 dHolH A4 Hge AE HY B
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oM AHEHE d3EE <E 2>9 2o A9 =
== 2= #H(Record header)$t @3 (Fragment)2.2
AEH, g3 Fys dIZE YA vtolE)R £4(2 vt
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Record Header
9] n - Fragment
Record Type Sequence #| Record Size

Aol 1 HolE 2 Ho]E | 2 HO]E | nulo]E

. 49 AHE : E Bl . ‘Q:’f
010 dEsg das recon

0000 Higtast gas | 9EE ; data ©
EEASE=] o hash &
7 | 39 4H1E : Record A5g Fr;g;?fr?; . }ashe
Type A% AHE record
0001 : alert (Hz=ed) 1otz 3l
0010 : handshake data + hash
0011 : application data &

(D Client Hello Record

2 diss FAJEd@EeA AWa $48] 9
3 YR A Wyl 93] “Client Random#l”& 4t
AAIAAL, <E >H} 22 HInFE AHE FA%H

(E 3) “Client Hello” Record

. Data Client . ,|Hash
Rec type | Seqtt |Size| Type Size Ver.|Mode Randomt User_id 2
JEITI RS 2 2 1 2 1 1 16 n m
1(Client
00000010 | 0 Hello) 11172
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@© Server Hello Record

2 Hd2=e AN FHAJERGEIE $A87] 9
3 HaERA MuloA vdg A2 “Client Random#
9} ModeBE"E Aol AZasto] W Ao 23
“Server Random#”& 2AAIZ H, <& 4>¢9 2L d=z2=
g FAJH YL Z FA%

{E 4) “Server Hello” Record

. Data Public| Hash
Rec type | Sea# | Size | Type Size Ver. | Random# Key | 2
1HlolE | 2 2 1 2 1 16 128 | m
00000 2(Server
1010 Hello) !

@ Xfer Key Info Record

£ dI=s d2g=s FAAHATEr Y dg A4
FEE Gzt AHE AL dIZ=2A FAAH
ik yle] vl™ AAL “Server Random#2”E @hr)of A
7, “Client Random#2” 44, password®t Client Random#2
4 Az, 28]z A8 Public KeyE ARE 43318
F, <E 5>9 & HI=E AHE FAFT

(E 5) “Xfer Key Info : Ep(Password +Client Random#2)”

Record
i Data | Data
Rec type |Seq#| Size Type Size | (Bp(-) Hash@k
1dle]E | 2 2 1 2 n m
00000010 | 1 3(Xfer Key Info)

@ Verification Record

£ 31]:":3 "g Fojd vloldE ¢z ststn HALshe
AWE AE3t= Hame A Avl9 Private Key2 233
g 9 0]'3’— “Client Random#l, Client Random#2 + Pass-
word, Server Random# 2 Key BlockS 443t mig] A
9% dolEE ¢33 ¥ <F 6> 2 dIZ=E A
2 FAl%)

{HE 6) “Verification Ep(Predefined data)” Record

% 53¥ Rocord Body

Rec Seqh | Size
type | Sedf Type I;f"‘ta Data(Ep(-+-)| Hashzt
1Z¢
ol | 2 | 2 1 2 n m
00000010 4(Verification)

® Required Sign Key

B ga=E ALgAY Sign KeyE AW 7lxm YAl
FE A AW FAJHNDGLI|Z Sign Keys 83
e A=A <X F} ZL dIEE 9BV FA

g}

{E 7> “Required Sign Key” Record
Rec type |Seq#|Size Type ]gf;: Data | MAC#
melE | 2 | 2 1 2 1 m
00000010 5(Required Sign Key)| 1 1

® Exchange Sign Key Record

B frce FAJ9HUEL7|7 “Required Sign Key”
HI=E MBEHEE $£A% 5, 92UdA Sign Keys
A A £ dI=E2N <E &3 2L
FEE AHE FTTh

<X 8) “Exchange Sign Key Eks(Sign Key)” Record

Eks {Record Body)
Rec type | Seq# | Size Data Public | MAC&
o
Type Size |~ 71 Key
1Hlo]E | 2 2 1 2 11 n m
00100010 6(Verification)

@ Finished Record

£ d3se Ao dsstd dolHg Hagste H
g Aeld dolHg vag H, 7 vyt 2ow FHY
Hulddr|2 $A3te dIA=EAN <E 99 22 gI=
£ FASHUGE 2 $A%

{E 9) “Finished” Record

Rec type | Seg# | Size Type Data Size | Data | Hash3t
1ulo|E 2 2 1 2 1 m
00000010 0 14(Finished)

Alert Record

B dacse FAAHUGE M AR 29 dolg
¢l User ID9} Password’} YXstA] & A4 AMgste
AZERA, <E 10>7 2L d2Z=F FA¢gdgdr=2

Algt},

opr

{E 10) “Alert” Record

Rec type | Seq# | Size Type Data Size| Data | Hash3
18}l E 2 2 1 2 1 m
00000010 | © 15(alert)

# Data : User [D Mismatched 0x01
Password Mismatched 0x02
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Client Helloftype 1) Ciient Hello{type 1) m
P Server Hello(type 2) » Aleri{type 15)
N s=a
XferKeyinfo(type 3} Verification(type 4) | user
» | check
Required Sign Key(type 5)
Client Hello(type 1)

Exchange Sign Key(type 6)

Finished(type 14) P Server Hello{type 2)

W» XlerKeyinfoltype 3) Verifcation(typf(y
(o4
‘}W Alerttype 15)

(a) B339 Flow (b) alert Flow
(0=l 9) 2EM ZES| 2| BEx

3.3.2 APl ¥4
@ WAP Gatewayol Al Bypass*7]7) $18] Zdl
v Aolg et Blger MAdE ¢

o

void devGetContentType (U8+Ctype, U8*Ctype2)
{
memcpy (Ctypel, “sec_wml”, 7) ;
memcpy (Ctype2, “sec_wmis”, 8) ;
}

* input © First ContentType, Second ContentType

@ FH Bt A=dola Az e

void devSecurityStart (U8 mode, UserID, U8 UserIDLength, U8+Pwd,
U8 PwdLength, U8*Returndata, U8*rdatalength,
U8+Rstatus, U8*ErrorType)

secClientStart (U8 mode, UserID, U8 User[DLength, U8+Pwd,
U8 PwdLength, UB+#Returndata, UB+rdatalength,
UB*Rstatus, U8+ErrorType) ;
}s

mode . mode/sign mode
UserID *USER_ID
UserlDLength : USER_ID length
Pwd - User Password
PwdLength : Password Length

Returndata :record to be sent to server
rdatalength  : Retum data size

Rstatus * Record type

ErrorType : the state of received record

pd

m-CRME 218t FM2IEUHE7( HIOIHFZY R=9| 78 49

secParseRecord (UB+data, UNIT16 dtatalength, U8*Returndata,
UNIT16#rdatalength, U8+*Rstatus, U8*ErrorType) ;

1

data ‘ received data from server

dataLength : received data length

Returndata : record to be sent to server

rdatal.ength : Return data

Rstatus : Record type

Error Type :the state of received record

@ FAJAANG LA A2 do]elE Rl &

void devSendRecord (U8*data, UNIT16 dtatalength, U8*Returndata,
UNIT16+rdatalength, U8+Rstatus, U8*ErrorType)
{
secSendRecord (UB+data, UNIT16 dtatalength, U8+Returndata,
UNIT16+rdatal ength, U8*Rstatus, U8*ErrorType) ;

data . sending data from server
datalength : data length

Returndata  : record to be sent to server
rdataLength : Return data

Rstatus : Record type

@ AHZHEE dHelelE ¥okg W ©]& I (parsing)Al
7l g5

void devParseRecord (UB+data, UNIT16 dtatalLength, US*Returndata,
UNIT16+rdatalength, U8+Rstatus, U8+ErrorType)

{

Error Type  the state of received record

® F97F 29 mode £8 84

void devSecurityClose()
{
secSecurityClose(void) ;

}

® Error A& 34

if (ErrorType & Fatal_Error)
{
if ((ErrorType &0xF0) == sec_ USERIDMISMATCHED ||
(ErrorType &0xF0) == sec HASHCODENOTCORRECT)
{
display error message (“2%¥ DYHTH 9l §8FAR7
display both UserID input and Password input card
}
else if{(ErrorType &0xFQ) ==
{
display error message (“$| AT} SupEA] dg”)
display both UserID input and Password input card
}

sec_ PWDMISMATCHED)

3.3.3 Het BE do A TER
@ dev_clientStart <

FAJAHY G|l A dolH FAY BRS A% F
AL A FEA 8 “Client Hello”A Hz22 2&3ts &4
(dev_clientStart)e] ¥ 5E&Fo|th EHo|dE HFHE
A 5, AFAAHAE 9 Client dz2= EFYS 74 <
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By gderidog whggic

“ClientHello” 44

l

B+ ®2|

1

ClientHello gt

~N

(3% 10) ClientHello 7| & &%

(2% 10004 SFolAE AR A4a7 A o
3 2o e Aeaar

void EN_GenerateRandom_DES (uint8 *out, uint32 bytes)

Bl G “bytes”s WA
olm, 2HAR ‘ou’e B4B U4E AL HolHE 9
ml g,

a93 (29 1094 @4 AeE g4 et e
$59e Agstech

void E_SHAI(U8* out, U8* in, U32 bytes)

oA dEelzt “in"& 4 dHolH, “bytes’E FF
& dlolEl9] nlo]E Froln, &3 “out’S F4E 160
(20byte) BIE 9] HolEE &n|3Fic)

@ dev_parse &<

“dev_parse”® A ZAHE APIES FHAHY ©Er]ghd
A dolg FAA 23S A% EANFHNA WAP A2
Hg FAF dojg g E—iﬂ% FEstol GdEvIGoE W
g3l Fole) o] F4EL dev_parseRecordd) FE4=
A 43389 dHolHE A3 B3 3}8lE dev_parseApp
Record, 41744 A] WAP M2 HE $23 HolHE &
338le gdiv|goe g vrEldlEs dev_parseServerHelloE 2
T

(I3 1D)elA FAAEHA Sdr|do dolg FEA
BAS 3 SR B /B3 e, 7 AKX 5
£ 3539 d/Ezs @ NAYIE AT F, 7 dAE
2 o4 HzEER]e diolElE &/t o U/E
stsl 4 7| EE A AMgEE g Ui 2

=
=

lr

Application Data

Hlolef & &
Mac 44 4 &zl
' |
v
Sa 2 Al B4 H|D & Different
B Ak

of|2{ yhst
ERR_HASHINCORRECT
Handshake Record
o2} uhet
ERR_ALERT
rHell

B EFY His
dev_FINISHED

Alert

Required Sign Key

dev_parseServerHello

'

Bl B ERY) yhet
ev_REQUIREDSIGNKEY

(32! 11) dev_parseRecord &=

@ dz3t

i

2=
a

Void E_SEED_Encrypt(U32 *data, SEED_KEY #*key, long bytes,
U8 *iv)

oA AEAA “data’= S 3E 1280 E HE, “key”
€ &&= 718§ MR8t dle SEED KEY 724, “v'&
g 718 2 9EH HolE #old, 2894 “data’e
dsste 1BHE YEES v

® 533 &+

Void E_SEED_Decrypt{U32 *data, SEED_KEY #key, long bytes,
U8 *iv)

Foold AHAA “da’E HBHE 1BUE UBE,
ey’ FHLE 71& AFsn Yt SEEDKEY FEA,
W GEE B 2T A8 deE e, 24
“data™ BESHE 12891 YT ovido,

© MAC A9 &+

Void E_SHA1_MAC_Update(SHA1_CTX* ctx, U8+ data,

U32 bytes, U+ add)




oA 98aR “otx”= SHALCTX #zE 717 A
Hd2E “data’s S dlo]E, ‘bytes”E ZHoFd HolH
o] wpolE 7, “add’E RESNHY ¢4 dHolEolH, &<
A “ctx”v SHAL CTX 725 714 Y AEE 9u|ghr},

@ dev_sendRecord &

o] &FE FHJHU dBVIdelA dolg FA4 BA
& A% FABANAM WAP AHZ dojHE »d o 3%
3z Frelvh A FRE dEwa 1 A ue} “dev
SERVERHELLO” A9l M & “dev_generateXferKeylnfo”
gz 3E8 “deV_FII\IISHED”OlE'i “dev_generateApp
Data’g}= #45E
REQUIREDSIGNKEY"°]?‘; “dev_generateExchangeSignKey”
23 E 355 A,

dev_SERVERHELLO @ dev_FINISHED
( dev_generateAppData )

dev_REQUIREDSIGNKEY

dev_generateExchangeSignKey )

(228! 12) dev__sendRecord &

dev_generateXferKeyinfo
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Security) 2 S/MIME, S-HTTP 59 71&o] Adso] A}

&, viAto® e FRIL “dev.

m-CRME 2|8t SHQIEHUER Yol HIOIHFZEY 289 5 433

£5en #AA4E M7 76 12E
wke] Heh 0123}7} 2gg @ ik
a2y B YA s Bt oigh At REe
dAgolEg B dA7E oyd He < ﬁa}%— T ool A
&Moo ALY ¢ U= HE#JIOIa ZREEL 7Y
st HEYa ARET AuA2 AFslr] 9ste RSA &
N7l @¢n8EF 2 SEED EH%M a7 ZE, SHA-1 34 ¢
Z& A439 & Y ¥( End to End) ESHS HA3}
of dolE] FHAAE BAs] 9§ BEARES TN
g E AFE old FA AR &4 A 45
7134 7z, a3 ¢kdstn Mg 4 e §4l @
T lojA A G YT WILS 7]ute]
Hygdr|e vlojel 44 BFE A% 2F 78
ke A A T

A elejuly AL&Ad wA

a3

83 d5A 7]

Ao

i

EH

ro

_%—{Uoﬁk‘.l
Hur‘i‘-

ke,

o o

3 L RH EY
249 $3oz olold Aoz dA4dch #-FH ¥R
24 7lesl AEYol) T4 BAAAS Auns
Ap) gk v 42 Beviel 489 soln, AFy
B olol g AT % Ajwe] Aasielor & Zolth

j=3
R
A

—Yl to

2 o P

(1] &4, “dAdANR Ada TASe, JRHets) ],
A164¥ #A5%, May, 1998,

[2] ZES, 194, 295, 24, o134, “Wireless Appli-
cation Protocol AH]2 7§2" SK Telecom Technical Jour—
nal, Vol.6, No.4, Oct., 1999.

[3] 3%, “Mobile EC-BAELZEZH BEA", FT4F
53], Dec., 2000.

[4] AR, “E-v]AY 2L Bdo] 2= e-CRM &4 719
=7 AEE9AL 2001

[5] 817 3], “CRM-474 % sziv}ie)”, Jrapsts] A, 2001.

[6] Elsenpeter, R. C. and Velte, T. J., “e-Business A Begin-
ner's Guide”, McGraw-Hill, Berkeley, 2001.

[7] A74%, “CRM& A% deleido]2nAIg” chit&gAL,
2001.

8] & Hvjx A olMF g3, “B2B W& 24", ¥
E3A}, 2001.

[9] Pieter Adriaans & Dolf Zantinge A €35 <, “dlolg
wto] g, 1A E A}, 1998,

101 A7, $34 “Mining the Time-dependent Behavior of
Interet Shopping Mall Customers”, =7 338H3]/t) 3k
A Eets], 2ATEGEWE] TR =E, 2001

[11] 20019 4hshd #ALAY AH BiA “2000dx Ahshdd
TE7eNt AaAY ARR A", dAFHEg ), 2001.

[12]1 S. C. Hui, G. jha, “Data mining for customer service
support,” Information & Management, 2000.

[13] Jiawei Han, Micheline Kamber and Anthony K. H. Tung,
Spatial Clustering Methods in Data Mining : A Survey,



494 SEXNElESl=F N D M11-DH R2=(2004.4)

2000.

[14} Fayyad, U. M., et al., “Advances in Knowledge Discovery
and Data Mining,” AAAI Press/The MIT Press, 1966.

[15] 293, FAL o193, “e-Marketplace$} SCM2} £¢<&
A MEE 2l #Ag A7, d=x7 et/ A
383 FATESEU 3], 2001

[16] o] &, olFH), “NAEL o8¢ 73 7199 AH o
olErfo| o] 715 el B A", S5 st/
B FeE A ETEWS, 2001

[17] &% &, #AZ, &, “dolg vlo]dg o] &3 &3 <
£ B4, @545/ d e FAFFEE
3], 2001.

[18] WAP Forum, “Wireless Transport Layer Security,” Nov.,
1996.

[19] Dierks T., Allen C., “The TLS Protocol,” IETF RFC2246,
Jan., 1999.

[20] http://www.wapforum.org.

[21] http://www.zionwap.net.

[22] 4 WTLS &AM Zz3d FAA, http//www.rootca.
or.kr.

[23] ¥4 WTLS 914 DN 73, http//www.rootca.or.kr.

[24] A d&= HEA2E HE FF M, http//www.
sunlimited.co.kr.

o 3 o
e-mail : park@daewon.ac.kr
19839 S Ths MRS oAl
19014 SlF it AFE TR A4
1996 oFFUI S AFEFNH AR
1983 ~1991d slElfrd Hakd AF
1991d ~1903'd Bl dElz g A iR
19963 ~dA AN AFe ARFAF wp
BBl : AFEHYEY A, EC, e-CRM, Data Mining

4 s 7
e-mail : dkkim@madang.ajou.ac.kr
Agvistm FvhshEp
Mg AQ 3 st A (A AL
"= Kansas ##H ) thgh(PhD.
24st whal, AREA HE)
"5 Kansas F9W #HAHe s us
19793~ 8 A olFUEu AFEH IS uF
Bk AFH MESZ, AL T2EZ dAY,

HAEFA Security, ¥AHAE Al2F



