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Protection

Usage or The
. Authentication: o appllcat.lon- cryptoperiod of
Private Integrity: Integrity: Domain the key
signature key , L Confidentiality parameters: and until the
Nonrepudiation L . .
Public signature private key is
verification key destroyed
Usage or
. apphc.a-tlon. For As long as
Public L Key pair owner L .
. Authentication: . . association signed data
signature L Archive: Domain .
e Integrity: o " with may
verification L. Integrity: parameters: L
Nonrepudiation _, - ) signing need to be
key Private signature . .
. private key verified
key:
Signed data
Usage or As long aq the
application: authenticated
bymm.etrllc Authentication: AI‘Clee'_ Other authorized data may need
authentication Integrit Integrity: entities: to be
key grity Confidentiality e authenticated
Authenticated .
data and until the
key is destroyed
Usage or
application: The
Prwrate . Authentication: Integrity: Pub.llc . cryptoperiod of
authentication . . L authentication the key
Integrity Confidentiality . .
key key: and until the
Domain key is destroyed
parameters
Usage or
application:
Key pair owner:
. Authenticated For As long .as the
Public . . ; L. authenticated
L Authentication: Archive: data: association
authentication . . . . data may need
Integrity Integrity Private with
key .. . to be
authentication private key .
. authenticat
key:
Domain
parameters
The
Usage or cryptoperiod of
Symmetric Archive: application: the key
data Confidentiality Integrity: Other authorized and the lifetime
encryption key Confidentiality entities: of the data
Encrypted data and until the
key is destroyed
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The

Usage or
. Archive; application: cryptoperiod of
Sviggfi:;ckiify Support Integrity: Other authorized the key
Confidentiality entities: and until the
Encrypted keys key is destroyed
Until no longer
needed to
generate or
Symmetric Support Integrity: Usage or reconstruct
RNG key Confidentiality application random
numbers and
until
destroyed
The
cryptoperiod of
Usage or the key.
Symmetric Archiyei application.: the lifetime of
master key Support In.tegrlty: Other authorized any keys_,
Confidentiality entities: derived using
Derived keys this key. and
until the key is
destroyed
Usage or
application: As long as the
. Archive: Encrypt.ed keys: transported
Private key Support Integrity: Public key key needs to be
transport key . transport decrypted
Confidentiality . .
key; and until
Domain destroyed
parameters
Usage or
application:
Key pair owner; The
Public key Suppo1t Integrity Private key Yes cryptoperiod of
transport key transport the key
key:
Domain
parameters
The
cryptoperiod of
. Archive: Usage or the key.
Symmetric key Support Integrity: application: until no longer
agreement key o Other authorized needed to
Confidentiality o .
entities determine a
key. and until
destroyed
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The
Usage or cryptoperiod of
. . . application: the key,
Private static Archive: . .
. Domain until no longer
key agreement Support Integrity: .
key Confidentiality parameters: needed to
Public static key determine a
agreement key key, and until
destroyed
Usage or
application:
Public static . Key pair owner: Until no longer
Archive: .
key agreement Support . Domain Yes needed to
Integrity . ;
key parameters: determine a key
Private static key
agreement key
Key pair owner:
Private
h 1 .
. cphemera Until the key
Public key agreement agreement
ephemeral key Support Integrity key: Yes & .
process is
agreement key Usage or
R complete
application:
Domain
parameters
U The
Symmetric Integrity: appsl?cg:ti?;l‘ cryptoperiod of
thorizati Authorizati .
authonization uthorization Confidentiality | Other authorized the k'ey
keys . and until the
entities .
key is destroyed
Usage or
application: The
Private L Public cryptoperiod of
. . . . Integrity: K .
authorization Authorization L authorization the key
Confidentiality : .
key key: and until the
Domain key is destroyed
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U The
sage or . cryptoperiod of
application: the k
Public Key pair owner: -ey
authorization Authorization Integrity Private Yes or
i As long as the
key authorization: T
D . authorization
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needs to be
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Private
ephemeral key
agreement key

Support

Integrity:
Confidentiality

Usage or
application:
Public ephemeral
key agreement
key:
Domain
parameters:

Until the key
agreement
process is

complete: the

ephemeral key

is destroyed

after the key
agreement
process is
complete
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the nonce

Usage or Until no longer
Domain Depends on Archive: apphcatlon, needed to
key assoc. with . Private and Yes generate keys,
parameters Integrity . i .
the params. public or verify
keys signatures
Until no longer
Initialization Depen.ds on Archn{e' Protected data needed to
vectors algorithra Integrity process the
protected data
Usage or Until no longer
application: needed to
. - Public generate keying
integrity. . . .
Shared secrets Support Confidentiality authorization material,
key: and the shared
Domain secret is
parameters destroyved
Until no longer
needed to
Confidentiality; Usage or generate keying
Secret seeds Support. Integrit application material and
erivy pp the shared
secret is
destroyed
Until no longer
L User or
. ‘ Archive: NS needed to
Public seeds Support . application:
Integrity process
Generated data
generated data
User or
application: Until no longer
Other needed to
Other public Archive: authorized
- . Support . SR process data
information Integrity: entities: . .
using the public
Data processed . .
. information
using




HERALEEE (2004, 1)

73

a3 ZE2g Hol slo|zakel (Al1%)

Until no longer
needed and

authorization

Intermediate Support Confidentiality: Usage or the
results PP Integrity application intermediate
results are
destroyed
Key control Until the
information Support Archive: Key associated key
(e.g.. 1Ds, PP Integrity is
purpose) destroyed
Until no longer
Random Support integrity: ?Eidf;ir;dir:}
number pp Confidentiality .
number is
destroyed
Until replaced
Archive Usage or or no longer
Password Authentication Integrity: application: needed to
Confidentiality | Owning entity authenticate the
entity
Archive: .
. rchlye . Audited events: .
Audit Support Integrity: Key control Until no longer
information bp Access Y needed

information
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Public authentication key

OK: its presence in a public-key certificate that
is available elsewhere may be sufficient.

Symmetric data encryption key

OK

Symmetric key wrapping key

OK

Random number generation key

Not necessary and may not be desirable, depend-
ing on the application.

Symmetric master key

OK

Private key transport key

OK

Public key transport key

OK: presence in a public-key certificate available
elsewhere may be sufficient.

Symmetric key agreement key

OK

Private static key agreement key

No, unless needed for reconstruction during key
recovery. However, when ephemeral information
(e.g., a privateephemeral key agreement key) is
used in a key agreement scheme, knowledge of
the private static key agreement key and any
public keys will not be sufficient.

Public static key agreement key

OK: its presence in a public-key certificate that
is available elsewhere may be sufficient.

Private ephemeral key agreement key

No

Public ephemeral key agreement key

No, unless needed for reconstruction during key
recovery

Symmetric authorization key

OK

Private authorization key

OK

Public authorization key

OK: its presence in a public-key certificate that
is available elsewhere may be sufficient.

Private signature key

No (in general): non-repudiation would be in
question.

However, it may be warranted in some cases - a
CA’ s signing private key, for example. When
required, any backed up keys must be stored
under the owner’ s control.

Public signature verification key

OK: its presence in a public-key certificate that
is available elsewhere may be sufficient.

Symmetric authentication key

OK

Private authentication key

OK, if required by an application.
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Domain parameters

OK

Initialization vector

OK. if necessary

Shared secret

No

Secret seed

No

Public seed OK, if required for the validation of domain
parameters
Other public information OK
Intermediate results No
Key control information(e.g. IDs, purpose. etc) OK
Random number OK
Passwords OK
Audit information OK

(£ b) 2t28H 7| SR X 7tol=2tel

Private signature key

Until no longer required to verify

Public signature verification key OK data signed with the assoc. private
key
Symmetric authentication key OK Until no longer needs to authenti-
cate data
Private authentication key No
Until no longer required to verify
. L the authenticity of data that was
Public authentication key OK authenticated with the assoc.
private key
. . Until no longer needed to decrypt
S dat. t .
ymmetric data encryption key OK data encrypted by this key
. . Until no longer needed to decrypt
S k k .
ymmetric key wrapping key OK keys encrypted by this key
Random number generation key No

Symmetric master key

OK, if needed to
derive other keys
for archived data

Until no longer needed to derive
other keys

Until no longer needed to decrypt

Private key tran t ke OK .
ate key transpor v keys encrypted by this key
Public key transport key No
Symmetric key agreement key OK
OK if needed to .
Private static key agreement key reconstruct Until ‘no longer needed to recon

keying material

struct keying material




i

76 NIST SP 800-57 7] #&| 7}o]

=l 14

(£ 5) 2=H 7| /Y 5NF Zol=2 (S)

OK if needed to .
. . Until no longer needed to reconstruct
Public static key agreement key reconstruct . .
) . keying material
keying material

Private ephemeral key agreement key No
Public ephemeral key agreement key No
Symmetric authorization key No
Private authorization key No
Public authorization key No

Until all keying material, signatures
and signed data using the domain
parameters are removed from the
archive

Domain parameters OK

Initialization vector

OK: normally stored with
the protected information

Until no longer needed to process
the protected data

Shared secret

No, unless needed to
validate or reconstruct
derived keying material
for archived information

Until no longer needed to validate
or reconstruct derived keying
material for archived information.

Secret seed No
Public seed OK Until no longer needed to process
generated data
. . Until no longer needed to process
Other public information OK data using the public information
Intermediate results No
Key control information Until the associated key is removed
OK .
(e.g. IDs. purpose, etc) from the archive
Random number No

Passwords

No, unless used to detect
the reuse of old passwords

Until no longer needed to detect
password reuse

Audit information

OK
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