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Improvement of WEP Key transmission between APs
during STA Movement in Wireless Environment
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ABSTRACT

Wireless LAN(wireless Local Area Network) is constructed network environment by radio in indoors or outdoors environment and that to
use electric wave or light instead of wire to client such as PC(Personal Computer), notebook, PDA in hub(Hub) in technological side. Now, among
[EEE 80211 WG(Working Group), there is TGf(Task Group F) that develop standard protocol between AP's(Access Point). In this group,
proposed IAPP(Inter Access Point Protocol) to secure interoperability between AP producing in different manufacturer, this offers seamless
connectivity between STA by sharing Security Context information or Layer 2 forwarding information between AP without passing through
re-authentication process when STAs(Station) move by protocol to secure mobility between AP that differ in equal serve network. In this paper,
I wish to suggest method that change avenue of communication of message to block information leakage that can occur at security message
or WEP Key transmission between above AP, and uses public key to offer wireless area security little more.

IIHE : M LAN(Wireless LAN), 1APP, 22 (Roaming). 2/Z(Authentication), HER3 Ho(Network Security)
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(29 135 At Aostyrt
Version Command .| idenﬁﬁér Length Data
Octet : 1 1 2 2 0-n
(32 11) IAPP Packet Format
Address. R g MAC 1. Bequence Length of Context
Length ” Address -1 Number - Context Block Block
Octet : 1 1 n = Address 2 2 m = Length of
Length Context Block

(32! 12) Key-transport Request

Address | o . | MAC | Sequence | Lengthof | Context

tength Address Nurber - {Context Block Block
Octet: 1 1 n = Address 2 2 m = Length of
Length Context Block

(212! 13) Key-transport Response

4 BHIREE 4U7R) BE o)A USiaL, draft 5.0
A 5-E 5W 6¥o] AjZo] HEolty urx 7THRE
26 7A = defdd ez FHolgnt ole THelE key-trans-
port &AMAIAE Holgl, 8H key-transport & H M A]
218 Aeolgirt =3 RADIUS Access-Accept WAl Key-
transport & 971 93 MEAEE 8] dFAAFTL
RADIUS Access—Accept Attribute®] 1929 ~2238 Zoj A4 192
Holl (28 16)7 o] Key-transport SLHWAIRE 8ot
Eidv =g

value | Command

ADB-motify
Move=notity
Move*response_

Send-Security-Block
ACK=Security-Block.
CACHE~notify
CACHE-response
Key-transport-request

o)

jei~N o o el Lo -

‘ Key-transport-response

9 ~.955 Reserved

(2! 14) Command field value
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Octet : 1 1 2 3 n

(12! 15) RADIUS data format

(Value 192~133 are reserved for esperimental use)
(232! 16) RADIUS Access-Accept Attribute

o] =%¢ EAHL& WEPY| T Heol a7E= djA
A9 AFAZE Y5 Hrgoz HAA FE& 2
2 AAR B5RHE A FHA2

2 93 39e ol AAH delay Y& 3, ALET
4 A4R-g Hrlstaz g

AlEHold-g AT #REY £ Z2FE ¥E vgH Z
vl AFE 84L& Pentiumll 800 CPUE ©AIZ Win-
dows2000 &4 AA e AFEolA OPNET80 Al &HHE
o] &3t AlBH oA S 3Tt

HA G E A8 AIE AT Utlization? dAH 4
5%7}E 9% End-to-End A9 Delay) S ZAsHE, 2
Ane o 2¥n 2t

CE 1) ME2di0jY #F4y

Network Bandwidth Delay AL
LAN 10Mbps 5ms 9600bps
Wireless 1Mbps 20ms 9600bps

NEFolA A AnE 2y, B =FdA A¢ wy
Move-23 HWAAE HF3t7] A3 AEA aAgmAx
Blla FAlol Move-£% wWAAY ZE 758 Ze
Key-transport 84 A& Bllo2) & o] w274 WEP
KeyS &8 + Atk s 919 #AAge 7)E9] IAPP
WA BT EA45H7e 23 9ot End-to-End Delay
249 4% o msec B A4 003904 A 0079 A&
Holi gI&& & & Utk ol F/I AR AT =
ZEZ Ay eHI =R EAE AT F AP Alo]d
Ao HAIA] A Fol A2 F Qe AASA AT A
A HAYE & F doH, STAFH APY FAHTT Aol
qrel 7] AEA FNINE ol &std BEE AFTFTE
FRol Sl

ty ro

2
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(12! 17) Utilization E&H(I1E)

(22! 18) Utilization ZH(H|oH)
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