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Implementation and Performance Evaluation of High-Performance
Intrusion Detection and Response System

Hyeong-Ju Kim'- Dae-Chul Park'"

ABSTRACT

Recently, the growth of information infrastructure is getting faster and faster. At the same time, the security accidents are increasing
together. We have problem that do not handle traffic because we have the Intrusion Detection Systems in low speed environment. In order to
overcome this, we need effective security analysis techniques that can processed data of high-capacity because high speed network environment.
In this paper we proposed the Gigabit Intrusion Detection System for coordinated security function such as intrusion detection, response on the
high speed network. We suggested the detection mechanism in high speed network environment that have pattern matching function based
packet header and based packet data that is proceeded in system kernel area, we are shown that this mechanism was excellent until maximum
20 times than existing system in traffic processing performance.

7|91 : 7I7MHIE 0|HY(Gigabit Ethernet), EOtALD(Security Accident), EIQJEIXIAIAH (Intrusion Detection System), & WES2
(High Speed Network)
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