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ABSTRACT

The interest in wireless LAN security is on the increase owing to a role of high-speed wireless Internet
infrastructure of wireless LAN. Wi-Fi has released WPA standard in order to overcome drawbacks of WEP
algorithm that is security element of current IEEE 802.11-based wireless LAN system. Pairwise key management
and group key management in a mixed-mode which supports both terminals running WPA and terminals running
original WEP security are very complicate. In this paper, we analyze flaws in WPA authenticator key
management state machine for key distribution and propose the countermeasures to overcome the analyzed
problems. Additionally, WPA authenticator key management state machine to which the solutions are applied is
described. The reconstructed WPA authenticator key management state machine helps the AP perform efficiently
group key exchange and group key update in the mixed-mode.

I.ME T Bl AHo] dE AREE EAlEE 3

A Al Al agle] FEo] v|dA RS W]
8l T Au|~E ¢ Hez s dE
rh dlRRe] FAW AFELS Wi-F o=wl

s
=
N
EN
flo
t)l
<}
i

[+3

r jf
rO
i
)
o,
oX,
o
rO
IS
R

Rt

* ARl A B Sl Pel(youskang @etrire.kr),  ** FFEARIEAIGEY A B R F A-5Hkhoh @etri.re.kr),
ek QR HAMEAIA Y A H H ol Te(cbh@etrire kr),  *#r¢ IFTAHREAIGATY A H M 5 ATk kyoil @etrire ki),
waxkx olalliet A W EA )&k (nyang @inha.ac.kr),
= 30 030422-0926, A 4=<lz) 12003+ 99 239



FH+EA18}8] =H-2] "04-4 Vol.29 No.dC

IEEE 802.11 4l 7|Hkg} AEo] FFH-Z olF 3
9ici1]. &Al IEEE 802.11b ##2 A& 24GHz
ddellr Zdf 11Mbps A$E45e] M)A AF
sk gled, HT EAEZ 9le SGHz W99
IEEE 802.11a 572 A|E3 24GHz o¥¢] IEEE
802.11g 74 AEL ol 54Mbps AESEE %)
A} e olejdl ASEE Pl Bska
T BEsp] 93 4 daeEet AR
2L A 59 Bk M| ATE 7 715 o
#38] 7]&2] WEP(Wired Equivalent Privacy) <l
2 Zell 9)&ska gl AAeltk WEP dawrz]Ee
IV(Initialization Vector)2] =& AL 7] ~EFl9)
Fd, 24 71 ARl mME RC4 7] ejolE -
A 5o Ao ds WEP 7] ZHeolo] Aglo]
H]t Au|2 Al Ay v AR
9|3 WEP &8 i 459 4 oy @
= Aeh2][3].

olof] uje} FAAM A|l~Ele] HIMIE Fol7] 9
3k x2o] Ax2x IEEE 802.11 TGi(Task Group
iyel}4}= RSN(Robust Security Network)o @ wiw
g A 2g BekrRE AAlsle] IEEE 802.1X AR
7} Q1% 9 4-way handshake 7] #2] Fo 8 A
A1E 7)3lsta, TKIP(Temporal Key Integrity
Protocol), CCMP <tare}Ze] ARgog A7t
dlele] 712A e Fpsikn doH4] =3
Wi-Fioll4]+= IEEE 802.11i Draft 3.0 £4]¢] £
& Ao 7 WPA(Wi-Fi Protected Access) 7142
AR, wrggoes FAlw Robr|ee] e HF
oz AHsty gJrHs). Wi-Fix IEEE 802.11 3
Aol Zpkgk FAdul Al Adessds IFd
Fe AW ARAY] vy QgeEZR AMAde
A3 AE EZFES FE3lz ¢en, IEEE
802.11b 53 1=, IEEE 802.11a 74 <= o]
o] WPA <3lFg 3igt drEn=s 753 w3
Ack

Ao BE AN2xdEL} FAW Ft=r) AA
Hog WPA AFEoz wAHchd —1Eq B4l
Alzeo] ek ek EAIE A 4 9lE A
o= ZdEch e A3 AH2ELET} WPA
AEFos wAEe] £85I} Srizle Fx9 o
7|l 71Ee] WEP WM FAldR sheel A28
WPA uAle] FAdal 7l=r) dofsiA] FEshe 7]
Zho] A7k A& Zlojc)k

o5, 7|&e] WEP uR] diviel AR
WPA A4 shdr|7} g&Eshs A%k Egtee &

582

;Ao g 4 glrHe). Egre FAlwl
el e tre] FAlE ©hEvlEe] shte] oA
22X Eof| &S AEdhs 5ol dAiElES
Zkzke] whdyle dis) AFS AAskL, 7] 2F ¥
*3 daelFe] A4S o} gk o] w9 7]
o& B ks daeiEe] A8 pairwise 79}
group 715 A aesfol shw, 53| group 7l
hte] AAM2EJIET} ho] FAdul hEvelA
EAlol "ole] A4S A =3H= broadcast YEF &
71el7] wiiell 7] el sl 7] dle] g%
= el 9 7] 3 k8 of% Y AlsEe
PE. darz|Hel Wi AEE sl s= B
7do] EA|gich

E =i EEo 749 349 7] e
E AYX)= IEEE 802.1X authenticator 7] =
AbemAls} WPA authenticator 7] 2| AbefmAl-g-
BAs), B Azb24] §1202] WPA authenticator
7] =] AeimAle] group 7] Euljel Aol FHof
slebe AL 9ilch gk $ME Fokd e S8E
e @2AL AXsla,  ATAdE WPA
authenticator 7] #&] AHHAl-S Helc)

£ =Ee AL ot 2 DAelE £
we FHA Asded EEE 4 A EA 7]
23 wkrlel IEEE 802.1X 7] #4 €hAl3) IEEE
802.11i 7] @&k wpAlE Avgsie], t]8o] 7] wst
Br} Ags]ojol = AREA Q1F 3 PMK 5
Axjol] sl drddtck migely B =Fel ¥}
T SFAAS AAXhe ERR= A2 7]

o

) Aol #Aste] dwisli, IEEE 802.1X 7] A%

AL 3elrk @3 WPA 7] #e] AbemAl
o #Hekd 247 AN AAE e A=t
o) Bog VA £ EEel Age dedh

n. 5 7| ug

S0 Azgelds) E4e 7] 2R WA
A F oA ez PR 4 ek 3 0 g
2 IEEE 802.1X authenticator 7] A4 Alein]
({712l 8.5.5%4 Authenticator Key Transmission
State Machine #-#%)-& AR8-3}= IEEE 802.1X 7]
A wleln], = o} shie IEEE 802.11i
authenticator 7] el A A48 8.5.6%
Authenticator Key Management State Machine 3+

fu

]

_P"

2



FAAAS $A 7] Hel WA olp

I Authentication Servelj{
ex. RADIUS

IEEE 802.11/11i

__ 802.11 Beacon(WPA IE)

802.11 Associate-Request(WPA IE)
4 _ 802.11 Associate-Response

<

EAPOL-Start

v

EAP-Request/Identity

EAP-Response/Identity

A\ 4

EAP-Request

IEEE 802.1X

Radius-Access-Request

|

4

EAP-Response (credentials)

EAP-Success

__Radius-Access-Challenge

Radius-Access-Request

»

Radius-Acceﬁs-Accept & MS-MPPE(PMK)

e
<

IEEE 802.1X or IEEE 802.11i

EAPOL-Key Exchange

v

<
<

712 1. EAP uMAl¢] IEEE 802.1X <lZo] 7]dksl PMK 35 32w
Figure 1. PMK acquisition using IEEE 802.1X with EAP authentication
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Figure 7. Reconstruction of WPA authenticator key management state machine
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