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ABSTRACT

It has become more difficult to correspond an cyber attack quickly as a pattern of attack becomes various
and complex. And, current security mechanisms just have passive defense functionalities. In this paper, we
propose new network security architecture to respond various cyber attacks rapidly and to chase and isolate the
attackers through cooperation between security zones. The proposed architecture make possible to deal effectively
with cyber attacks such as IP spoofing or DDoS(Distributed Denial of Service) using active packet technology
including a mobile sensor on active network. Active Security Management System based on proposed security
architecture consists of active security node and active security server in a security zone, and is designed to
have more active correspondent than that of existing mechanisms. We implemented these mechanisms in Linux
routers and experimented on a testbed to verify realization possibility of Active Security Management System.

The experimentation results are analyzed.
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