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ABSTRACT

This paper proposes a RSA crypto-processor for embedded systems. The architecture of the RSA
crypto-processor should be used relying on Big Montgomery algorithm, and is supported by configurable bit size.
The RSA crypto-processor includes a RSA control signal generator, an optimal Big Montgomery processor(adder,
multiplier). We use diverse arithmetic unit(adder, multiplier) algorithm. After we compared the various results, we
selected the optimal arithmetic unit which can be connected with ARM core-processor. The RSA crypto-processor
was implemented with Verilog HDL with top-down methodology, and it was verified by C language and
Cadence Verilog-XL. The verified models were synthesized with a Hynix 0.25um, CMOS standard cell library
white using Synopsys Design Compiler. The RSA crypto-processor can operate at a clock speed of 51 MHz in
this worst case conditions of 2.7V, 100°C and has about 36,639 gates.
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1. RSA gizgl Z2AMMe 1

Hl Farele] daeEe] RSA ohast d4kg 3
SmA, 128, 256M)E Ll 1288)E T4, 128H]E
A A odalel Hashh g4l S dap
(Multiply Accumulate Unit)E- 2A13Hd, w4, 32
A At P Ao vhE diks S|
o sk gt WAl 4 Aaks v 3
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454

A= RSA k33t ZaAxe] w4 #1847
7] Astd, Al sRlE dER AAEI.
a8 55 Fo|ZZ A A (core-processor) 9} FE3 =

Co-processar Interface is
defined as part of the
ARM Architecture.

ARM instruction set
includes configurable
co-processor extension

2% 5. ARM FO)E 24 A8} RSA I 21X <lE]so] A
Fig. 5. Interface between ARM Core-processor and RSA
Co-processor
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o] AET Rule 7 vrzE Aojsle] B3
HELS YRR sl 75S 7IRA sigink A
Aibel 9leir= Smart MACS- o]$83le] siw RSA
71 Adolag ¢lgh Al WA, fZe o34 9 Y]
TadlE] daRES ol8% EEE e A)Yst
=E AA 9 wAE TR Ao AsE TF
3, olell Hagt WrlaE] AU AE gzl &
3 Faet ¥ | 2ol AEE Al e
THE Smart MACoL} #ix|xe] gele) =7}
4 Ropd B T2 58 Wyg 3= 9] o
of @Al | A7l | 219 3 eE sklsle] o
e AR SRS AR AR E A=
TFE=le] gk
3E 7L AelzleA] B FaelE] dauelEd 43
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2) Smart MAC

Smart MAC-& 1289]EQ] 9= wh9jE rlEog
3l 128u]E wi9je) FAl, ClAl o 256u|E o9}l
A 74 4K multiply-and-accumulate) 2 A]$13}%
2 A= 7lRdeg 1288 F7]9 As
B 670E ARSI, o] HAAEE o] 83l Hagh
e Y F APSES sk ek

W9y SA1E olgsle], dalel del ¢l
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3k ek

Smart MAC <14F& $i3led 64 * 32H]E $4b7lc
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L gwle] odale] #estn, 128022 ATl 69
o] odate] Hesich v} 32 ¢ 3R2H|E 249k

256H|E 7Mb7|E o4 A-E, 256H|E Aoz
16W12] ol4te] Haalw, 128u]E9] ZHjol= 10W
2] od4le] dgsjck

% 8& Smart MACo]A
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% 8. Smart MACe|A A]8h= l4t

Table 8. Operations of Smart MAC

- (REG3) + (REGI)
= (REG1, REGO) + (RINO)

= (RING) 1 (REG1)

: REG3, REG2) = (RINO) + (REG3)

REG3, REG2) = (REG3, REG2) + (REG1)
(RIEGB) = (REGO) * (REG4)

REGI1, REGO) = (REGO) + (REGS) * (RIN1))
(RE(}I, REGO) = ((REG1) + (RINO) = (RIN1))
(REGI, REGO) = ((REGO) + (RINO) * (RIND))
(REG], REGO) = ((RINO) * (RIN1))

REGO, carry) = (carry, RINO)

(carry, REGO) = (RINO) + (RIN1) + carry

| (carry, REGO) = (RINO) + ((RIND) 1 carry

i set output REGO

et output REGI
set output REG2
| (REGO) = (RINO)

| (REGD) = (RIND)

REG) = (RINO)
| (REG3) = (RIND)
| (REG4) = (RINO)

2. RSA gi&s =2AMMe| 3ty Zot

AekEl RSA <33} ZaA 4 Verilog-HDL-E
o] &3tod 5}3FA] A ¥bA(top-down methodology)
o2 AA=Hg} Cadence?] Verilog-XL-g o]-&3}o]
g2 ofE] 100000002 ZAEsiich slelda
0.25um CMOS standard cell 2}o]Hz{2|E o] &3}t
o] A& slglom, 2.3(V), 100(C) FHel 274
Akl WAL nand2 gate 7] S.% reportsiith

E 9% RSA o] A& walr]s} 24k, 7Mb)
5 z23eR= v FadE] ZaAxrt YA€l RSA
a3t ZeaAxe] 4 Axntelct

X 9. RSA b33} Zaqe 34 A

Table 9. Synthesis Result of RSA Crypto-Processor
. RSA F58 Z2zAA

36,639 gates

19.49 ns

51.3 Mhz

17.63 mW

T3} Z2MMe| d5 ot

3. RSA &
¥ 10 Akd RSA k&3 zeAxe} &
RSA o33} Z2AME vl oot ¥ =il
A Alllgk RSA <fast saxaes b2 RSA ¢

5} ZRAARC o wE T2 FaeE 7RI, A
4315 RSA olast Z2AM R Wale] 24 34
g9k W) FomlE] dae]Ee] FIOSE AMsle
skt wje] Alele] 345 FQ Aol w2 73
$7} el fi]lelzln A7)

ae]a B =Follx] Aekst RSA g3t =244
= k& RSA <353} ZeAxHD} ekt HIE 4
o]& #|¢%kc}. Fudan Univ.2] RSA +53} 274
ARt chofel BIE AolE: Aztrg, Alef F7e
A Zolel e WAe] FoIet Z1os Azl

B oellMe e Azl -83l] 9l3le,
Aled A7t A 3 ] aselt HASE & A
o] olie}, xjad Ak WA RE UEF 5 9l
#42hd RSA has} Zaaad Acksialek

¥ 10. RSA ¢33l Z2Axj9 vz
Table 10. Comparison of RSA Crypto-processors

14(K) 38(K)

1024 H] configurable | configurable

- - (51271024) (12872048)
5(Mhz) 40(Mhz) 51(Nhz)
0.6(um) 0.5(um) 0.25(um)

- Yang's 4 | ¥ ¥avgl
¥ El
:Lj_:‘:,]ﬂj SR oba1e] &
s o are] it (FIOS)
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