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ABSTRACT

Password-based authenticated group key exchange protocols provide a group of user, communicating over a public
(insecure) channel and holding a common human-memorable password, with a session key to be used to construct secure
multicast sessions for data integrity and confidentiality. In this paper, we present a password-based authenticated group key
exchange protocol and prove the security in the random oracle model and the ideal cipher model under the intractability of
the decisional Diffie-Hellman(DH) problem and computational DH problem. The protocol is scalable, i.e. constant round and
with O(1) exponentiations per user, and provides forward secrecy.
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