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Abstract

In this paper, complexity and regularity of polynomial multiplication over GF(2n) are defined by using Hamming weight of
rows and columns of the matrix over GF(2) which represents polynomial multiplication. It is shown experimentally that in order to
construct the block cipher robust against differential cryptanalysis, polynomial multiplication of substitution layer and the
permutation layer should have high complexity and high regularity, With result of the experiment, a way of constituting S box and
G function is suggested in the block cipher whose structure is similar to SEED, which is KOREA standard of 128-bit block
cipher.
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S box can be formed with a nonlinear function and an affine transform. Nonlinear function must be strong with differential
attack and linear attack, and it consists of an inverse number over GF(2‘) which has neither a fixed point, whose input and output
are the same except O and 1, nor an opposite fixed number, whose output is one’s complement of the input. Affine transform can
be constituted so that the input/output correlation can be the lowest and there can be no fixed point or opposite fixed point.

G function undergoes linear transform with 4 S-box outputs using the matrix of 4x4 over GF(2"). The components in the
matrix of linear transformation have high complexity and high regularity. Furthermore, G function can be constituted so that
MDS(Maximum Distance Separable) code can be formed, SAC(Strict Avalanche Criterion) can be met, and there can be no weak
input, where a fixed point, an opposite fixed point, and output can be two’s complement of input.

The primitive polynomials of nonlinear function, affine transform and linear transformation are different each other.

The S box and G function suggested in this paper can be used as a constituent of the block cipher with high security, in that
they are strong with differential attack and linear attack with no weak input and they are excellent at diffusion.
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Oxla3 0x38 Ox1ch x4 0.000056 GO-SO ¥k
0x163 0xc8 0x159 Ox3f 0.000303 GO-S1 Bk~
0x18b Oxba Oxled 0x11 0.000112 GO-S2 ¥t
0x12b 0x71 0x182 0xd9 0.000206 GO-S3
0x171 Oxcl Oxlad 0x40 0.000411 G1-S0 ¥k
Ox1dd Ox4d Oxlfc Ox2f 0.000149 G1-S1 ¥k&
0x19f 0x84 Ox17b 0x09 0.000095 G1-S2 ®f~
Ox1c3 Oxf4 Oxlel 0x08 0.000130 G1-S3 ¥~
Oxlcf 0x76 0x127 0x63 0.000400 G2-S0 ¥kx
Ox15f Ox44 Ox16f Ox2c 0.000202 G2-S1 &
0Ox1a9 0x43 Ox1bf 0x2e 0.000518 G2-S2 ¥
0x165 0x06 Ox11b 0x18 0.000450 G2-S3 ¥t
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SEED9] F &5+ G 59 &3 v G
g9 Jgo] He Fxojoh EIF dFLS 30
9 G ¥gFE AAN o] O |9 & F
zoA G 7t SACE 9EFex ¥od g
o} Wt A% &g ey, o)gg Ay
o] 3¥ HIELW &9 BEF RET ®Hs}
AZE F Ak

SEEDAME G &4 €3 d3lg s 4
Abg sl A, AME] Aso] o3l Fabg AFlx
qek. a2d¥d el AdE fgits F oJj9 vE
b 0 ‘U Aot dAsloz siE] As
g8& 50%°lth. &, ®Ad date] A Haw
o2 FES AL 7IUE F gk

ueld e W3g FYd FEI A
7171 98lM G 4 SACE FFAAL 3t

2-4. 2t oY

G 8t X ¥8& Z 2922 WAgs= &
F2 32 HE AZ EYot, wEtAH ‘GX) =
X' A FA 'GX=X'Y quAFe g
Yol "t

£% F &5e G §59 29 gty 324
ddE FPEH. 'GX) = X7 He 99 X

of st F e

TO.0 = RO ~ roundkey(Kil{0}] ;
T1.0 = Rl " roundkeylKill1] ;

T1.1 =T00"T10;
T12 = G(T1.D ;
TO_1 =T00 + T1.2;
T0_2 = (TO_D = -TO_t
=-T00-T12;
T13=T02+T12=-T00;
TI 4 = G(T13) = TO0 ;
T0O3=T02+ T14
=-T00 -T2+ T00=-TL2;

RO" = TO3 = -(T0_0 ~ T1.0) ;
Rl' =T14 =T00;

7 goh mEA 'GX) = -X'7F He dEge
e golrh,

G @47h e d™g /AT, o 4o o
AHE AQ J15e FYsA gen A G

H 4 G Eol S AR MEHE WA
Table 4. Linear transformation matrix of S box on G function

S A 924
So = {0x1a3, 0x38, 0x1ch, 0xHM}
co St = {0x163, 0xc8, 0x159, 0x3f} A; = {0x2e, 0x17, Ox5c, 0xb8)
Sz = {0x18b, Oxba, Oxlcd, Ox11) Ap = Oxle7
Sz = {0x12b, 0x71, 0x182, 0xd9}
So = {0x171, Oxcl, Oxlad, 0x40}
Gl S; = {0x1dd, 0x4d, Oxlfc, 0x2f} A; = {0x17, O0x5c, 0xb8, Ox2e}
Sz = {0x19f, 0x84, 0x17b, 0x09} Ap = Oxle7
S3 = {0x1c3, 0xf4, Oxlel, 0x08}
So = {Oxlcf, 0x76, 0x127, 0x63}
@ Si = {0x15f, Ox44, 0x16f, Ox2c} A; = {0x17, 0xbe, 0x5e, 0xb8}
Sz = {0x1a9, 0x43, Ox1bf, Ox2e} Ap = 0Oxle7
Sz = {0x165, 0x06, Ox11b, 0x18}
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Table 5. Characteristics of G function
GO Gl G2
No of 2 input EXOR gates h28 gates 528 gates 528 gates
Maximum Tpd 5 gates 5 gates 5 gates
SACavr 0507 0501 0505
SACdev 0.032 0.031 0.031
Vi{SACavrt]l SACdev) 60 % 60 % 65 %
Vi(SACavr+2 SACdev) B % 97 % R %
Vii(SACavr+3 SACdev) 100 % 100 % 100 %
g 3 S THAX Folok g S it ROMI14]& AHE-3le A9 4709 8 x
2 SS whx ROM[17] & MBIt B9 Ao
x 8 S gtA ROML g F&3HE Afo] Md
3. G &5 44 E’i% FHFAE FEHIE d¥ 28HE 2 ¥H

APJAR-422E G 59 HA¥Hg $d4
Aate Bz FHEs Eolop BT A
A3 AEe @ 4 AUtk GFA)AAA FAlo 2
Zre Ao ge 401, FHEY HR g
080lt}. olgjgt =9 MYPHY PP F-3
o dndFol 9sle] YA}

-39 dngEFs HL3q APH G
B F-40] B},

E-4904 S={Q, M, P, C}= 4-199 Q, M, P
2 CE 77 Jehdn

Ai={Aq, A1, Az Az)e 4-59) GF(2%49] 4 x
4 &% P49 Z+ JEL JehdH, ApeE ¥

i

g

d4 o] YAjvhetHo)ry,
V. 78 3 Fot
G 55 LAZEo2 FTHIE A= 8
x 32 8S ¥r2E vz Aol F& Aotk SS
whAE 4700 8 x 32 WRgES oz 3o}
st=giolz FHEE A= 4709 8 x 8

XOR AlolE9] 4 & Hd AL AAMLE
ol Balt

4 Z4e MDS Z=olWA SACE BE
T 7tR 4e¥ 3 & =¥9 G 5=
MDS REE AHASEE SACE wEss 7wt
Hosld "o Ve #HF SACavr, V9 &
2} SACdevE 4t&3le] E-59 5?]1:}', x
°ﬂ A V;(SACavrtn SACdev) &5 SACavr
9, otell n¥l el SACdev Tztel —:Eﬁ}r‘f \Y%
"}E}‘ﬂ‘:} EE Vyzl Hog FHe 23
TXE o]lFEE ¥ =89 G ¥gFE SAC
BEA
q_?]i SEED G %49 AE&4A4 Bde 42
MDC ==& AA4HA &ev, SACavrd
SACdeve Zt7} 0.3763 0.2198 SACE wWEA
1A B3} E£I SEEDe] S1 whx S2 wha
2 G gre ted 22 I 4"9E Y

r&

:1.1

mlm N I R S

SEED S1 utz2-9o] ¢f3h 919 ¢
2AA 0 S10x17) = 0x17, S1(0xeb)

Oxeb
A

I

: S1(0x48) = 0xb7, S1(0xfa)
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AA : S2(0xlc) = Oxlc

SEED G &9 s 949 :

IAA - G(0x32732f7) = 0x32f732f7

G(0xa867a867) = 0xaB67a867

A4 G0x5a2e96fh0) = 0xa516904f
G(0x6fb05aed) = 0x904fa516

29 B4 . G(0xd60b3903) = 0x29f4c6fd

v.Z2 8

AFHS ARFAo| 2GEUFE ¢S L A

g HgsA ot olo] WA AR i »
gto] T2 EAE YFHUEA FERE BI8T
EHAQ F&& BR8] A g3 "ae
ol TUE Ut} olF oy weA £
‘43}@]"15 SGIARRINEE FHo2 Y

E7MES} 3502 128 HE BE ¢35 g1y
?;ﬂ SEEDE 19989¢] Aested B/Hshsct.
=R E B2 ¢3oA ol Atgdte

SPN(Substitution Permutation Network)e] &
=g AR BHE s X (substi-
tution), 23 (permutation)?] ¥ 7| AZFox 7+
A2gstn, F #@Ez9 SPNE sy SPS
(Substitution Permutation Substitution) 42
FolA BEsGR, SPS #9 EA4E 488
Estd 4t

AEgAZFH nE&AZFLS GFEHY F4& X
gat=d, GFRYY F48 GFOAY osaty &
g BH3T PPAo2 MBI T, PP
g3 dof Y /FEXNE GFEHYE FAY =2
To FAZE A3t AP & F3o A&F
Aol 73 SPS & TFAs7] dsiMde, wlA
g ABASY AYHBAZY AT o] Mz
getofai, P PP o] ¢golx, 1 <zt
o) BEx%o FHLY} wotoldE BT oy
AY AAE 28439 et EEA 128 H|E
EE o3 ¢u2lE SEEDY S w29 G
g TSt Helg At

134

(. fn
2

A Atg S Btxe G e AR
HE A Astx, g g€ol glon,

_)‘:].qul- /Ho] =g o35 u
2 888 5+ Y

S

B 4o

o]
[e) A

lo ¢ N fx
)

Lz &t o
4! i

oL OJ-

Zn 28

[1] ANSI X3.92,
for Data
NIST, 1983

[2] HM. Heys and S.E. Tavares, "The Design
of Substitution Permutation Networks
Resistant to Differential and Linear
Cryptanalysis," Proceedings of 2nd ACM
Conference on Computer and Commun-
ications Security, Fairfax, Virginia, pp.
148-135, 1994

[3] HM. Heys and S.E. Tavares, "The Design
of Product Ciphers Resistant to Differential
and Linear Cryptanalysis," Journal of
Cryptology, Vol. 9, no. 1, pp. 1-19, 1996

[4} HM. Heys and SE. Tavares, "Avalanche
Characteristics of Substitution Permutation
Encryption Networks,” IEEE Transaction on
Computer, Vol. 44, pp. 1131-1139, Sep.
1995

[5] E. Biham and A. Shamir, "Differential
cryptoanalysis of DES-like cryptosystems,"
Journal of Cryptology, Vol. 4, No. 1, pp.
3-72, 1991

[6] M. Matsui, "The first experimental cryp-
tanalysis of the Data Encryption Standard,”
Advances in Cryptology, Proceedings of
CRYPTO ‘94, Springer-Verlag, Berlin, pp.
1-11, 1994

[7]1 S. Vaudenay, "On the need for multipe-

"American National Standard
Encryption  Algorithm(DEA),"

rmutations: Cryptanalysis of MD4 and
SAFER," Proceedings of Fast Software
Encryption (2), LNCS 1008, Sprin-

ger-Verlag, pp. 286-297, 1995

[8] V. Rijmen, ]. Daemen, B. Preneel, A.
Bosselaers and E. De Win, "The cipher
SHARK," Fast Software Encryption, LNCS
1039, D. Gollmann, Ed., Springer-Verlag,
pp. 99-112, 1996

[9] J. Daemen, L. Knudsen and V. Rijmen,



SEED 84 tsold $2o] 28 S wash G #4548 A

(10]

[15]

[16]

[17)

(18]

(19]

"The block cipher SQUARE," Proceedings
of Fast Software Encryption (4), LNCS,
Springer-Verlag, 1997

AM. Youssef, S. Mister and SE. Tavares,
"On the Design of Linear Transformations
for Substitution Permutation Encryption
Networks," ACM Symposium on Applied
Computing (SAC'97), Feb. 1997

NIST, ‘"Advanced Encryption Standard
Development Effort." http://csrc.nist.gov
/encryption/aes.

Joan Daemen, Vincent
Proposal: Rijndael", 1999
FEARRTAE, 128 WE B2 ¢5¢n
21 & (SEED) /i 2 24 B 114, Dec. 1998
Young-Ho Seo, Jong-Hyeon Kim and
Dong-Wook Kim, "Hardware Implem-
entation of 128-bit Symmetric Cipher
SEED," The Second IEEE Asia Pacific
Conference on ASICs, pp. 183-186, Aug.
2000

°l ¥%, “SEED ¥& ¢xejFe FPGA THS
9% RTL & VHDL 44 $ddsdz o
Y AFE I HAHEH=E, 2001

A %3, “SEEDe] widt A Brute
-Force B2 <412 F,” I5¥FTogn AF
B g3} AAtst =g, 2001

A Ae, B §7, “128 ¥IE SEED ¢35 ¢
nelze uEAASE A Hoeo] 7@
SAFRREE3A, Vol 11, No. 1, pp.
13-23, Feb. 2001

L. Keliher, H. Meijer, and S. Tavares, “Ne-
w Method for Upper Bounding the Max-
imum Average Linear Hull Probability for
SPNs,” Advances in Cryptology -EIRO-
CRYPT 2001, LNCS 2045, Springer -Verlag,
pp. 420-436, 2001

K. Nyberg, "Differentially uniform map-
pings for cryptography," Advances in
Cryptology, Proceedings of Eurocrypt ‘93,

Rijmen, "AES

LNCS 765, T. Helleseth, ED., Spri-
nger-Verlag, pp. 55-64, 1994

[20] Serge Mister and Carlisle Adams, 'Pra-
ctical S-box Design," Workshop record of
the workshop on selected area in Cry-
ptography(SAC'96), Queen’s University, pp.
61-76, Aug. 1996

[21] T. Jakobsen and L.R. Knudsen, "The

[22] Webster, A.

[24] Jennifer

interpolation attack on block cipher," Fast
Software Encryption, LNCS 1267, E. Biham,
Ed., Springer-Verlag, pp. 28-40, 1997

and S. Tavares, "On the
Design  of S-Boxes," Advances on
Cryptology, CRYPTO'85, pp. 523-534, 1985

[23] AM. Youssef, Z.G. Chen and S.E. Tavares,

"Construction of Highly Nonlinear Injective
S-boxes With Application to CAST-like
Encryption Algorithms," Proceedings of the
Canadian Conference on Electrical and
Computer Engineering(CCECE'97), 1997
Seberry, Xian-Mo Zhang and
Yuliang Zheng, " Systematic Generation of
Cryptographically Robust S-boxes," The
preceedings of the First ACM Conference
on  Computer and Communications
Security, pp. 172-182, Nov. 1993

[25] Nyberg, K., "Perfect nonlinear S-boxes," In

Advances in Cryptology, EUROCRYPT'91,
Vol. 547, Lecture Notes in Computer
Science, Springer-Verlag, pp. 378-386, 1991

[26] J. Daemen, R. Govaerts and J. Vandewalle,

"Correlation  Matrixes," Fast  Software
Encryption, LNCS 1008, Spring-Verlag, pp.
275-285, 1994

[27] J. S. Kang, C. S. Park, S. J. Lee and J. L.

Lim, "On the optimal diffusion layer with
practical security against Differential and
Linear Cryptanalysis," Proceedings of

ICISC'99, LNCS 1787, Spring-Verlag, pp.
33-52, 1999

MAE ATH

uixt4(Chang-Soo Park)

19951 QA Aapgdts &
Q&3P

s 2001 RAEtw Akgidiskl A
Felgata Ed(FEiah

2000387 FAAGTARY BT )}

¢ AR BEANZAA, G Fwel AF

135



¥ YA BTN =2A A Az

£E%(Hong-Bok Song)

1983 Fosta AT

% &4

198513 Ql3jefEta ol AR

a} 2HEEHHAD

1985 - 1990 : FoF}id) AAEAlT 2

1989 - 19901 : A T ARFEY AT

190 Fobehetst 3t kgt SU@ D

1994-1995'd o4& wlopaly] aigta 7] AA-EEy-

(POST-DOC)

1913-84) Feld & AR REATHY 2

% FAEet : thAlze] o]& R Alad AdAl, VLI
AA, vlelagze AN 34

ZZ%(Gyeong-Yeon Cho)

1990 <lstefta ot Aaky
A3 ARFHAF (FHMD
19831991 AMEAFE 7ledT
Y74

1991-8A) #AE gt AR e
I B

19912001 ARAFE sled T4 vl leaE
1998-3A) ofolAUL ApefolAt A WA IeTE
¥ ARl AWNITE, MEAHBAA, 45 ¢

a=E

136



