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The Implementation of A XML/PKI| based Digital Tax Invoice System

Jin Cheol Kim* - Young Whan Oh**

m Abstract =

As the e-Commerce based on the XML technology is getting bigger, user authentication, integrity, non-repudiation
and confidentiality has become important for security. Since the XML technology is widely used for exchanging
information among the Internet e-business systems, the security of XML documents is essentially required and XML
digital signature should be supported. To support the digital signature of XML documents, W3C proposed the
XML-Signature specification as an international standard that describes five transform algorithms. In this paper, we
design and implement a XML/PKI based digital tax invoice system. Qur system supports the five transforming algorithms
defined in the XML-Signature specification and exchanges digital tax invoices among enterprises securely. We design
and implement the flexible and efficient system consists of reusable components using CBD{Component Based
Development).
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- <ti:Signatures inoid="3" xmilns:ti="http://www kiec.or.kr/schemas/DTIFormat”>
- <ds:Signature Id="berra” xmins.ds=http.//www.w3.0org/2000/09/xmldsig#
xmins:xsi="http//www.w3.0rg/2001/XMLSchema-instance”
xsi:schemaLocation="http://www.w3.0rg/2000/09/xmldsig#ebxml_signature.xsd”>

- <ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal” />

- <dsReference URI="">
- <ds'Transforms>
- <Transform Algorithm =
<Transform Algorithm =

"http://www.w3.org/ TR/2000/CR-xml—c14n-20001026"/>
"http://www.w3.0rg/2000/09/xmldsighenveloped- signature”/>

- <ds'Transform Algorithm="http://www.w3.0rg/TR/1999/REC-xpath-19991116">

<ds:XPathxmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">not(ancestor-or-self::Signature)</ds: XPath>

</ds: Transform>
</ds Transforms>

<ds'DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal” />
<ds:DigestValue>Q4QEOn AjGO17kNtLOi X wasdqy s=</ds:Digest Value>

</dsReference>
</ds:SignedInfo>
<ds:SignatureValue>

Z5IM/7ZBxjKUshgb& VmW Jtah/COkvqK1Q27K/sstdaZ 7K +5roX AdPapwh Jw785[P2U Jg WDrOvLpV zUU93SiU/ zHZt
vZshfthi8qwiGt TaEQGrxup2PDaAOGGx/0SGt39NzS62eUnWIdQDBNNTx 7qeZte Gy DIh3d3crpZOy slo=</ds'Signa

tureValue>
- <ds'Keylnfo>
- <ds:X509Data>

<ds'X509%Certificate xmlns="http://www.w3.0rg/2000/09/xmldsig#">

MIIDIDCCAomg AwIBAgICM/4wDQY JKoZIhveNAQEFBQAwWTTELMAKGATUEBhVDQxMj AxMzM1

OVowbDELMAKGA.
</ds’X509Certificate>
</ds:X509Data>
</ds'KeyInfo>
</ds:Signature>
</ti:Signatures>
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AA TARE FESte] AHsles itk Detailg:++ />~<ti"Total Tax Details-+++-- />

A, XML YAE AA] ARggk 2717] 719 AFAAA Q8] 8 E AR Bojrke 434
gdug]EL RSA ¢ugEs Abgslga, wlAA Efolm <ti:Signatures::--- > ~</ti:Signatures
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<TaxInvoice>

+ <tInformation. Details -+ >

+ <ti:Supplier.Details --+--->

+ <ti‘Buyer.Details - >

+ <tiItem.Details - >

+ <tI'TotalChargePrice.Details «-+++->

+ <ti'Total Tax.Details --+--->

- <{i:Signatures inoid="1" xmins:ti="http://www.kiec.or.kr/schemas/DTIFormat”>

+ <ds:Signature Id="berra” - DIRTIITPRIIEY > FgA A
+ <ds:Signature Id="heera” - PRTTIPPRRS > FaireEal Ay
</ti:Signatures>
</TaxInvoice>
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<kdn_dti: TaxInvoiceINOID inoid="1"---+->1</kdn_dti: TaxInvoiceINOID>
<kdn_dti:Reason inoid="1" --->% 7] A}
</kdn_dti:-Reason>
<kdn_dti:Requesterldentifier ino:id="1" xmlns:kdn_dti="http://www.kdn-dti.com/” RequesterID="berra">
0123457890
</kdn_dti:RequesterIdentifier>
<kdn_dti:RequestDate ino:id="1"------ >2002-11-11T10:20:45
</kdn_dti:RequestDate>
<kdn_dti:Signature inoid="1" xminskdn_dti="http.//www.kdn-dti.com/">
MIIGUWIBATEJMAcGBSsOAwIaMIIBywYJKoZIhveNAQcBolIBsASCAaw8P3htbCB2ZX J6VGFASWo2b2ljZ
..................................................................... SPKCS#7 dele] Ay AR(EFAD
</kdn_dti:Signature>
<kdn_dti:Signature ino:id="1" xminskdn_dti="http//www.kdn-dti.com/">
MIIGYgIBATEJMAcGBSsOAwIaMIIBzg Y JKoZIhveNAQcBolIBv wSCAbs8P3htbCB2ZX Jz6 VGF4SW52b21jZUL
OTOIEDSESL:+eveseveeerseresnnesnnnnaenees SPKCS#7 fsé EH _0,] }\1 5] xé H(Z ‘t‘lurl—::;q.)
</kdn_dti:Signature>
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+Configuration

+Config

+ConfigurationExceptior

taxinvoicemanage

buyerdept buyeruser buyer zipCode xmlcreater
+BuyerDeptHelper +KdnDtiPhone +KdnDtiSite +KdnDtiZipData +XWLFactory
+KdnDtiBuyerDept +KdnDtiUser +KdnDtiCEO +KdnDtiZip +ZipCodeCreater
+KdnDtiContact +KdnDtiBuyer +SupplierUserHelper
+KdnDtiConnection +KdnDtiContact +XMLCreater
+KdnDtiUserPW +KdnDtiResidentNumber +BuyerHelper

I +KdnDtiBuyerUser +KdnDtiCompanyInfo +TaxinvoiceManageHelper

= XWLHelper

gna mail *

— +AnnouncementHelper
:Eggg:;gﬁzter +T§x!nvoiceHnger_ i
+KdnDtiAttachFi les I I +DigitalInvoiceOriginalHelp

db faq +BuyerUserHelper
+DBHe lper +KdnDtiFAQ +FAQHe Iper
+DBHelperFactory +KdnDtiAttachFiles +GeneralXMLHelper
+OracleDBHelper +XMLHelperFactory
+DBFactory +QNAHelper
datacenter +General DBHelper :gugpé'e;Heapir
+KdnDtiDataCenter +DBManager l atalenterrelper
+KdnDtiWriter +TaminoDBHelper announcement
+KdnDtiAttachFiles TKdnDtiVriter
+KdnDtiAnnouncement —l
environment digitalinvoiceoriginal
+ENVIRONMENT +KdnDtiDigital InvoiceOrigin
config |

+GeneralConfiguration

+KdnDtiAttachFiles

+KdnDtiTaxInvoiceManage

supplieruser

+KdnDtiAdmissionState

1

supplier

+KdnDtiSite
+KdnDtiMember
+KdnDtiContact
+KdnDtiCEQ
+KdnDtiCompany Info
+KdnDtiSupplier

+KdnDtiConnection
+KdnDtiPhone
+KdnDtiUserResidentNumber
+KdnDtiContact
+KdnDtiUserPW

+KdnDtiUser

+KdnDtiTask
+KdnDtiSupplierUser

+KdnDtiResidentNumber

1

taxinvoice

+TiltemDetails
+TiSupplierDetails
+TiCEODetails

+TiBuyerDetails
+TiltemTaxDetails
+TiTotalTaxDetails
+TiPaymentDetails

+TiAgentDetails

+TiContactDetails

+TiTaxInvoice

+TiUnitChargePriceDetails
+TiChargeableQuantity

+TiOrganisationDetails
+TiltemChargePriceDetails

+TiCommunicationNumberDetails

+TiBaseChargePriceQuantity
+TiProductServiceDetails
+TiPostalAddressDetails
+TiTotalChargePriceDetails

+TilnformationDetails
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