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A Case Study of Business Process Centered Risk Analysis for

Information Technology Security
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Due to the increasing complexity of the information systems environment, modern information systems

are facing more difficult and various security risks than ever, there by calling for a higher level of security

safeguard. In this paper, an information technology security risk management model, which modified by
adopting the concept of business processes, is applied to client/server distributed systems. The results
demonstrate a high level of risk-detecting performance of the model, by detecting various kinds of security
risks. In addition, a practical and efficient security control safeguard to cope with the identified security
risks are suggested. Namely, using the proposed model, the risks on the assets in both of the I/O stage(on
client side) and the request/processing stage(on server side), which can cause serious problems on business
processes, are identified and the levels of the risks are analyzed. The analysis results show that maintenance
of management and access control to application systems are critical in the I/O stage, while managerial

security activities including training are critical in the request/processing stage.
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