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A Study on the Improvement of Wired and Wireless
Network Survivability using Integrated IP Management

Si-hung Kim* - Ja-Hwan Koo™ - Byung-Yeon Park**
Hark-Soo Park** - Jang-Won Choi** - Jae Young Lee***

ABSTRACT

Computer Communications and networks have been revolutionized by technological advances in the
last decade. There has been an increasing interest in the network security because of the growing
popularity of Internet and the importance of networking in business area. With this growing interest,
Network engineers come to more concern about improving network survivability. In this paper, we
suggest the method that improves the survivability of wired and wireless network. To achieve this
goal, we propose the integrated IP management with monitoring network nodes in the same network
and controlling its activities.

43



44 HEEZ=IX| H3F HM3%Z (2003.9)

S
M LANS

o
o el E AL
A

QA A, PR 5l B4 o FEA
FA, T, AU B4 Yz B

w3k & R4 AEUe AR o F 2
A MEAZE Ba AuU Hsg A3
2 5 At 849 e etk T4 AHY
g olgad o] FAI PDA 5o o158 ©
2712 QA AUAY AU FEE F Qo
D2 BgE 4u g% AA4AY 52 ol%
A 9IS oM FIFOEH 7|Ee

QAEU B A, FHA AGL FRY &

2y oleh el HFH UENZE T3

Aust 9z Ex WzHw, a9 AR} g
gol #29E 5 242 By A7 WAl 2

Aoz AR FHow
o Hs 7t B4 Fokske
o o d & glo] ol EAle Re9 %@
A AR st & A
olof thgt 7] A7t o Aol
o] & g Al WA EAL -
OIEMMM Sikcly Xéi
=& 7] YA HF
ﬂE Az Bt gy c}° o=z w3ty
2] A zE T AP T 2 Bt Al

A8} wAysE 9]

ot

N
)
>
L
s
o o @ N orx

ol rio

44

Mo
o

ol
o

MAEn, MEAD B FYAE Fol
o gtk 2y oY@ FATeR
E92 Bl og gAF A
e opyw, WEgaclA FHoba ofe
AsiHE B F - TA
52wt AAe we FBHol
9 zg

[*] ___10
ol
2
w2,
=

bo o
o 4

il
Lol it e

2,
X
o) ml
©

2 =
Ay -

u
m>~
Mo
= o2
%
0,

2 2 |o
L
£
—
-
=

He i
o}{r’i Jo

% 4y

o

W o oge 2o lo
> iy

Moo |

o for X

e i

2

rr

o
offt
2

% x o o

oft
ny
o
fru
o
el
oX
oy to w
Jot

N

2 u
o TR
N

24

i

Mo

2

>

oy

o

as)

-hl

»

o

0%

r 2

i
et
ot
2

= 2 o

e oo oo o
o

qa9) 429
A 2ol N E HES
Age G, 33
T BelE A

2
>

ool
oL

rB

= )
2
o
ot
ol

o,

9

o o}m
N
>
m

doy T

R L Y A )
=
fu

)

il

f -

-0,

2

N ol ot e

2
5o rie oz
>
-
TR

o
. 2
x
fr
o

Bront 2 B % o

ot >

= %)
B
%
ro
o

Jot
jt
2
=
i
QL

[
2L

o,
i

2.1 HEHNZ

vE A g FZo] thstsa X3 A
I YE 7heh o2 u a

7145 452 d77 Hojxlm gk @A o
EY Hol 7]&e A AF
AY &3 A" &34 g
o Ags F 5oz st watyoluy i3l
e e go] Al EHle BRI
7] §18 ug Alz" el EQIY] AEA
S Eole A" Fol vl MENHA A&
Fold, MEYA s THolv A" 2,
ot K5 FoE Alxdel ¥t wA st
BE N &EHo g FAste MU AE A FEE A



IP £ 22 &8 7 - R HESLI MEM ool Bt AT 45

S 9 AFH FAA dFske dHE 1Yy
AAT, A= YEDA 23

2.2 HEQ3 MEM Wol

YEYZ A& B8 Jd7E DARPAE 5
Aoz s Ay Fo e ITS(ntrusion
Tolerant System), FTN(Fault Tolerant Network),
DC(Dynamic Coalitions)e] M@ o R o] A
A &8 yAgstxn urh

ITSE Alzgd dF FAX o3 szt
ANEEol Hart LA ALY Alx" Ui FH
Foz 37t DASAE AR A FE
ARE AU2E AEH R ATt R AL
98 3t 7| ARRE Ao 23 EQ]

W, e} WAUZ gahE, Y A A2Y

o H i=}
59 434z Fuda AT Aoz 2

s wAsE Asdel s g3
T, A% W] S4E setstel B4 A
AsHor AFsty) A PP A

A T

st

off fu 1o Jn 1l-> ol Wi ot mu Ok
K
-1%:?‘311&3;9;
e
N

oo

45

= 71ES Mg ITS7 AR A1~
ES A 2oz )zt 2
A &M o2 A
ATt Sod, FINS HEHA

& ol &dte] Abgate Al 7}
g 2 4 ok FINS
13, 4 4g2oz <
|E oA Al F 3t
Z ARE A Al A F st

o2
1o
ol
fin4

o}

_r;_';o_u_'
I«

Eoan xR
o

orete ATanh & 24 43oz QA
2yste dEY2e) AaE Aasteln, e
2 A8AE meHoz DSt Ak ALE

84 nasHe Aol o BAL
o AWz AR AL wolalm BT 4 9
= ole3 BAAe 29AE Boye A&, T
Aol daid ge NS Brsn YEAD
o N5g AARAANE 1% Fol dE A7)
Assn ek

DCE YEH A
A2 g2 JEYIEY dE8S +Asty

3.1 et 7|=9 7|2

= Bl 7, ol x o mekabm %A

& AT 37hekn vk B3 AHUE FelA
&%, 34, #%

qF T BA TAs 444
%_



3l HeE Ve AA A= TR 91,
K2 AH
y PN
XE HE & A
29 A
e —— ne
= | E=Z0| S0t =
e {?
Lan 2 e s
B E
) e FE
EYm 25 B
T A e A S0l 2
4¢§% BEIES
sase |
ALY
— &F3 YEA3
OIE{ S 2 WAN Bl A 9F ot
SENETeSERsEEDy N TH, HX
T =8, vz
Wil =

(ag 1) 2oy el

AAE Aag neteln, B st

2 netolth (1Y DI B2E AREG @

wolo] e B 9

A8 AR L E4 5o FA o

2q moke] £3Th F ALY Bore 7,
4

=] E
Z1:!'1‘,‘I"o

ojgjxet 22 FZH A FRREE

& ATsy, F2 IAA B #¥e]
o S A" Hhe] suE HZ g #4
< B e 39 g9A Aa"e] ok Y 7
A Al2EE AlxElo] EY A tig HYS
S7Hor gAgL dAE ¢ e Ves F
YApell gk =RAA AHGE "ASHL, FHA
A AFEAFel o Lol HEE FAsE A

46

of Zgolth Alxdl ueke] Yg ATE vl
QA Bom tae AxY Bt B3 A
o) Qa, YRRE Axge] B B7h 7lE 0

FrHA e =3k & AHu o] i)

Ao RAZHD YEYAY TR AR
of et B AxFHu gl MEYA Heke 4
EYadere =4, fAx | AR 9% 5
o] FZ el BRRE A8 AE AFs)
HEYA Hets 53 AFE= AREFE Ay
25 A GeT 22L& A7

5].‘—_—

dlol 8 =

1ot o

N
il

o AHEA A%

g 4 glofof gk
o toly A4 AH HolEs} A%
WAAAEA AR ¢ glojof BT,
o 291 B4 SAAT AAAE S4B
T

AR WAR 52

WAAE AP A AL

olgjd FRWS AMu|Aae st wAYS

%3 % 139 & glow, o8 71 E‘r%k
& WAYZ] oaM AFHE Aol YurHo]
ok (2 2)= <lEjyle] 7]uel TCP/IPlA o

2E

A MELa R WAYUSS HoFT
S/MIMEH PGP
Telnet || FTP [|s-HTTP|| HTTP
SMTP

Transport Layer Security(TLS) | Secure Socket Layer(S5L)

| o |

Internet Protocol

(23 2) HEYZ 2o tHUS




P&

=

[Psece IP AlZolA HBRBS MH|2E AT
stwy, TLS/SSLL TCP Al&3 oZ Aol Al
Z Abolo A%t S/MINE# PGP olwlYd
BHol 7oy S-HTTPE ofZ Aol A=<
HTTPo 2<k Aul2Z AF3ch olwidl= o
A9 YEYA He fAUZeR A A

Nzde 5 & ATk

=
=

AellA dHe 4 PKIE FAsHE 4719 &
FAQ LA o T4 A AHEAE o
Akl AFA el Eep A 9F Azl o
3 AT FRES A T3 OCSP(Online Certifi-
cate Status ProtocoDY, T4 @@&7]e] AA 5
AstzE e S Basty] fste AgH
Bek BE Fol ¥4 WEHa ol M PKIZ

5
TA87] A3 R FA] giolh

K=
=

froag

k)

T

3t 1

e

T

47

S5 8- 24 UEYZO MEY S| BE AT 47
4. - 2M YEYINN IP S8
ze| JlE

4.1 1P S8 #Hal9 Jid

BA % #E EYT Y HA
o7 HUEHHY FozH H ESL
ol o] ALEAIE AL FA UIEYA I
PCe IP F4uY HESA AdEH o]~
qoF wE ooy og WA AL
71t oA E S TS dE A
Adgozn YEAY HEA
S T3, = R VEYA

A SRS VEYa J98 o
, AL B s
e 2 MEYA A

T 5 AT olRe 39

P
2 44

=
9]

3

ok
=]

=]
=g
9 24l u

A&

al
=

ol Aol YELA A ¥ RS §33
AA Tt

Interception(Ll) |

(28 3) &

F4 HEZ9 IP X AlAH



48 HEEZ=EX H3A 3% (2003.9)

Ejule] A gol= ALL IP 7ide] =dso] &4,
HEU ol Mu] 2 A

ol S sbsta o HEe AAd A

FE3 AdEol vpdolA olFo|xa gt
olZA P9 T3 &k P9 Ad2 HENA

(1" 3)+= IP F4& FTA Alz=¥e H

A=
&£FA

4.2 Ip s& #e2 74

IP 23 el YEYIAA AISHE P F
&8 o] F Alojste Wy A Al 2"} my A A
ARE AFs7 s EAAZE TUHY =
ol HERZ FAHEt WYAE oo|dE A 2¥
oz72%E 19 IP 54 2 HEY= /Y A
HE Wolso HEAY HEF dF T}
3 o2 Ediz AA" Ao JuiEs AL
S A3 YL VEYAY EA 2A B
2 A7F WA A2ee] 22 o) AR
gon, A uiEE Efy da A ww
A zdo] thi AFE oo HEA WHEA
Ao AL ot 2& A Visez 74
A

Wso] £1d UENA AR % 1P F
Hoged od g FPA BHToA
P F2o 32 A§S 9 & Qa, AAHe
P F4& AS Ueld] e $AE 3 & ek
4.2.2 IP & AHE- A5 39 7%
oA 84 85 P F4E #el 4
3 wmate] Aol swsEAL v QA7td AHS

48

Aol AL P F2E ARAYOEA UE
A2 Age Wheshl BER ndg Y

+ gk
SOl HE A2ue YEHD ATHET 4
Aol e A9 AR W P F2E 5
Aste] wel AsdolA Fustn B Aag
o Aol wet [P FAE Aojah Alxgolth
Y A3 B Py
WA 2
= deldE ¥ AgAT
O

et 22 AR 7]

olr o
|
fr

:[L
1) MESI AY AR 2E 53
YES =] d2d e 2

&, N2d o)F, A ol§R

Y
N

o

e

~
I

o

@
2
X
I—N
i
o
=

i
, =2

DR

S
&
ol
B
i

1A RUEHEY V)

A YEYINAY BREHqHAE HFIwHS
AAZe 2 BUEY oz YEYA F
Hlo] W7 glo] MEYA IP F4 7t 7F
Ecin=
3) @ Alad" g 7E
#HE Aoz RE QVE IP F4 F5F
Aol A VELINA HAALF RUE
g Jlsor 7% IP F4E vluste ¥
A7ME P F47t AHEFold o v Al 2]
S Aoz HEYA FAE Erbest
A sta BeF 715E ZEAE & Ak
(28 49 Zhd 2x FE UEHT A4
ARE & HA7F IP AME S 2ARE Al Ay
A9l ool HE Al2x€lzhe] AR W& YE
Wi ok



(a8 4) P &2l " Xcte| 58

5. &8 &

B =22 f - FH UEYdA AN UE
A2 AEAHE BFsE WgoR [P 5 &g
g ol &3tE Wi #3 Aot IP/MAC F4
o] 53 Bl 2HE gFo] YEYIY BE
AL FAANIIL IP F49 993 ¥A TE
obol A Apgo o ztF Fefe] diHT + U
= 7%E AFTeEN HESZ BAY 7%
S T FA MEYZY Folol® M T +
A ek AA AT & o Y& HEA
Hotg A3 gE Het £FA(AE 2o 23
Holu} VPN)#He] HE 7]&o] 8750 oluf
1o AL HYY F e Were] Ao
Zlo|t},

[1] Jain, S., Shenoy Ramam, D., Thirumalasetty,
S. R, Saddi, M., Summa, F., “A network
management framework for multi-layered
network an overview”, Integrated Network
Management Proceedings, 2001 IEEE/IFIP
International Symposium on, pp.14-18, May

49

3t 9.

o

24 HEe] MEN Sl

=)
roe
e
4
N
«©

2001.

[2]1 M. A. Hasan, “Power Analysis Attacks And
Algorithmic Approaches To Their Coun-
termeasures For Koblitz Curve Crypto-sys-
tem”, 1988.

[3] R. Diaz-Caldera, “An Approach to the Coo—
perative Management of Multitechnology
Networks”, IEEE Comm. Mag., Vol.37, No.5,
pp.119-125, May 1999.

[4] P. Demeester et. al.,, “Resilience in Multi-
layer Networks”, IEEE Comm. Mag., Vol.37,
No.8, pp.70-76, August 1999.

[5] D. Medhi, “A Unified Approach to Network
Survivability for Teletraffic Networks : Mod-
els, Algorithms and Analysis”, IEEE Trans.
Comm., Vol42, pp.534-548, 1994.

[6] D.Medhi, S. Jain, D. S. Ramam, S. R. Thiru-
malasetty, M. Saddi, F. Summa, “Network
Management for Multi-Layered Network
Survivability : Management Framework and
Implementation”, CST Technical Report, Uni—
versity of Missouri-Kansas City, 2000.

[71 W. G. Bliss and L. L. Scharf, “Algorithms
and Architectures for Dynamic Program-
ming on Makov Chains”, IEEE Trans, ASP
37, pp.900-912, 1919.

[8] Y. K. Agarwal, “An Algorithm for Design-
ing Survivable Networks”, AT&T Techni-
cal Journal, Vol.58, No.3, pp,64-76, 1989.

[9] T. Jackson, M. Wlikens, “Survivability of
Networked Information Systems and Infra-
structures : First Deliverable of an explan—
atory study”, European Commission Special
Report JRC/ISIS/STA/DAS/Projects/Sur-
vivability/Study, pp.1-37, Dec. 1998.



(2003.9)

=

50 FEEZ=EX H3A M3

—~—
IA
ot o
.A

4 o —_ 9 )
T T G, . CL
A—I m_v dﬂ \m.L O_.-_ M_l 1#»! on B QO W J..m ‘..Mﬁ .A‘.# _—M_ AT

W oo T KO & X B o = A =
o opo o R o H R R Tww R om0
L R R S XX oy M
M HEET ApE TR
BT T R Tor e o ol BB B wC X W
T oE W 5 N oE o FEFETTTFET D
dnow o of ® M If WOl " W o Xl T
IR Ko B T B o T S ok T T AR W
o0
Ho
z- o =3 iy <
R N et F o
Ho o = =Y _M_M < ﬂm_.i =
=2 3| wor ol i =
00 uo o Q% % M mu 8l = % o mm
— —— JuOLr
.Ammu M_v = o &O o MT.#_, B0 M_,oﬁl.i
IZ 2 ﬂluu.l.._-o7 lnﬂ_yM‘ioduﬂo
Al £ T o E] e W MM ol wr 0 T
o o o oD T OH A M N
TR W_n)rﬂmﬂmowm TE TR W
zum%oﬁﬂr ﬁ_u._loﬁioZBTG "N oW
T 10 7o 3 Ll ® e 3 T o M %

50





