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Computer Database Security and Oracle Security

Implementation

SiChoon Noh* - SangMin Park** - SungBaek Cho*** - Kuinam J. Kim***

ABSTRACT

Under database system environment, to accomplish database security is to ascertain the security
threats and to choose the policy and mechanism of treating them. This study suggests the type and
character of security threat and general method of prevention and cutting off the threats. Also, this
study suggests the method of realization of Oracle security and additionally shows the method of
Oracle security framework implemention. As an example, the verification method of Oracle security
implementions are shown.
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users_max
from vSlicense ;
Salplus > select count(*) from dba_users ;
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(% 1) DB 2o F2 AT ASUH Atall (A1)

_—
Guelagz] fREE 4A /T
ABAARE AHE e ALALE Y B-E profiles A 3H=H, default
i d AFE2AIA 9] profiled %‘?401 HAste A=t AYAES 3E
B AleAA A Qroflleol opd
rofile };%74}7:" 3! 3t Fke=AE FY/AHHAH
p s Salplus > select username, profile, account_status
From dba_users ;
7} session®] SGA "WEg AMREE geldte] AIHNZAE she Zlo] AFH
A 4 Nag 287 B4 $eAEsol BN AAT 5 Q= o/t
R e wasl gl e e 2
& A ST session oA | Salplus > select username,
ﬁiﬁk e E; value || “bytes” “Current session memory”
A A e ;:i Cae From v$sesson sess, vdsesstat stat,
T A shol/A 7l v$statname name
TR where sess.sid = stat.sid
and  stat.statistic # = name.statistic #
and namename = Session memory ;
ALEAAAG S AT o X Fste diet FHE v 22 WEE dA e
7y ARE-AFA A 9 AAGAE ddo] /A s
o & profiles #2l3td . FAILED_LOGIN_ATTEMPTS
o 2l F2 ¥3dd . ACCOUNT_LOCK_TIME
v 9] @A =7}t . PASSWORD_LIFE_TIME
A4EAg 3 .PASSWORD_REUSE_TIME
. PASSWORD_REUSE_MAX
ﬁwﬁ} BID ¥RD 3RQ YD gy REME

the Partitisaieg aof Wjects aprivg
NS Beleast §.0.4.5.8 - Prootio

[c) Coppright 99T dracle Dorperatien. 831 rigets réeryel.

fanmpcted bex

Wacled Enterprise Editisn Belease LA.46.5.8 < Froduction
ith the Pactitioing ad B

IS Helrase 805,30 - Pradu

select » From wilicemse;

(g 1) st privilege AZ

tio

Hrel AHgA

o Azdel ReE E & 9
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eterab- S At €52 AH8gT 222 o
olgtulo] 2o HhEA HAE 5 gl= AA

S (session_max)¢t 22F 2"z dig
HEA] A& A S (sessions_highwater), &
A A& = MA G (sessions_current) 5
Azdl Asg AA A3lete AR HEg
2] 94sto] Al 2" parameter o] A A
Hol e #g glstn dx HdAE e
Ao R} whek gro] AHeojEo] 9lX
g ghe AAsi ALgEof ?l"%.

® SYS9 SYSTEM AA Y ¢E =& A% 2l
S+ dlolgiHo] A~ AAA] default®2 A==
DBA User SYS$} SYSTEM o] A& =] &=
password7} %7] A RAl ¢ &gh(manager)&
frAlet A, e WA H 01—”“11'3— el
ko). SYS 9F SYSTEMCS 2 A4
v o= b 1511’1]0]’\2 TR -/F
PE AES d3e A e Al

= A
s oF sk W jr‘ E

x7) 4EHE
ool mEE M= dHE T
otef e A4 &8 F< 2.2 RDMS

SYS¢ SYSTEM

Zt ‘manager’ £ 9] &

UserZ login AEA ¢4&

FE BoEr

(23 3) SYSTEM AHIH Z

|]0
fok
i
0

ol
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B e B0 o0 20 o0 5 R

(TE-SE0TS 7 sulplus systenfmanager
i eles: Koloass B.0.0.5.9 - Pracaction oo Han Jan 9 S6:00il MG

e} Gaperight 1999 Bracle Dorperation. SL1 rigats seserved,

[l
d-B100 fawalis asersamipasomed; Jogap genied

I
0505867 s oualis sersameipassvord; logon deniet

Bgabl e te TUERT bs SBOLE ofter 3 ahewpts, exitiag SRANw
Ee-seat

(38 4) SYSTEM AN & AZ
6.8 &

dlo] el w] o] 2ol i gk v WA 2}
AF o] thslr) wjol dlojet
o M e A A F ol

ol Efwlo] 2= FEA A 3o
£ AZTEYOEZAN HeAA T
A3 FFAA mety DHF B
A, dloletuo] 2= HAA £
I EYZ FAo A e Hojop Fo)

oz FITWUHE HEYA A4y, Axd A
A, diolet 29, ALzl Bkl A4 4E
#e A, AHE ZAAY B 67HA] Beotm B
& 4 9k

Oracle tlojefHjo]~ HetA F+&E- Ho|ety
ol H#e, dloletwolx AlEA AR/AE
o, tiojetulo] 2~ *}%%‘*}, tloleluo] A~ $&
Rt ErActe] &Aoo g FrHojor e,

BeokYd FHEGET &
S8, Azg A, AFEEAL HEEA 2
ofoll A M KA1 o] H&ET

ol4de] Bt & Aol UE HFEL AjrE
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T &kl Al Oracle A% 34 <] UID/GUID
<l, Oracle Al2=® 38U 9] permission 81, Al
g Agae] FokolAl 918§ Privilege ¥4
A, A2 EARFANA A2H Rt &
A Alzgd] F3E F 5 US BEY AMERE
HEBA HA, ATBA LA @ E 9
& osyset Al2" AR HExE: A5 g F
2A A AES dAE AGH E 5 Yt
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