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Abstract : In the paper, the health card system to integrate several cards into one card for protecting patient’s privacy and
security problems is proposed. Firstly, it is defined the minimal data set for integrating several patient cards into one card
using IC card, and developed the issuing system to issue the Integrated patient IC card. In order to secure and certificate a
patient’s personal information, the integrated patient IC card has applied 3-DES and the PKI certificate authority based
Windows 2000 is established. The receipt and reservation system for taking care of a healthcare has developed to cooperate
with the existing hospital computer system. The integrating patient IC card system proposed in this paper is implemented to
11 hospitals and used for 1.000 patients. On the result of the simulation, the proposed system can receive or reserve for a
patient to take care of healthcare in the simulated hospitals and also establish the basis of the mechanism to share a medical
information.
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£ 1. IPIC 7t=2] 22605 HE
Table 1. Minimal data set for IPIC Card
=5 Data Data Type Length
2N R String 10
EXFOISEHS String 13
oNELIN String 8
ol Mo %TP‘T’-*“JF‘JE String 7
BRFEA String 60
SREHS String 14
BRET A String 1
BAEEHS String 13
o5 String 10
Holff HE HofEy String 10
zoisz String 10
SHE /AR MRHSE String 20
ZE|Z/ MR = String 20
bk -: P String 10
I| AL EA| String 1
ARHEA String 10
oEHHRET|Z String 10
olg By My oOEHANFUEFHE String 14
237e = 7
IoAYEH 12 20 34
SRZEERY SZEs 22 =2 28 String 2
AREH 32 AxfEol 100%
ANEARY 42 A&
7€} 51 lut
SRR EHS String 10
oRI|WE String 15
o|Z7|atEy String 40
el Mg SE7| S HE String 14
oFT| faxtHs String 14
o|27|& E-Mail String 35
=23 String 2
g String 10
el & oo 74 By {8 B g Hdd 5 A HEol Ho| A &9xar 9liz Ay Adsieidt
stark crela, oERY e A HW AZBY, 9un
A 2d, e wd, vlee s rrEeld v HAUTEIE ESE IC FI= AAH T
ol Fof ¢y s A WYHAA AREEHEI Qi
Ao Mi thE OCSAAME F85 gEirojrholdl £3 B =RdAMe EdRERse g HCOS(Hyundai
B BN ojnuls st w AEE: FEen AAA Chip Operating System)& 7]%o2 & IC 7128 Abgsto]
o Eg dlojE & *}%&M [ia=s FEFTHI.
upR| et g0 wel An Eolry Wel AR gHE T
ool W% AW Fuolth of $5) F5 ¢ BANY 1. S8 ¢E Ta IC 71= H2E S
sw nAY grorR $9¥ Rojvh A, oY %‘%’_ ol A IC 7lue) Wxais 9oA Bed [PIC 728 2 HAA
FHHol &4z o fxe AEMSL vt HH o ol Es $83le% f1g 13} o] M #vhs MF(Master
gl il aviEis ARl shdd Reln) Asivle] AG File), A&7} DF(Dedicated File), 18], 470¢] 7H¢l Ax
HEollA st iz ol W #rt gloy, <dubHew o

EF(Elementary File), & AX EF, 9)iiu3 Wy EpFe}
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// External Authentication 2 8 317] 2% A& 57 22 Get Challenge & 0] 3+ F5 44
Get Challenge( 00, &H84, 0, s, data(0))
// CLA = 00 \ // Data = data(0)
/ INS = 84 //PI—O HPr=0 /fLe =108
ireturn = str2nib (" 4859554e444149534d41525443415244", key(0))
ireturn = hmake encrypt( data(0), 8, key(0), 1, 0, DMAC), 0
¥ indats = Skey(D) #f mode =0 --->moder} 03] 1 ECB mode
>0} ¥ 5% Data ---»mode”} 19]9 CBC mode
indata Icogih =3 ¥ crypiogram = MAC(D) —>MAC ¥ =0| @ MACDaa® A 4tet ¥
C: m= --- = cal = flgh-de
--->indata® $1 ¥ Hw ol [: I @& AFEe A A F AP, set =091 Cryptogram & A}
# key = key(0) -->%2 F &% Data7} g8z g
Boytelt T2 L6yt TrpleDES & §) # crypto_flag =0 --->Data® ¢ T 28t @501 0,
MAC Data & Hltale &5o|w 1
#algo_flag=1 --->TripleDES?| i1, DES®|® 0
ireturn = hmake encrypt(data(o), 8, data2(0), 0, 0, MAC(0), 0)
Status = External Authentication( 0, &HS2, 0, @0, 4, data(4))
JCLA - 00 # Data = data(4)
_ I___. ->Sessiongh@ Data(71= &
# NS =82 ChallengeData), 29 ol 2 4 3t
#PL= H 4up2) =
JfLe=4-->2@¢ & Datal H5]
iP2=0-->ALE S| = Keyd) BZAF MFY Issuerkey
a7 2. IPIC 7i= HE otEs)
Fig. 2. Encryption of IPIC card information
3) A3 gy tag 2 PRY A% AR ARG FHT S e %
wbvlel IPIC 7hAbolo] /&85 dolHE HEs}y 71gkstodof ) wlxe]l z7]ski: MF A4, DF 24, EF 4
A8 Aggvh Secret Filed) 7)/PINE A3z Aol A& 49 sog JAgHch 2V wAd: AL U AdE o
) AR E AR IPIC g AE & di= vk W3t A% =gt
v AR Yy MG ALgS 1= e o1¥ figure s
oy e TR R AR, S B A e D 2715 g
. lo - - _ .
29} #o] F&d. IC 7128 27318 7% IC 74 uell *M&]»“ 29 1 >
4, WIKIEIIS ESR |C FI= BT AJAH Jjg ¥ 63 22 Hit FEi(Access Condition, AC)H whit} 4
MF#¢ A4-& AC3(Create condition)ol #-& E’_}:ﬂ., MF 9] —]
. 1o) WS WA 273 9AE Al Yoi H . . s vEr o ea e
IPIC 7hv:9) WHFS WA, 2718 @7 A8g dojA DF3He) 44& AC2(Write condition)# w:cHe),
AAE 1IC 7H: e vXd FxE HCOS7F A% IC 74
HMF 3 AR ADF %Y A

ireturn = str2nib(""3F00 0000 38 00 0000 0000 00"zatr(0))

if D = 3F00(MF e} ID) 0——'

1i File type = 38(DFIMF Y 2 &) «—l

fAC2 00 OD 00

1 Size =000Q(DRMF Y A E) = —->ACE TR ob2 freed ey

11 £C1 :0000 00(ssuer Key AV 5)-
-2ACE A 3 E free @ A

/I MF 234
Status = Create File (&H90, &HEO ,1,0, 11, air(0)

J—‘Dm = atr(0)--->MF 2] 1D 3t
#Lle=11-=Data B8 2ol

0-->3 4% 2¢a] IEF7t sl 32 =0,

IICLA =90
{/INS =EQ

IP2=
IEFQ) 4 % = 0000XXXX( A E identification) H 3 R &

#P1=1->000]% AC &3 2750101 AC 3 7t

a3 3. MF Ay
Fig. 3. Creation of MF

ireturn = str2nib{" 0011 0000 38 000000 0000 00",3“’(0))

#1D =001 1(DFS ID) "——]

1/ S1ze = 0000DF/MF & z‘%)
#ACL 00 D0 D0CTsouer Key 1 %)-

>ACE F2) B & freelt At

it AC2 00 uu [ili
PACE &) g freelr A H

// File type = 38(DF/MF & 34

//DF 44
Status = Create File (&H90, KHE(

#CLA =90

HINS = E0

1,0, 11, atr()

I_‘

Data = ate(D)--->DF & ID &

#fLe~11.->Dats Y= 2] He)

HP2=0->348 o) [EF7} ol g F4E 0,
IEFQ! 34 & 0000300 A) = adentification) ] § H 4

H#Pl=1.->000led ACH G %716, 0100 AC ®T 7L5

% 4. DF A4
Fig. 4. Creation of DF
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HDFYoll EFE A3 3t7] 28l DFefl ot ZUH E ol%

atr(l) =17 ' @632 11

Status= SelectFlle( 00, 00, 0, 0, 2, ar(On
|

Han= 00293 2
3 Wl sk gt

o

HCLA=00

HEF 2Y A8

ireturn = str2nib(" 0011 0000

#ID=0011@QFY D) —_—
1 Siza = OUO(DEBIFY, %) -

£File type = BOPMFL A$)

f EF 37 T e

Status = Create File

HCLA =%

HINS=ED

33 000000

— fflen= 227 O H O B 212 ey

41 P2 =0(Heos Miamal=f|p 939f| 1% selection cantrol B £43)

/(PL = O(FE 05 Mrmaley| p.93 +f] RI selection cortrolR &)

0000 00", atr (0))

l—‘—?‘

{AC2:000000
e ALS Fral AR freehAEY

# ACL : 00 00 00(Tssuer Ky 015 )--=AC2 F-a] 9bd

free ¥ 4 EY
.'I_l

00 1, ar@)

Data= ¢r(U)--=DF2 ID &
ALe=11-=Daa B2 P

L #1P2=0-->484 T ZHya| EF7}ofd P 0,
TEFY A 000030000 HA £ deatifictio)d § 2

FPL=1--0001€ AL W7 %2ES D101 AL ¥ shs

a3 5. EF 44
Fig. 5. Creation of EF

HCOS7F &48 IC 7159 MFE Create File 33 & o8
;A AR, IC FhE o shuvt EAFT. MFY D=
ISO/IEC 1716-40} dlokgl “3F00" ez mA=Ee] ik MFE]
AL g 29 33 geo] THACk dyeR IC=EE g
vo] MFRHS St S 34 FFo2 Fose] uil1,12].

DFE MEF$F #o] Create File M#HoE AA3YE, DFY
D= IS0 £2& #58AY 371 324 o3A A e

wpitmrmREEEnL

Iy 6. IPIC =713t
Fig. 6. Initialization of IPIC card
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2 A3k DR A4S thE 29 49 2ol Fa"n{11,12]
EF9 44& MF A3 #Z& Create File ¥#E ©]-&3t
i, EF %< IDE DF A3 Zo] w4 % 3 &
F48c EFY 4L te o4 59 7‘01 ?@51
a9 62 IPIC 7129 27|13 dAE %
o] A]}\EJ)_O_ Bioj /\1 2}7} =1 H‘]Lg AﬂE}J—g}t‘ﬂi
MF, DF, 2 4 7§¢] EF§ A58 A3t

2) /s b4

IPIC 7t=9) %2787} €y U4, IPIC 71z " 24 7))
MY ARARE 91 & F Ue 17 o] &rH} 3 A
7hete] J% HE IPIC =X ZW%FE HAE AAst dA

‘_‘0
ol A 7H%‘} 7H‘?l§ 1’“‘*“’ Ml l%zéig} ogzxy A
2o 4R 18RRe dwd AZY F gleorn, o] X
& RE Hdold Mg BB A it 712490 4

IC 7}‘: o] WA= EFelw 723 F
212, Update Bmary Heolg ojgdle 3} S
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LREU IRy BEnear 38

Yiwe kghy M

SR WA

s om ] cemay OV

£ s oonn voRE e g% aew (3

33 7. IPIC ¢45 ¥ Y2 o=
Fig. 7. Issuing IPIC card and storing the information

Active Directory
qAZHHA A
=1 vo 73 E
==l
S 2R
EEPEEEPETY) —

/510 2E AN

deq
W=/l A

SO AESH/
Kerberos 7| MZMH

a3 9. AXR20009 PKI 24
Fig. 9. PK! component of Windows 2000

=R A3z [PIC 7h9] Kok 018 oA mho]HE A
LR A}O\ IO 9000S o] &3 Jhabe) Axpaw olZ=AlEjs:
TEYE Y129 20002 PKI(Public Key Infrastructure)i:
A ey A Qs c1g 99} o] olZAH|A M, active
directory, =wel wtaja) vl Arge) 'Uﬂi’ w9 &
plololE A E oh:.c;. 20000] A= CA KEle i
33 3ro] G&FseH10], ¥ ol Alis fleg ZOOOOI A} 91st
i CA HELE lﬂndf 12 HE CA XAg 7jEo Az
Ay ol F e i RS an, A SlEA] S
a4 ziuligelA CrvptoAPli ﬁ%}&]q CSP(Cryptogra

QHF Al 24 AR~

7wk el W A BE AlaEl g 539
#DF 00114 &

DF_id@ =00 ‘(1633 00)

DF_id(1) =17 (162 +2 11) @

Status = SelectFik(0, 0,0,0, 2, DF_sd(0})

FleswL F1267) 48 P2l Y2 EF 9 A DEF 00254
EF_id4(0y =0
EF_id4(1) = 36
Status = SelectFile(0, 0,0,0, 2,EF _id4(m))

SRRy 71 &5
sirl = info H_jnfol
data() = SirConv (sirl, vhFromUnicode)
nlen = UBound(data) +1
Ifnken <> 0 Then
Status = Updaie Binary(CLA, INS,P1,P2, Lec, Data)

L JDua= 440 Dus
fF len = EF=) 78419 Dot &} o]
0% 8. HAUMEEFO HACIENTY ¢12|E

Fig. 8. Algorithm to store the hospital name at hospital
information EF

I 3. 21I=220000| ME5t= CA 28
Table 3. CA model supported by Windows 2000
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