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Abstract

In this paper, we extended hierarchial structure of managed object class to support Role—Based Access Control, and
described constraint conditions that have support dynamic temporal function as well as statical temporal function
established by management process. And we defined about violation notifications should report to manager when rules
violate constraint conditions. Also we presented system architecture that support RBAC with MIB(Management
Information Base) of ITU-T recommendation. By access control enforcement and decision function, constraint
conditions and activated translation procedure of each roles are described, our system presents dynamic temporal
property systematically.
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RoleAssign(S, Rm) = r-level(R,) =

w—level(Ry)

rule MANAGED OBJECT CLASS
DERIVED FROM accessControl;
CHARACTERIZED BY rulePackage PACKAGE
BEHAVIOUR ruleBehaviour BEHAVIOUR
DEFINED AS
EVENT : AccessControlEnforcementEvent
accessControlObject : accessControlObjectName;
INVARIANTS :
startTime <= stopTime;
PRECOND:
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus = Offduty;
PROCEDURE:
if ( NOT (EXISTS durationPackage AND
currentTime VALID IN [startTime, stopTime] )
OR (EXISTS dailySchedulingPackage AND
currentDay VALID IN [startDay, stopDayl )
OR (EXISTS weeklySchedulingPackage AND
currentWeek VALID IN [startWeek, stopWeek] )
then
emit timeDomainViolation notification;
abort;
if ( (NOT( (delegateaManagedQbject
UNLESS sourceManagedObject)
OR (delegatedManagedObject WHENEVERNOT

sourceManagedObject)
OR (delegatedManagedObject ASLONGAS

sourceManagedObject)
OR (delegatedManagedObject WHENEVER

sourceManagedObject) } ) AND

( ( timestampedExpiredTime = NULL ) AND

{ OVER timestampedExpiredTime ) ) ) then
emit AccessControlDecisionEvent notification.
else emit integrity Violation notification,
abort:

endif;

if (enforcementAction == allow) then

“access Is permitted””

validAccessAttempts = validAccessAttempts + 1.
‘send to a security audit trail log”:

emit usageReport noltification:

if (enforcementAction == deny with response) then
“access Is denied”;

invalidAccessAttempls = invalidAccessAttempts + 1.
“send to a security audit trail log”:

emit usageReport notification;

emit operational violation notfification:
endif:

endif:

END;

EVENT : AccessControlDecisionEvent
accessControlObject : accessControlObjectName;
PRECOND:
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus = Offduty;
PROCEDURE:

switch(Role) {
case R-Role : if r-level(Rr) DOMINATES
initiator-jevel then enforcementAction = allow
else  enforcementAction = deny with response .
endif;
case W-Role : if initiator-level DOMINATES
w-level(Rw) then enforcementAction = allow
else  enforcementAction = deny with response ;
endif.

case RW-Role : if initiator-level(Rr) DOMINATES
target-level(Rw) then
if (r—~level(Rr) >= w-level(Rw) } AND

(initiator-leve! <= r-level(Rr) ) AND

(initiator-level >= w-level(Rw) ) then
enforcementAction = allow
else  enforcementAction = deny with response .
endif:

endif;
case M-Role : if initiator-level(Rr) EQUALS
target-level(Rw) then

enforcementAction = aflow

else  enforcementAction = deny with response :
endif;

END;

a. T4 AAY AR FA Bl

b. ADC(Access Decision Check) {-%&

(7% 6) BDL2 ol&-3 #2744 Sdre] 54 RE

el Jrdts] (47 13%)
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