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Differential Power Analysis Attack on Cryptosystem adopted NAF
Algorithm as a Secret Key Recoding Method
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Abstract

The power analysis attack is a physical altack which can be applied to the cryptosysterms such as smarfcard. We fry fo
experimental attack to a smart card which implemented Ellipfic Curve Cryptosystem adopting NAF algorithm os a secret key
recording method. Qur differential power analysis attack s a potential threat to that implementation. The affacker measures the
power fraces during the multiplication with secret key bits in a target smart cord and the multiplication with the guessed bits in
other experimenta one. The comparison of these two fraces gives a secref bif, which means that aftacker can find all secret key
bits successivaly.
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