The Design and Analysis of Secure DRM Systems using Steganography

I Ao A
Kyoung-Hwa Do Moon-Seog Jun

2 %

2o Hevjel Fdlze] o] BAG Hu Ytk o YEUS Falo WEHe Yo Tlxrt S
ZAEE Wo] HAk 2e, o8 FEu|vje] AelzE BAL ARE7] W Heul 2 ARgske Bt
Aoz AgEe B FA%EE /AL vk whebd & =FelAe 2E k=ady] 78S o8t FEvtie) &
HxE B33 A8 Fug DRV Al2sl Ajkgich 8 DRV Al=gle ejuby] 7lent 2e7hends] 7159 Solds
H7sle] dwbEel DRV Alaginct o ZEsih weby, & Al=9E et ARA g # ohet HEjvHo] FHlx
o A ¢ EYEsS HAE & Ak

Abstract

Transfening the contents for multimedia shows recently very activity. So this fact allows the confenfs for muttimedia fo be
commercidlized. These confents, however, included much wuinerdolity that it is difficult to be commercidlized because attackers
easlly reproduce that. Many developers want fo use watermorking method os the technicue to profect the confents for
multimedia, but it is very vulnerable to use only one method. This paper proposes the Secure DRM system which protects the
contents for multimedia sfeganography methods. The DRM system is more powerful than general DRM systems in that it hos the
special feature of watermarking and steganography technigues. We can prevent the atfackers from reproducing and stedling the
contents illegally, and authenticating users through DRM sysferns.
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