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An Efficient Algorithm for Computing Multiplicative
Inverses in GF(2 ™) Using Optimal Normal Bases

Seok Ung Yoon, Hyeong Secn Yoo

Abstract

This paper proposes a new multiplicative inverse algorithm for the Galois field GF

(2™) whose elements are represented by optimal normal basis type II. One advantage

of the normal basis is that the squaring of an element is computed by a cyclic shift of

the binary representation. A normal basis element is always possible to rewrite

canonical basis form. The proposed algorithm combines normal basis and canonical

basis. The new algorithm is more suitable for implementation than conventional

algorithm.
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$7 : Pentium M 800MHz
Memory 384M

A2 E RosingFel MAE 29
£ 217} 100004 AHPAA vlazsiqe

2 AL 150-200bits Ato]e] B|EojA
3 A77|A ¥ O7lEE BE HESE
ez AP 4¥2 2z Non-zero
Element7} 1, 4, 5, 671 A $-& tiges
ANsgon, <E 1> <X 2>8 FHA
4z d» bitsAA AR FneFol 7
& GuFo W Ate] o Helx AL
g F Aok 2L dRE9 bitslME )
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<E1I> 71& ¢3dF A9} (D 9 sec)

N.b.
bits 1 4 5 6
155 140 | 140 | 148 | 140
158 158 | 159 | 156 | 157
173 168 | 169 [ 172 | 1.72
174 185 | 18 | 18 | 1.86
179 193 { 173 | 173 | 174
183 1.72 | 1.80 | 189 | 1.86
186 197 | 198 | 198 | 198
189 180 | 191 192 | 1.93
191 218 { 219 | 223 | 220
194 189 | 192 | 195 | 204
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<¥2> AHAd gneF HPZ2 (D sec)
N.b.

. 1 4 5 6
bits

155 166 | 121 | 1.32 | 1.30
158 098 | 1.38 | 157 | 149
173 162 | 140 | 139 | 1M
174 274 | 1755 | 177 | 1.7
179 204 1 168 | 170 | 171
183 1.72 | 180 | 189 | 1.86
186 089 | 193 | 1.70 | 194
189 1.80 | 191 | 192 | 193
191 224 | 193 | 191 | 218
194 204 | 187 | 217 | 203

5. 3¢

GF(2™A WA HAY FF7|A 8 0
A A4 45 A3A 71E9 Massey-Omura
LR FE AN AEE Q4 S BE
< FHEUY. 23 waE EI9
GF2™A JaaMd AF7IA JOE 0%
@ 99 A4 A J1&E2] Massey-Omura
2RHFE ol EsE ARG FA A
E AxUd NAE 25BN E A7)
g E83lq A8 N2 dndgFo)
4y HESANE AYIi: FL& AL
RopdA d e o 44 FEE 4
AUt

TR |

[1]1 B. Sunar and €. K. Ko¢, “An Efficent
Optimal Normal Basis Type 1
Multiplier,” IEEE Transaction on
Computers, 50(1):83-87, January 2001.

[2] C. C. Wang, T. K. Truong, H. M.
Shao, L. J. Deutsch, J. K. Omura,
and I. S. Reed, “VLSI Architecture
for Computing Multiplications and

Inverses in  GF(2™),  IEEE
Transaction Computers, vol. 34, no.
8, pp. 709-716, Aug. 1985.

(3] E. D. Mastrovito. “VLSI architectures
for multiplication over finite field GF

(2™). In T. Mora, editor,” Applied
Algebra, Algebraic Algorithms and
Error-Correcting  Codes, Lecture
Notes in Computer Science, No. 357,
pages  297-309. Berlin,
Germany, 1988.

(4] J. H. Jeng, “Normal basis inversion in
some finite fields.” Fifth International
Symposium on Signal Processing and
its Applications, ISSPA ‘99, Brisbane,
Australia, 22-25 August, 1999.

[5) J. Guajardo and C. Paar, Itoh-Tsujii,
Inversion in Standard Basis and Iits
Application in Cryptography and
Codes, Design, Codes and
Cryptography, 25, 207-216, 2002.

61 J. Omura and J. Massey.
Computational method and apparatus

Springer,



X BAIKE OIS SENO ASM

SAcIE0 28 A 19

for finite field arithmetic, U.S. Patent
Number 4,587,627, May 1986.

[7] M. A. Hasan, M. Z. Wang, and V. K

“A  modified Massey
-Omura parallel multiplier for a class
of finite field,” IEEE Transactions on
Computers, 42(10):1278-1280, November
1993.

[81 M. Rosing, Implementing FElliptic
Curve Cryptography,
Publications Co. 1999.

Bhargava.

Manning

AAAA

#4 §-(e-mail : yoonsw75@hanmail.net)
Q3 AHF3F e A

A A3t AAARFS MAHA
P4 ¥-oF : Applied Cryptography

3 M (e-mail : hsyoo@inha.ackr)

Ghent University, Belgium 7] 458 ®}A}
A Qstoiste FFH FE 24

[9] T. Itoh and S. Tsujii, “A Fast
Algorithms for Computing Multiplication
Inverses in GF(2™) Using Normal
Basis,” Infomation and Computation
78, 171-177, 1988

{10} T. Koh and S. Tsujil. “Structure of
parallel multipliers for a class of

finite fields GF(2™),” Information
and Computation, 83:21-40, 1989.

B Lok ¢ Applied Cryptography, Scientific Computation


mailto:yoonsw75@hanmail.net
mailto:hsyoo@inha.ac.kr

