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Abstract

In this paper, we propose a new scheduling method without timing covert channel of
real-time transaction for secure database systems that implement mandatory access control.
Our scheduling method use the wait queue based on security level to remove timing covert
channel. And it use priority queue that consider transaction type, deadline, and weight.

Therefore, the proposed scheduling method prevents timing covert channel because it is
kept noninterference between transactions with different security level, and maximizes the
sum of the weight of transactions that satisfy its deadline. The simulation results, is a
comparison of traditional methods, show that our scheduling method is improved to 30%.
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FeasibleTest(Transactionlnfo T;)

01: {
022 RT_TIME currentTime;
03: currentTime = getTime();

04:
Ti.ExecuteTime;

estimateCommitTime = currentTime +

// 8 o A A
Zb ALt
05: Ti.CommitTime =
Ti.Deadline; // »F2AZ ALt

currentTime +

06: if  (estimateCommitTime <
T:.CommitTime)
07: return 1; // EWHHNLE FFEA3

e

AHNEY JIE 1061

e 75

08: else return 0; // E#YAo] FTHAF
W Aa E7bs

09: }
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%9 : void

MoveToPriorityQ(Transactionlnfo Ti)
oL {

02:  RT_TIME
03:  currentTime = getTime();

currentTime;

04: estimateCommitTime = currentTime +
Ti.ExecuteTime;
e is:

o) 7 A7k Al
05 if ((T1.CommitTime -
estimateCommitTime) < a )

/oae 8 BEAY mE dAge=
28 Ao A #
06: T: move to Priority Queue;
07:  else T; wait to Wait Queue;
08}

33 259 AL 71wk F3 $AHe9
g 714

7]1E Hel dlojEHol AxdeMz E
#FA A A7tS Wz o HFE TF
ABE ZaA7E BEFE VD e &
A3 Uy EdAAo] Qg &AYR A
g3l FCFS(First Come First Served) 7]
°

g AHg@Th @8, 1E AT delEHuWolA
Nado e FaA8 JRE o83 F=
Ngel by 2R EdRAG A w4 S
dede Fosd 1FS sAYAE 94
2 Ash: EDF7I4E Agath o 7l
& Agsw EAYHE faSE o B A
Zol A HE EAAM P we S4E
A2 2Hsy) WE HY £2 EAWM
Azgel AARE FelE FRAT Wl A
Jet sdude £2 Az ¢ 5 At

T 2

gl

s AAHE A
A& FEE AVl A @ EdAYA
2 $HEE $HY] WRe Aoz
AHHo] FRAFE 2ABT

¢, 24 A7 EARE Az
Pgstt EARHL AT 54 AW AN
2 EAALT B ANE EAYLo] FAd 2

AsA "ok F, AIFE AR E dAe 4
A7+ EdAAD PFHel oo
doF st B AAZE EHA M)

A #oh

R
I
=
re
o o
2
2
rir
r
=]
]
N
i3
2
N
b
o

#h A Z4e EDF 7143 &9 71del
Fhe ¥el EAAM0] HEsA FAHE 3
$ol BA4sE EDF 7189 9He Qs ES
@tk o8 A8 ¥y EdAAEe 54
G =49 EdMES Y % FREG 5
AReE SAENT Y] H= AMT E
BYUT L FLES ANE sUNNE §
HHoE ZENGL VEY F UES Hew

=

maol &

QALY = (78, Fa%, upHATY)

FAEH FAAHE $4 Ed4H] {54
S AAEY ERAAY {3 "HARD” =4
$A4 Aol712 BuA Bag doled e
23§ BEF & F uiz A¥d Eojtd
EdAA 3ol HARD7}I obxl SOFT, FIRM,
NON olgt¥ a3 Eddde $H4FEY 7 W
of &utE 9XE Fo} Aslor o) AL
F2EE dvusted EAddH T FLEE
W(Tpet & o, A2 4Yds EXd4 Ti9 F
257 S F el 2™ Ty F2% B
0 =2 FAEE, WM > WTHY deles E
dANH T dA HdYHEE 49 FAA
Tie] ¥l AAA gt F EXAL Ty, T
ol Fo57t YT AfdE vFAN HRE
o EdAAE Tio] nlgAI S ACHTo= &
W ACUT) < ACUTyol® Tio vlzA|3to]

FHAEE Tk 94 AYHES S 7
A Tyl ool AXeA woh 1¥A gow
oln] $H&e ol A Ty7h Tr ol #ixat
A sl B4 498 £ AES Wk FHe

9 8% 2udEe e 2o



ANZHHIY HEE HAHSts AAIZF EH

<gagF 3-3> $HFH T A2 gHE
EWdNLY SA¢e g7

dE  FHEYTE FoE EAA T,

Z9 : void

Priority Assignment(Transactionlnfo Ti)

01

02 TransactionInfo Tj;

03: if (Ti->Type == HARD)

04: Ti move to Concurrency Controller;
05:  while(all transaction of Priority Queue)
{

06: if (Ti.Weight > T;.Weight) {

o7 insert Ti before Tj; exit; }

08: else if (TiWeight == T; Weight) {
09: if (Ti.CommitTime <
T;.CommitTime) {

10: insert T before Tj; exit; }

11 }

12: repeat from step 5 to step 11 with
next Tj;

130} // end of while

14: }
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<HE 4-1> A== 374

<Table 4-1> system environment

s K H 22010 E
CPU(MHZ) pentium 1l 700 pentium Il 850
Helne2i(MB) 785 785
3t=CiA3(GB) 40 40
AHZ 20 visual C++ visual C++
e 1 3

4% B7te 9 me 4y sevige
<E 4-2>% 2t}

¥ 4-2> 24y welug

<Table 4-2> simulation parameter

Ut2tolE 2t

Security Level 4(TS, S, C, U)

Transaction Type | 4(HARD. FIRM, SOFT. NON)

Transaction Size 5-20
Per Operation
Executi[;n Ticr)'ne 3.0 ms
Weight 1-10
Database Size 1000 pages
Page Size 4096 bytes

e Bt AHEHE FErEHe BT

F9¢! Security Level® U, C, S, TS 582
gete, EdHAL f-8<2 Transaction Type
S AgrE B3 JAIZE o] uo]~ Al Eo]
ZE 7489 EHdAAE AHYPsle Alagoln

Z 3=, 8, AZTE wAAZY U 7HA §H

S E5F 1#sgd. stue] EdgA A
€ 44l & Yetlle Transaction Size®
5ol A 2070 7AA S FRA 2 GAEH, st
o dN B AQ8FHE £8 ABA Per

Operation Execution Time® 30msZ 1A &
. 2R EE YelE Weights 188 10 A}
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<Table 4-3> type of scheduling method
for evaluation

EDF LLF Moy
02 AIR O 0 0
Pos3 x O O
ERT x x O
SUMPO R x x 0
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