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31215l Feistel -2 ©]-83l Block Cipher?] AA9} 4
(Design and Analysis of the Block Cipher Using
Extended Feistel Structure)

o 2 El(Ung-Taeg Lim)’ & 2 A(Moon-Seog Jun)”

2 o

B =RoAE B4 Feistel 125 2= 128-8|E EF 43U T8|E Lambdas HAISHL, EF
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ABSTRACT
In this paper, we designed a 128-bit block cipher, Lambda, which has 16-round extended

Feistel structure and analyzed its secureness by the differential cryptanalysis and linear
cryptanalysis, We could have full diffusion effect from the two rounds of the Lambda, Because
of the strong diffusion effect of the algorithm, we could get a 8&-round differential
characteristic with probability 27 and a linear characteristic with probability 27128_ For the
Lambda with 128—-bit key, there is no shortcut attack, which is more efficient than the

exhaustive key search, for more than 8 rounds of the algorithm,

1L A& NIST: AES F2 A 2l 8 dmejse
cheTt e ATAEIE WESHES 8L
NIST(National Institute of Standards &

Technology)+ DES(data encryption standard) * symmetric block cipher
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AES(Advanced Encryption Standard)E F235} « 7] Zol= 128, 192, 256 H|EZX] 7+t A
o} 20009 109 29 Rijndael[7]& HZ 445} «block size= 128 H|E (64, 256 5 A&l
GrH10], oz 7t

1) HEl - SHMUE MR RE Rulg =244} 2003, 6. 20.

2) H3H . sAcistw HEE{Sn} w4 MAMREZ 2003, 7. 18.



524  WBEIAHTE EXHEEE RGE

* BfEgoje} ATEYOE 7 7 A
Fag I A
£ =RAME AES QTARRS THEES
ol A% YarelEe AAsk, XEF
cryptanalysis){2]3 418
245 53 ?Hi*é% 4q5

= =4

(diffe—
rential
cryptanalysis) [5]
shsick,

o] =ollA AdAste] AAGE AT dEEE
Lambdaz} ®stgc}

Lambda®] AAAQ] 2= 2AEE Feistel F
Z2 A3t 047]"1]/\'] BkAFE] Feistel L2
DES®} Z+2 AEZQ] Feistel TLRo| BAtaNS
S AT BAFHARS SPN(substitution—
permutation network) X2 H713t AAWPH
& st}

DES®} Zro| ZEZ9Q) Feistel 722 AAE
U5 garejFo] BE 3-e=E Aot ¢d

BHiHdiffusion)©] 0]\ X&= AT} ] Lambda
= ©A 2-2RE Thof| ¢ Shito] Yojdrt

AAE Lambdai= 128-H|E H|YU7|E &3}
F& AT 8-TRE ool AMEolY A¥ F
2 whio] AARA PR B840l HojAe
Ao2 BAET

2 =2olAE 256-HE H[LIE
A sl & 16-TRE ?—7-\——3* 2=
LambdaS At}

2. Lambda2] A4

Lambda A7 A] AESE2 Q&= 7|&& wst
o, FHHoR g F 7 FHE Fo 4
A5,

- AEFHAT ARTA B A
- B4 4] F& A

‘2003, 4, Vol 4., No. 4, April

2.1 Lambda 2

A Lambda®] FAHZHQ F2
2t

Lambdas % 16~ whE Jzxa A5
dom A s AR *ﬂ }Xl‘:—'l E¥°‘: o
oju} &3k7} UFH
BTt whitening& -“757‘}011711 A E¥ ‘:54 U¥
Zat 2teEo -3 Y FE AEstA K3t
A sked] A7} Y= AoE [4]04] ojn] UF
E Hrojrt,

Lambda®] & 16-2h&E 2= AR o2 A
9l 8- F29 TY 8-ges 27t BY
H P2 2Pt A2 o A} 9 2
2 2PN ol dssht B33 A 5Ust
Y1ES A3l Aot SPN F2e &
33} A9 4% dunEe 4T3 A TR o
£02 Agrlojo 3tal ALE = 2 T U
3t W] AgE Hgaof gttt o|2fdt SPN
Z BEA4E& HE3] 93A LambdaolAdt 9

ZE 33t 1z2 A8l 39 FxE B
ﬁ} T22 dASIG. olgA dEsl pxet &
53} 25 AP SEA SPN 728 2= ?J
3 GneES 453) o B3 128
A ARgE 4 A "ok

Lambda®) e} £ et F2E FH

S5 FZE A9 FEo)Ae] WMTel MDT,
SK 3 HE34e 9o Hgsta 7 I
o] dFgrg ALtk Ho| St

A9 Z+ g thea 22 e A
2 A8t

= (3% 13

* WMT : 9i& @92 a3t ¥& vt
 MDT : &4t 53E Izt Aj7]7] sl
4x4 MDT &z}
Akt
* SK ! $E 99E gt 7|E AHEsa,
S—box Z|¥ Ft Fof Q= @R Aejulg
(swapping)& gt

YEE vector &



A= Feistel 125 o]

lﬁ P (126 bits) |

K P P K kod Gk, ]ﬁﬁﬁémg

forward
type
8 round

backward
type
8 round

:
) -
- |

K. —ﬁF 4 K. K. —»4 §<— K. ]0"‘0“‘

whitening
| C (128 bits) J

WMT : Word Mix Transposition

MOT : Maximum Diffusion Transtormation

MDT-! : Inverse Maximum Diffusion Transformation
SK : Substitution and Key addition

SK' : Inverse Substitution and Key addition

5B : byte substitution

[28 1] Lambdagl X
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