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ABSTRACT

The need for network security is being increasing due to the development of information
communication and internet technology, In this paper, firewall models, operating system models
and other network component models are constructed, Each model is defined by basic or
compound model using MODSIM III. In this simulation environment with representative attacks,
the following attacks are generated, SYN flooding and Smurf attack as an attack type of denial
of service, The simulation is performed with the models that exploited various security policies
against these attacks, In addition, the results of the simulation show that the analysis of
security performance according to various security policies, and the analysis of correlation

between availability and confidentiality according to security empowerment,
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2.1 System Entity Structure (SES)
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