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Abstract This paper proposes a method to solve the weakness in Snort, the network based intrusion
detection system. Snort which is the rule-based intrusion detection system dose not supports a protection
method for their own rules which are signatures to detect intrusions. Therefore, the purpose of this paper
is to provide a scheme for protecting rules. The system with the proposed scheme could support integrity

and confidentiality to the rules.
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log tcp 203.230.91.20 any —> 219.249.69.202 any (option)
log tcp 203.230.91.200 any -> 219.249.69.202 any (option)
fog tcp 203.230.91.241 any -> 219.249.69.202 any (option)
log tcp 203.230.91.200/24 any —> 219.249.69.202 any (option)

(2% 12] Snort Rule

fog tcp n 10951400d4950h10c0797ca891b0468e n 61c0b43a925df 1c7e8a2827102ae77 ae
log tcp n e8e67f06b8d6fec9abbc6062b0c4f41c n 61c0b43a925df 1c7e8a2827102ae77ae
log tcp n dfe0879144a47a9da5ab091b2e9159b0 n 61c0b43a925df1c7e8a2827102ae77ae
log tcp y 437ac7b8311{dd92d0797d2¢cfc60d48e n 61c0b43a925df 1¢c7e8a2827102ae77ae

[2¥ 13] Hashed Rule

B7255 Detected Interval Rule
288 : Detected Fixed Rule

9255 Detected Interval Rule
28 : Detrected Fixed Rule
28 : Detected Fixed Rule
28 : Detected Fixed Rule

[ 14] Detected Result
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