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Abstract

The trial and success of malicious cyber attacks has been increased rapidly with spreading of Internet and the
activation of a internet shopping mall and the supply of an online, or an offline internet, so it is expected to make a
problem more and more. The goal of intrusion detection is to identify unauthorized use, misuse, and abuse of
computer systems by both system insiders and external penetrators in real time. In fact, the general security system
based on Internet couldn’t cope with the attack properly, if ever, other regular systems have depended on common
vaccine softwares to cope with the attack. But in this paper, we will use the positive selection and negative selection
mechanism of T-cell, which is the biologically distributed autonomous system, to develop the self/nonself recognition
algorithm and AIS (Artificial Immune System) that is easy to be concrete on the artificial system. For making it
come true, we will apply AIS to the network environment, which is a computer security system.

Key words : positive selection, negative selection, positive detector, negative detector, hybrid detector

.M B e 9 E75o] P2 9@ dzk AEFog g gt

[2-51.
YEYZ A7 W] AEH FARDA e 7Y AETAR] WAACA AN Fde I FAGE o
oo Wi Hok A xdo] BASEUA o|F TRanz T FHIT AET BAEoIH BAX oM gE Ax
S YT wold AFdct A9 notmdgx:  BolAE FI FojA e F Y {HATE BAEeIA=

]

durgom PYAzt SASE Polaz el FAe 77l s ek 2L HE ohd BAEAE USE
o glests wWAle 2718 sbAch =8 QEyle] il  F BRI ARG FARAT EHZEIYCHE &
Z9% ARJ} FUA Alo|wEe], AtolMzs FAs, =2 WA £39 HAMS(Heavy chain)® LAME(Light chain)
A8} g AL AFA $ARAe] Wsle] 2 ggg Fxu  OlF F2E T U] FTYYYE ASE o Fold Ao 2
ot} MEMS TALY Wty 28 AEAL wolxe] w U F UM FJEHEE V== FUAEC] B AE &

ol spato|rh Walwlm HexiAlzele] uHstE A% A ARE Fste] ojgdAnt o Lol dmiezt Hel A

il pLn B T HO —T-
41 Al B esue AUk SAm of § WEE FAAVL R A% Folg F glodnE wud
A3 wolule IR AFHoR Axdd AYshy] gg  WHLE IR Yol WA + Y= IALA p2E
RECHE Abdo] wrel AT e fof Az G T
o skl AYL BAsHE Rol Fhsd e bE ohd A
2 o2 414 9he) AFA TN s A ol
Bzt 20024 118 92 g ueze P TYLeE Ry Y FoRE 7
fEUX 20030 3 152 ol ZY2E So| 44 WA dANE Yydee ®
B AFEs M2A - Z2T|UHE AFH|X|HA 2T Ay 3sle] TAE negative detectorE o]8-3ka] ol YE
200245 Fothstm AstAZiAAlGAIol s S8 93 BZ IYS wASE gmaAFolHsl. 2y ¥4

il S =} =
S &uch oA H|X| o ZALSRUct, 2E 3o dudF= WA BAEE o83k AU"A

169



HXl ¥ xsAadEE =X 2003, Val. 13, No. 2

WA= @y THRe 43%g ZUald guzldez &
=2 Ad WA T Axe QS o83
positive selection¥} negative selections ¥ 8}3 SYN
flooding attackell tidle= duelFg AAdch S T Al
X7} AAE7 YalA Easior sk F 7HA selection T4
& mdysiel QAP OARE o8ty XZo] gEHE
dlolele] dis] 7|9} ¥laly] oRE FASte dunEFel
o}, '

2o Ae A BANA A5 HFAEe] AAHHA
I 38 A4 E AHE Folch 3 positive
‘selection® ©]- 2§ SYN flooding attack®] thsbH& o}
K3l 4% A+ negative selectiond ©]-&3 & A
ohgitt aglal 5FY A positive selection® negative
selectiong E£83% A4 #A <3 FE AUFh

2. dAHAA HAME Y22

2.1 BIS(Biological immune System)

A Aol wolA A WAl gheEle}, 71T, HYH,
2, vlolgjx T3} o) FlolEtm FH = vl I

E5714U g Ao tidte] Ao Axe F7)E ol
g 5 de g Fuastu ERS Alxgely AAE AHE
AHE FAA717] g8l v=A] " F St £ BY
AL virus ZEH TEFLAY 3] Ho)d AVHALE WA
sl e M n Uk olEF AHAY "HYgAE F94
A FHQY e Heo] W2 Ao okd 7 249 A&
Hel PFo] fr|dom AjHo FAH AR LH
2 39s JdHFE 7lE, FRA JF, g ¢ 719EFY,
2719} v)Z7)e] pEEE, B Ao 2 A 23E
A3 78 5 /A AT

22 HoiMx M Y

BISHA 71 £23 A8& sl WY AXI}L oA
4YS UL ARG We wes ML sl
oM ZtZre] WA MEEL 271A 9] Q4d] <EEA W
o}k s 747 A EAbole] HEa ot} & o E g
e e ¢ox I 7d 5o)rk WY AXxe Y
£ AAEE THE A7 AEeydsEE 98 FEsn
ol9] FYAALY EAL AT Y WY AEE 53 3
4& AAFE WY 9gS dovlE /M F93% FHA A
ojt}.

A9 A27F A7) AXE AR = YHe2E MHC
WA o] g&3ich AAdE 47 A EAL olF =
o] &5y, dHAL AYste FANES F2F F
3t E3HA(major histocompatibility complex, MHC) &} 3
o, o]2A 4AHY dulAdg MHC g¥delgln 3t o
MHC 9938 A4sts F&o] gddM X EAstn ol&
o] &8 Aol M¥QAANZE FehstA @k BHAXEY TA xS
Zo] E4 3o d3)] FHLHEe 99 AEeE Y4E o o
G5 A5 S LFgHE BEo] EAsl o] Y
48-A(Antigen Receptor)@t 3t} Y58 99 A%
7} AR o AR Edo] 2 wAHE o] &sle oy
£ W= A

2718 #dslF= MHC 992 S Qd4sts 223 39
9 ZHE I FAFEAY EA4E AYE gEIQ

e rgt

170

He AT AEEY THAXEY AXEN TAXE 3o
ZEE A7 AZE AASRE 982 WA A7) ATxAXE
Wt A7) AEe o] EAskE 712 HARBIEZ o)
T 7HAY] AARE BF 7Ex 2 gtk olad THES Q14
HE THE &4 T-cell receptor)gt &} THE &
A7y AQANA FYH oz FAHA god 7] NESY
Heog AXEHA =Hol FAsA Ak webs HhAE \y
A 271 AHA MHC 459 -89 FAHQ 5
Zol 22 F5lHA WY s YAt AAAS A%
ot FE&A B THGRE e wHoR ALgH
= R9] Positive Selection® Negative Selection®]t}.

Negative Selection2 #¢9] g1l ojx A7E &Y
oz AAEE RE MAEy] 93 Wdold). gdsLA s}
MHC @92 g o Qisld BE 27| AEE ggo
2 4sA ") gl ggoz MHC gHds 48
2 E5A 347) Y98 AGH ol MHC @2 e AFANAS
9 FAFEAE BAAHYI Mg = AEriem Al
th ol SR AL sl WIAHEE MHC @&
G0z ANt AEEo)2g Fo|AY oA g9 447
& P GAE AXA Ao

Positive Selection2 7z "eAl¥e] MHC 1471%5¢ &
J8HE A ol AV ENA EuEE MHC @¥a
& A83] QA = U= WIAET| ALgFsE7] HE
o 2t MAE HIA R MHC ¢3S AFAA FFAQY
Adelo] HE AXEZ W9 NI E FASHA Hu Jdg
2 @& WY AXEL A7) AXEE QAR B3 Aolm
2 AA Ee AuE F9 EE AHEsld d9AE fAS
. g 3F9A SYN Flooding Attack Bx& ¢34 &
1=

o] ¥ 7H A¥& A AGHEE MHC @¥dLe A
o2 QA3 o)l8 Fdoz QAR £3A L=
AGA A FdHe Hgutgg F4%nt 19 18 4A)

AN FEAY WG NS FEARE RAFD g

searchﬂ

o

&fm ‘ :search m
!

a8 1. WY Al 4
Fig. 1. The formation procedure of Immune cells



3. Positive Selection 2t112| &Fofl 2|st SYN
Flooding Attacke] X &

3.1 TCP SYN Flooding Attack

Ze}o]dE Alado] Ay Alxd"o] AFsl= AMB|AE
ol-gstux TCP 92 & AHT w, FToldES} MHE ¢
#o] wARE wsHA P} Felo|dEE Anjd SYNx
HAAE o 48 MAsty a9, My SYNy
9 ACKx+1 vAAZ Sddo]dEdA RiozH SYNx Hl
AR F=AE geldt) of7]A FgoldEr7E ACKy+1 HA|
A MujeA BuA =8 A3sEd TCP 93L& ojFof
A A Hed, 2% 29 3-way handshake?} 1Rt} &%
T Zglo]dEr} ACKy+l WAXE Bulx] A HH A
= o ARV & d7ix dFZAL 5 ZIdEA He
“Half-Open State”7} H& Rolth Aj2de] &gA#ntch
Z+Z}9] backlog queue® £#F& th2A|3 SYN flooding
attacke] FA3HA o]FAXA HH I queuer 75 AHAl
Hol Mule] 8|27t FA 7t == FEF ot

B =FdAE TCP 9444 AAske #H7lo] Aol 74
2w o] A9 Yrg FAF Wgoz Alo|Edole} g
HE Ao e 938 2UEF 3tq 2 HR0E A
A, BAste] Qloiz dAgsls W3 TUHY gaAs B
Az so{2-3].

Client Server

SYN,

SYN,, ACK,.

ACK, .,

28l 2. 3 way-handshake
Fig. 2. 3 way-handshake

3.2 SYN Flooding Attackol CH$t Positive Selection
ot E.

%o A= packet monitoring-g ©)&5te] FHA L 24
#H HAAAH MAC e dz A= dioleie A4 A<
SYN# RST, 183 sequence numberojtH1]. o] A Zo]
#YsE HAlolAd RST #® SYN g, 18]X sequence
number kel @8k bit 58 Positive Detectorst w3
% 9gx)5tE do]EHE positive detectorE A s AL
33, dx8tA] g dHelHEe dxnaEd A wHes
A 2] g},

ole] W3t duFe o row 1Y 3 danIE
o] gzl

Step 1. 7 & Capturedtct.

Step 2. WAL BAgc}

Step 3. B4H HAANA FE2

self string set& A g}

Step 4. Self string set HIE 22 positive detectorE

%713} 3o4-5).
Step 5. MZe] FUHE #HA

dlolel &

o|-g-3kq

ME B

Mgl 2 positive

o
M

S|
2

i

e
0K
2
12

t

rir
olo

& EeER «ie|

ol
o

A

i

Jldie g2

detector®t matching & YA 3 AfoE 4
4 3L wobgeld, 23X #& el ¥
el AAE FA AlAA SYN Flooding Attack
o thx g6l

| Packet Capture Module I
38

IPacket Analysis Modulel

Self String Set

Positive Detector

YES
<G> =
B NO

2228 3. Positive Detection ¥12l&F /Idx
Fig. 3. The flowchart of Positive Detection Algorithm

3.3 Simulation

38 4% self setd] FAHS BoFEth A C, D A&
BISe] MHC ©#ze d3g 3t 152 A2 A7
XA Aot ZF A 8AE9) &L tge&T g

[A|B|C|D|ElFIGIH]_’Selfset

A - Sequence number bits
B - Ack number bit

C - RST bit
D - SYN bit
E - FIN bit

F - Window bit
G - Check sum bits
H - Index bits

a8 4. A7) HIZES 9% 2EY T4
Fig. 4. Construction of string for self testing

S

110t

1001

o110

Ry v Match? R
1010 1010 1101
1011 - 1011 o 1001
1101 v 1101 AM 0110
(Yes)

Generate randomstrings Reject
MNo)

1010
1110

12! 5. Positive Detector B4
Fig. 5. The composition of Positive Detectors (PD)

Positive Detector (PD, R)& self string oA #AE&A
AHA w8 Re)et vl = tole= o] Fo{A detector

171



HX| A X sAAHES =2% 2003, Vol. 13, No. 2

7‘%01@ o|F- R} tid ¥
= stringS Rl #7190} 1
Eﬂ°l z719 502 o & l?‘{
dlog] =& 50702 zisteie) = 507H4 PDE &3l &3]
o & Y Alxe] 7} 50e] HiE Aotk 50Me] Hg
Azl i FulskEe] @4 ZFE Hole=xs ZAi:
AZAR dol& 19 B v} EF Non_SelfE 1,0003] 2
A8 & Z}7h9] detector® WHBAIFIWEA YL BHA|E
A HolE 20 B X}

4. Negative Selection 22| &

& s A3 {8, detector 2E
6‘% T Atk HEFojo g gelf 2E
2 AA "ot ou self 2EZE3} o)
AEZTF detector Y7 RE FAET) o]
"Il o] negative selection®]th o] WAL
% l o|& wW7tA A&

1 BAHe A4 w351A AgME] AEFA Ry & o|v] A
3 FALA self -—E%‘ Set A& ’\]7“4 olmj self =
I HHo] 2o FHHUES AN rejectA 7 1‘?31]
Z3 AZE HeHY H$ol acceptE A7l F, V1EY
detector, R& 78418t ©] AREETE 18 694, negative
selectiong ©} &35t Se} i "‘E%‘S detector AL
AAReHA =He Rolth ol EAH AZd & Hdsi=
posmve selection@= T2 t“°] A 2E" A g2
£ 517] 93 B4o|t) negative selectionS o]-&8t= &
&S 2 BAFAA] positive selection?] ¥ #F A=
Ho] wbdg gzl Folr) F, self datas} wiA =X ‘&s
do]e Ao Z negative detector (ND)E FA 8] %

o] AEE gxlgte Aotk 19 79Ae o|v] FA4E ND
& o] &3t HE A= flowcharto|t}

rlo
2
i)
o
)
oé.

=2

>

oo

n

e

2 £
-|> 12 o

0 o+

rzE il

w2 rlo o% izl

b 1011
o111l
o011
o000
Ra Match?
k 4
1000 R
1101
1101 oogo | (Accept)
Generate random strings Yes
{Reject)
1000

1100

28 6. Negative Detector®] 74
Fig. 6 Constructing a set of detectors R from S

172

I Packet Capture Module I

[Packet Analysis Module I

Self String Set
Negative detector

No
Accept a request | {===

Yes

2 7. Negative Detection ¢13Z /MY E
Fig. 7 The flowchart of Negative Detection Algorithm

Hol& 17 2% 1 AlEdold AAE veldt Hol& 1
XM= detector?] 7 50/0) HQPAEE 5038 A3
stA SHAIRE HiolE 2004 E HYAIZe Z+E 10003
2 33 o, oo detectord ME HMIAFIHA Y
& BX% A3 2HoFET) 39, negative detectorE o]&
st AYEAE 5 wold el dis] WHe] | Ao}
(51(7-8l.

5. Positive selectionz} Negative selection2]
28 gdnelE

YA ’\]Z:E“'C’— A gl =28 HARE o &8
Al Y 55 wdsted, g2 o] weEl e4%x
(misuse detection)22} viH4PYA = (anomaly
detection)}2 o2 Ui F g} _‘P_%E*Z] e U A
T 773 Yd=5H 57%‘ 51gnaturea FEIHT, 24
ol 19 signature7} EAF=RE &l 'LZHQ ]
AP At waelnk 1%7) ‘LH—COJI a8 A AE
&R dEsignature FEE KA HoF a1, o] BES &
ot FHAle BiHdo R {Algltbel] wel M2 U2 FZ 9
HAgo] =EHdh olw ALgEE MeEdAo] positive
selectione]t}h. &8 Wal2 v g9 &= wao] uig)
AthH o 2 False PositiveS 2 A1k signature 29 gl
T AL gA5H4 &3l False Negatlveg‘_ =0k £ =
T 3%olA At Y EL dF9 QLR Yoz
4| packetE ®H, HAslY FEH Eﬂ°]E1§ AR
SYN, RST, Sequence number BIEES 57 signature®
g8t g4 @aolgt & £ ik

ool whal n]AFaqY FA WA 7|EY YEHI AL
BEE IR FAHA P9l HHE Ao Fx, ole
g A9 Aol o] Xy EE IHQE v E 7
Astar G gl v @1 ghale Aol 9]
HAE Aoste Aol /M FosHME 2E3d, 713 4
A HZE F A o] BAIEA Wil 7]k &= Aol
o 4A A HEYZA 4%E 2UEY ddA ZUEY
3t MEY A 218438 BAd R B3l a8 5
Aol vl v]AFH dato] Ueld A$E X aeE w4
o},

H-l°£i°



ol

O

HANE Jlptez st MY HUEX g12F

o Aest SYH BAE FHe

2
w00 olof wkslo] Non_SelfZ M&T + sl WMol FHo
e X E 28 99 FHHAUF!, PDS NDE ol &3t
, v e TAG A3 HolE 29 Amst Pol, WEH T
Ly | ¥ NDe} A%l BAEo] Fri¥oz Azge nelEo
eI it v Table 1. Case 19} 23 ol
Moy 10 <« o - - Table 1. The result of Case 1
R(ﬁ? T Accent = Type| Positive Negative Hybrid
No) # of detector Detection Detection Detection
o| 100 936.30 62.88 890.01
200 936.58 62.72 890.03
22! 8, Hybrid Detectore] 44774 400 936.90 62.56 890.04
Fig. 8 Composition procedure of Hybrid Detector(HD) 600 937.06 6240 890.06
800 937.12 62.20 890.06
zg ‘:J:zi::ise %Ztt:ztt%r, Table 2. Case 29| 2%} Ho|&
Table 2. The result of Case 2
NO Type| Positive Negative Hybrid
m @ IReiect a requestl # of detector Detection Detection | Detection
| YES i 50 936.04 6295 430
YES 100 936.2 62.98 96.1
150 936.28 62.82 144.98
NO 200 936.36 62.88 193.02
300 936.56 62.42 290.0
a2l 9 8 gndZe Afgn 600 936.92 62.42 580.74
Fig. 9. The flowchart of Hybrid Detection algorithm 900 936.9 62.18 871.48

=Rl e AdFe F kA BAE EL37] 98 o
d 8 (Case_1)3% 9 (Case_2)9] ¥ <mE]#s Attt o
g 89 ¢aeE|Ee] ot FY=i= dolEl 7} Non Selfehi=
A 2AY 71ES Med 4 AL FS AIeHE dog
M 3hte] detector® T3St Non_Selfe] #U-& €134
Hrt olol] wtate], 19 99 duelFel otd, A= o
olE{7} ¥ W, PDS WA g T 1 Aol uie} 47
o] thg HAoZ APHA Pk 3 AR GXE AN F
Aol A#AE vebd diolgy T A Fx]5 NDel 2|a)A]
a2 A Ak 17 89 oA T thE detectord) A9t
TYg HDe| MFE A dYS gxsgen, 18 9
9] BA M= PDY et ND2| A5-E L&A o A
date] Y AlE, 100085 @314 AlEdol4 stk

oo g

6. & & & o

AEH oA Non_Self2] 7HE 100070019 ©|& 3|
87] $1814 Table 19 A9+ detector?] 7=} 100781 A
800717k=] @sstgd e, Table 29 ZA$¥= 1000719
Non_Selfell thalA 507804 900/47=] Watx At Zzte)
©x A3}= Table 13} Table 29 Yok ¢k

o7 Table®] AHZA & 4= 3U%ol, Non_SelfE H&
g dom Selfet AT Aol& Ad FHd s
4 89 A9HH shie] HDE FAste S &A% 4
, HolE 19 Axpel Zo] thE detector® RH.TH detector

oo

o

A%k PDt NDE o83t e A £8 ¥4
ol 237} @52 PDE o] 8¢ ZA9Et) thh AzIA W
HETE T4 EXE A% NDEoE 84 584 AL
HoAFa gt o= <Exl 4% MEE T4 TA9
ARG Aol A9 e e E& SnEFY
TRAS FUE 5 AU

7.2 &

A HYAE FRHoZ g B Axdelth B3
53302 FAE 4o AXEL fUFeR A5 EAG
PBxE T FdA FUF B L o] F 2 3] Wols
atH, ol % Wold Aol UME g5 7Y AXE S8 2
2t W& akar ek old B = dAE A WA W
o AxE 2dy FozN HAFE BAENA 2D o)y
2 9 QA= disiA diAsle dmElEE Aetstgdoh
THIZe A F  positive selection® negative
selectiong ©]&3 LaEEFL HAAHA FHo] dF 24
HA 7 A4 Al gt o]F Q) Q1A HAH L A7)
2o Q) #R9 MIAEE FFAFIch opet ujAAA )
Agdel g ND9| #Hx|go] AXT AL NDO tdAol
R 2 AdM AFF7]d NDe ddA4dE Fdd=
Aol FZ FAo)},

173



mHXl 9 X sAlAHESE =&X 2003, Vol. 13, No. 2

2298

[1] ettt BEvle A& #4499 &4, 99 99 &, ‘A7)
(2" F9A71, &8 3831, pp. 53, 1998

[2] Computer Emergency Response Team, "TCP SYN
Flooding and IP Spoofing Attacks”, CERT
Advisory: CA, pp. 9%6-21, 1996.

[3] S.Y. Lee and Y.S. Kim, "A RTSD Mechanism for
Detection of DoS Attack on TCP Network,”
Proceedings of KFIS 2002 Spring Conference, pp.
252-255, 2002.

[4] PD’ haeseleer, S, Forrest, and P. Helman. "An
immunological approach to change detection:
Algorithms, analysis and implication,” Proceeding
of the 1996 IEEE Symposium on Research in
Security and Privacy, Los Alami. 1996.

[6] A. Somayaji, S. Hofmeyr, and S. Forrest,
"Principles of a Computer Immune System,” New
Security Paradigms Workshop, pp. 75-82, 1998.

[6] W. Stevens, TCP/IP Illustrated, vol. 1, Addison
Wesley Publishing, Company, 1994.

[71 ]J. B. Gu, D. W. Lee, K. B. Sim, and S. H. Park,
"An Immunity-based Security Layer against
Internet Antigens,” Transactions on IEICE, vol
E83-B, no.11, pp. 2570-2575, 2000.

[8] D. Dasgupta, and S. Forrest, " An Anomaly
Detection Algorithm Inspired by the Immune
Systems and Their Applications,” Springer, pp.
262-276, 1999.

174

X X} A& 74

Al ¥ (Kwee-Bo Sim)

1984 : Fddistn Ax-F e FEAL

19869 : & oighd AAT s FEAAL

1990d : The University of Tokyo HA}&

ga Fhakat

2001'A ~2002 : tHEHA 7183 Ao LA 28
23] geolAt

20033~ QA F=FHA ZL AFA AT
3 B3

20000 ~ @A 1 Ao AEFFA| 29 FEHE] o)A}

20034 ~ A A - EAZAE A8 3](SICE) ©]At

1913~ d A FSdusta AxA7| TR ag

FA Rk T, AsAN, A FTE2EALH, wE-F
9 AEE AFY, ASEAAN2Y, 2R, 3
SsEslol, ATUIA 5

Phone : +82-2-820-5319

Fax 1 +82-2-817-0553

E-mail : kbsim@cau.ac.kr

2¢xl A (Jae-Won Yang)
20024 @ SR W71 AA-E R
A}
2002 9¥~ A : T e AANAANT
Sl T

A, AspA,

AEA

Phone : +82-2-820-5319
Fax 1 +82-2-817-0553
E-mail : emfvnf@jupiter.cie.cau.ac.kr



