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ABSTRACT

As the need for stable and high speed wireless Internet service grows, the wireless LAN service provider
hurries to preempt wireless LAN service market. IAPP(InterAccess Point protocol) is defined to be able to
provide a secure handoff mechanism of wireless LAN terminal information between AP(Access Point)s, and the
related IEEE standard is IEEE 802.11f. For the secure handoff of wireless LAN terminal, it is necessary to
transfer terminal’s authentication & accounting information securely from old AP to new AP. IEEE 802.11f
recommends RADIUS server as IAPP server which authenticates AP and provides information for secure channel
between APs. This paper proposes IAPP server using Diameter protocol to overcome the limit of RADIUS
server, and describes about the interaction between server components and integration method with the current

IAPP client system.
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typedef struct _EVENT_Q {

int front:

int rear:

queueData dataMAX_Q}:
} EVENT_Q:

EVENT_Q NASREQ_Queue:

«0l#IE U MIAIXI F{NASREQ Queue) &EZ8t4 Prototype

queueReturnCode input_q(EVENT_Q * queue, queueData data, ...):
queueReturnCode del_queue(EVENT_O * queue. queueData *data):

18 5. 79 A8FZ 9 Prototype



EE/EAY BT
M. Diameter IAPPAB¢] 52t

Diameter Base Protocol %5, Timer 25, IAPPmain 2,
APSERET} APQIEDBE ©]5017] Diameter IAPPA]H
oiie FEl|UERNE 2= AA-RequestiX|E Az
3L 371431 GroupSAZJALE: #1831 f7 ARl Sk
& B3le] FEREL of7lelils 0]9} 2k Diameter IAPP
e} st e Aejukge] hsle] Adrgic
Diameter IAPPAH= A 3712|¢8] oMIEE A{2|dlch
AWM= GroupSA timeout o]l ER Configuration I}
ooll AdA=leiH TimerBZgolr] F7|H o8 Hb=lE
ol Eo|t). JAPPmain®ZEL A]AHA]el| Configurations}
2| TimeoutA|7hs Ele|HFE Eali elolniel 48]
34, eplrle 1 AZlel =Eo] TimeoutoMEE
A7 ol SEFE Bl IAPPmainE-Eol| g
gkt Timeout o[¥lEr} A3 IAPPmain 252 7
F2AeE EFsle] Group SAE ZAlsla ZAAIR
GroupSA= tHA] APIZDBe| #4=lc)

LRegistration Request J"Hﬂ]

RSSID.

BS3ID Secret,
3NN
APRIE
Configurat
APSER
REGlﬂeauesm 2l
REG Request :
Il >
Pair A GfoupSA gf;m
Generate Update &
Mgmt.
>
e AA-Answer
{Group SA)
AA-Request
4______9__..1 »

EHOID R

% 6. JAPPA]H2] Registration Request#]2]

FHA= Registration request oJ#lEol). 73 6&

Registration  requesto[l=e]  Aelahge  meiFc
IAPPA]He]]  AA-Requestw]A]#]7} E=ZsPH  Base

Protocol:>- =33} WAAE 3-4-7FE E5lo] IAPPmain
REo)| Al IAPPmainX-E9A] AA-Request ™A
21& ukom  “Service-Type” AVPE 7}x|31 o]7le]

Qb

[543

LA

=2 TE 93 Diameter LAPPAH 9 A7)

Registration Requestql#®] obdx|E gl vz}
Registration Requeste] 79~ IAPPmain &8 |||
E APSERE 8l APSELEA At APS
EwE2 BSSID Secret, IPF%, Nas-Identifier 52} #]
HE APAUZDBe| ARkt 1 thgel 7IRESE
ZES] Growp SAHHEGEFTIHoE A=Y e
GroupSA)E APIZDBEAE] ¢elEolal olF 233}
T AA-Amswer HRAAIE AAEle] ATl gelx
Base Protocol® ¥xltl. Base Protocol-2 AA-Request
E 23 TAo|A] AA-Answerd]AlA]E Bich

A= IAPP requesto(ul Eojch 73] 72 IAPP
requesto |l Ee]  AE|HE  HedErh  TAPPAHq
AA-Request®|A|R]7} =2ksb Base Protocols EEEF
AAAE -S-8FE E310] IAPPmainZEo Adihch
TAPPmain -Eoll4] “Service-Type”e] IAPP Requesta}
AA-Request| X215 kodl JlHeleE  SEso
Pair SAR B2 AJAIS)AL Regis- tration oPIEA|e] A
3] F9xl zZki(Pair AP)2] BSSID Secret®} IPF4 A

F YolEqlch Pair SAAEE PFAAES} A
Old-BSSID-Security-Block3} New-BSSID-Security-Block
o ukEezl ol zizte] BSSID Secretol] ¢)3ed o}
235l AA-Answerqlol] HAA AJAFE E3l0] Base
Protocol & Hujzlcl. Base Protocol AA-Answerw]A]
A5 AA-RequestE B\l TA)A] Bick

IAPP Request X2l

GroupSA timeout

I

Configurafjon APEER

J|e|&4
Pair So GroupSA
Genereie gpdate

IAPPF}

AA-Request

1% 7. 1APPA{B|2] JAPP Request*]&]

1265



FE A8 8 =E4 '03-12 Vol.28 No.12C

o

V.4 g

FAW 7elld  Fxdal whade]  AP(Access
Point)Ale] & 2=(Roaming)d 4~ A sp= 2z
EZ- 24 IAPP(InterAccess Point Protocol}e] )32
HdziEl IEEEZF 22 802.11f7} glth o9} zhe
802.11f Y3k AN AFZQEE 98|41 IAPP
Aol g fafishs 2] -2RADIUS) A7}
desiel  o7leMe g oAl xe) zles
ZgEFq Diameter & A3 IAPPAHE A9t
sttt Aleksl Diameter IAPPAB{} 7]&2o] <A
2FREE 8] e r]9n FuldE nE
o] Be sl Tl TAE F& +2E5 Agk
Fcl TAE gt~ Zelo|slE9) Diameter IAPP
Amete] AFE fa et Ane gy
Diameter Z2jo|d B8] g FAlol iy =
REFS WiFoEN 7|E Aadde ol
FHTEE 4 UEF gk AgkE IAPPAH Al
e Fze 7] RES 2YSE sl A
e} QEEelAE 3l FE Fe TEelmm
H el NeE FTMIHER AW A A%
< A e TEF AYslsilonz Ay
o] R3lE B 5 9la okAls) ERpAle] o
ok

Diameter IAPPAJH+ NASREQ <ZE]Alo)dg
olfgto 2y ARe ZREIZS Hosle S
A% 4 i 7]&2] o2 Diameter o|FejAlolAd
ol FAATEE g ARSI ZefAlo| A
Faa ol EEAlelAdRke viwd 44 F3E
glck A|eksl Diameter IAPPAIB]E E3led n
ot A el FHelvtm FAl AMuia Al
2A7re] AFe] ¥@3k IAPP A A2HS 75
o Stk

I M r

Z x

il

Sl

[1} IEEE 802.1X, "IEEE Standard for Local and
Metropolitan ~ Area  Networks:  Port-Based
Network Access Control”, June 2001.

{2] IEEE 802.1aa/D5, “"Draft Standard for Local
and Metropolitan Area Networks - Port Based
Network Access Control - Amendment 1,
February 2003.

[3] IEEE 802.11i/D7, “Draft Amendment to

1266

STANDARD FOR Telecommunications and
Information Exchange Between Systems -
LAN/MAN Specific Requirements - Part 11
Medium Access Control (MAC) - Security
Enhancements” , October 2003.

[4] IEEE 802.11F/D5, "Recommended Practice for
Multi-Vendor Access Point Interoper ability
via an Inter-Access Point Protocol Across
Distribution Systems Supporting IEEE 802.11
Operation”, January 2003.

[5] W.Simpson, “PPP Challenge Handshake
Authentication Protocol (CHAP)”, RFC 1994,
August 1996.

[6] L. Blunk, J. Vollbrecht, "PPP Extensible
Authentication Protocol (EAP) ", RFC2284,
March 1998.

[7] CRigney, “Remote Authentication Dial In
User Service(RADIUS)” RFC 2865, June
2000.

[8) ®wlel, 7-83], o]S<d, "APAlole] A& £
o W} A, FFHREITYI A S,
pp.235-240, 2003.

9] 1A% A, A, T FAN] ol ES
73 $13 Diameter 7] AlE HAFEY I,
T B Y S8 s A a3, pp-241-244,
2003.

[10] Pat R. Calhoun, Glen Zomn, “Diameter
Network Access Server Application”,

draft-ietf-aaa-diameter-nasreq-11.txt,  February,
2003.

[11] Pat R. Calhoun, John Loughney, “Diameter
Base Protocol”, RFC3588, September, 2003.



&t o #(Young-Hwan Ham) 239
1994 29 : ARt 7
FrElEEt &4

19961 29 : AlTRTisha 7
Frel gt Aat

19953 129 ~ 1999 104
A gAld T FE A

- *ﬂﬁixei%"d
2000 64 ~ 2001 109 : () olMe AT
2001 129 ~ A ;. FEAHAEAGTY ARE
FATEY AT

<FIRIRoPUEY Bl 22 e, FAIIEY Hat

N 9 Z(Byung-Ho Chung) 0]

19889 29 : Aot

AAEA 22

20004 29 © desta 7

Fel et 4

: 20004 39 ~ A 29
5 st AFE b ks
A N

19984 290 ~ 2000w 69 : ubmbsted i

AglATR

20009 64 ~ WA : FFANFAATY F

Aefnetad sy 97

As W ZTH 9% Diameter LAPPAH 2] 417

X 1 2(Kyo-Il Chung) 358
1981 d 29 gheFEa =g
g3} (F3h

19831 8¢ ghefelighar Akgdeh
1 ArpA ke (FEHAAD
199711 8¢ EhoFrieta ofEhel
AAEEr (g3

198013 129 - 1981 114

AA =AY

19814 129 - 1982 2]
AEA74

1982:d 3Y - FHAl F=AAFAATY ARET
7rked- A gl ed 41

<F3AlHol> IC Card, Security, Biometrics, =7}
7R3, AlsAe

A & F(Chang-Ho Seo) 54
. 19861 ~ 1990w meciEbse
383 293D
1990 ~ 19921 we{oishal
dubefEhel 33t (o]3H494h
19923 ~ 19961 e o ahal
LI e e e )
199613 ~1997\d  =ula}sted-f

& Ay
19973 ~2000  FAAREAIA T Al
gz

20003~ A FFeaL I B2

<FHARoP T daElE, PKI, o554l Bk

1267



