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thE AESS} Hlwdte] A5EAS #3318t PRN-SEED €3¥1e]Ee 782 Synopsys Design

Analyser Ver. 1999.103} 43 KG75 library 2232 Synopsys VHDL Debegger® AR&-3lch.

Toldd A3, dAY d3A A8 DESE FAFu7E A0MbY ¢ 416Mbpse] A4S 7IAH,

Rijndael ¥3A2¥e F2Fa7 50 7% 612Mbpse] A2l&-& 71xt}k. PRN-SEED ¢34

28] A AIE = 10KoW T3l 40Me W 128 BIE9) tig x2]&2 430Mbps, 50
W o 128 v Ed] tig Azl &L& 630MbpsSitt.

Abstract

Information protection and cryptography technology is developed with IT but solved
problem of real time processing and secret maintain. Therefore this paper is proposed
new PRN-SEED(Pseudo-Random Number-SEED) for the increasing secret rate and
processing rate perform performance analysis with existed other cryptography algorithms.
Proposed new PRN-SEED crypto-algorithm increase in the processing rate than existed
algorithms use bit and byte mixed operation with RNG(Random Number Generator).
PRN-SEED that performs simultaneous operations have higher 1.03 in the processing
rate and 2 in the cryptosystem performance than existed cryptosystems. Implementation
for PRN-SEED use Synopsys Design Analyser Ver. 1999.10, samsung KG75 library and
Synopsys VHDL Debegger. As a simulation result, symmetric cryptosystem DES operate
416Mbps at the 40Mk and Rijndael operate 612Mbps at the 50Mk. PRN-SEED cryptosystem
have gate counting 10K and operate 430Mbps at the 40Mk and 630Mbps at the SO0Mt.
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Fig. 1 Structure of DES crypto-algorithm
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Fig. 2 DES key schedule
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Fig. 3 Rijndael crypto-algorithm
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Fig. 4 CSA characteristic
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Fig. 5 PRN-SEED cryptoalgorithm
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Fig. 6 PRNG SEED generator
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Fig. 8 PRN-SEED cryptosystem
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Table 3. PRN-SEED performance analysis

gate Helg
A ﬁ e

380 400 420 440 460 i count(0.5m)| (40@M)

AT L T T [
& /TB_SOLO/STATE 0. 30 ] o S (I[3>|Esk TaEs 1,090 416Mbps

e

B /TB_SOLO/STATE_O... 88 o0 [ L4 cryptosystem) 16 22 6,159 416Mbps
B /TB_SOLO/STATE_O.. 56 0w 3 -
b T8 SOLOSTATE C.. - ™ " RSA R-L architecture 186k 94kbps
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t /TB_SOLO/STATE_O.., 8 FF 3 PRN-SEED
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b /TB_SOLO/DATA_O{ . [0960000606000000°] 103389770C080800257700° | 1DD231200CC3" cryptosystem)

2] 9. PRN-SEED ABA|AR]| citst @ojaly Zn}
Fig. 9 Simulation result for the PRN-SEED cryptosystem
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Table 2. Infoutput relation for PRN-SEED cryptosystem
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