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Abstract

In this paper, we proposed hybrid cryptosystem of Diffie-Hellman base in Elliptic Curve,
and explained for specific protocol design. The proposed system is efficient hybrid
cryptosystems system that offer implicit key authentication about sender and receiver
unlike existing hybrid system. This system increased safety generating session key using
pseudo-random number generator by cryptographic. Because the system is hybrid system,
it is more efficient in calculation amount aspect supplementing merit and fault of public
key system and secret key system. Also, the system can not get right plaintext except
receiver even if sender’s secret key is revealed and impersonation attack is impossible.
And the system offers security on known keys without influencing in safety of other
session’s cryptogram even if session key is exposed. And the system is provided safety
about mutual entity authentication and replay attack.
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Fig.1 alg. of pseudo random number generator using RSA
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