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Design of Security Policy - based
intrusion Detection System Model

Kim Kang*, Jong-Sik Jeon **
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Abstract

Computer security is considered important due to the side effect generated from the
expansion of computer network and rapid increase of the use of internet. Therefore,
Intrusion Detection System has been an active research area to reduce the risk from
intruders. Especially, The paper proposes a new Security Policy ~-based Intrusion Detection
System Model, which consists of several computer with Intrusion Detection System, based
on Intrusion Detection System and describes design of the Security Policy ~based Intrusion
Detection System model and prototype implementation of it. The Security Policy -based
Intrusion Detection Systems are distributed and if any of distributed Security Policy -based
Intrusion Detection Systems detect anomaly system call among system call sequences
generated by a privilege process, the anomaly system call can be dynamically shared with
Security Policy -based Intrusion Detection Systems, This makes the Security Policy - based
Intrusion Detection Systems improve the ability of countermeasures for new intruders.
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HZole Yol H&she AMEA a7t BdEoz
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Fololll AMgET Sl o] MU|AE QHAsHA o8-8
F A 4 Het JPQAE wolsly] 3 ANEE A
ulA7d AP g 3E 3 JITk(1).
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2.2 Shiuh-Pyng Shieh Model

Shieh =2 ZHAANA Al2g] Aejo} e Hol,
ZA) (Subject) 9t A (Object)Alo]e] ZH#AAIE Uehlix
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o714 Present_relation € {r, w, d, cd}elth.

Present relation& r. w, d, cdZ Aoshed 28
A HEEL Hole{9 AR 5E Wl 7IA] FEHE §
487 mgolr}

2.3 Sandeep Kumar Model
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Table.1 Comparison of Intrusion Detection System
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Fig. 1 Systerm Configuration of security Policy-based
Intrusion Detection
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Fig 2. React of Process for Intrusion Detection
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Host Attack Attack for SYN Flooding
Alsrt 1D © TCP-RST Alstt 1D : SYN-Flood

Time 1 2003:08:16  11-36:09 Time 1 2003:08:19 14:18:05
Source Address ¢ 129. 254. 10. 109 Source Address © 129, 254. 10, 109
Destination Address : 129 254. 10. 129 | Destination Address : 129, 254, 10. 129
Source Port 22250 Source Port 1 22256
Destination Port 18

Destination Port : 56

Alstt 1D TCP-RST

Time - 2003:08:16  11:36:09

Source Address T 129, 254. 10 109

Destination Address 1129, 254, 10. 129
Source Port 22250

Alsrt ID : SYN-Flood

Time 1 2003:08:19  14:18:05

Source Address 129, 254. 10 109

Destination Address 1 129. 254. 10. 128
Source Port 22256

T2 3. IP Spoofing E4X] Z3}
Fig. 3 Detection of IP Spoofing
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Fig. 4 React with Prevent List

6.3 FoJs

FHR2E wdsp] sl ZEEeRdMe 439
HAEEE A7t @3 BRE 999 AgFANag ez &
Aot =v, 53] & A 98} £2E2 PingS
AgEiM LYAA Bk Az APAM aEler A
S |3 ojd) A FRE A AYeAAMLgez A
v} Agd sz MUFLd 22E2PR HY o
< ol dAshe AARA FRE A WU A 2y
A7 GAA2glog AdshA so R AgR)A 26

dXe 35 £o2 AZE 433 "otk




86 G AFEBRDE 3052003, 12)

2 =RdMe AFE AdgAMzDE vBeE A=
+ A I AdEAAaE 2dS Adsta, ol
AAstn Z2eeRleos FHsel I gAY AusiHth
A & HebgH 7t AA-AA| 28 22 HobgAd
2% Siske] Aulx FREAS A% VIEHD delddA A
Qe A 7t ZHd3E =5lskd AR web
A BebgA 7t AYFAA 2L ofF FHo] £
ZzAx PAE F3HA P99 d2A e B olE
ez G + e vBEHQ B9 BA WL
Hto 2 she YgAIAlzrloltt. £3], Atet 2o B
A T AP 2RL g AFE A RiEa
A HeBgA S AYIAAMZRE F o= hit §
3 Az o) 2AE A2E] 32 A F R
A A2y 32 BAF A5ole °lE TE BAEH 7
B AAEAA 2 ER A2 FHE FRIES ST

2 =RdMe At 2l g3 S HleiA
=dol digt Z2EERlM 48E siglen, 4¥E7 &
A 25l BR7L e tEFAoY IPAFE T
Aol 599E ¢ & AU = J5Y2E TR F
A3 AYFA) Al AMgEe g9 A gl F49 s
of @& 71 17 Pt

FF AT A9gAA 2 Bk ARl AP
HEAP R w53 AYES delske THE Zed
¥ gl g a7} Besirt

V.

o

anEa|

(1) 287, "o|g Bkddore] PEIMY|AE 48 B
A A2-AF . g Bk, 2000. 2.
(2) Mansour Esmaili, Rei Safavi-Naini, “Case-Based

Reasoning for Intrusion Detection”, Computer
Security Applications Conference, pp. 214-222,
1996.

{3) Dorothy E. Denning,
Model.”, IEEE Trans. on Software Engineering,
No2. pp.222-232, 1997.

(4) D. E. Denning, “An Intrusion-Detection Model”,
IEEE Trans. on Software Engineering, No. 2,
Feb., 1987.

(5) S. Kumar, E. Spafford, "A Pattern matching
mode]l for

“A Intrusion-Detection

misuse intrusion detection”, In
Proceedings of the 17th National Computer
Security Conference, pp. 11-26, Oct., 1994.

[6) CIAO, National Plan for Information Systems
Protection, Version 1.0:An Invitation to a
Dialogue, Jan., 2000.

(7) NIST Security Requirement for Cryptographic
Modules(FIPS 140-2), 2002.

(8] Guidelines on Firewalls and Firewall Policy,
NIST SP800-41, 2002.

o xa M

IR

19929 kst BuAIIe
(D)

Bt AFE T
(D)

7B}

VPP A 2aF

2003d

qa A

HE 4

19969 AFdhetm Azt
(3

AFeheR AR
(18)

Aae}
PPl A9

20014

g A



