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Secure Location Information Protection Scheme from the Network Provider
and the third party in Mobile Communication Environments

Soon Seok Kim'- Chang Hun Lee'!

ABSTRACT

In this paper, we propose a new scheme, protecting information about the location of a mobile user against attacks from inside users of the
mobile communication, especially the network providers. There have already been some proposals about how to protect location information of
user in mobile communication environments{1-5]. Among them, Kesdogan et al.[2,3] proposed a new method, using so—called temporary pseu-
donyms and also described protection method against a passive and an active attack of network providers. However, the description of protection
method against the active attack between the two is not clear. Moreover, there is an additional load that it should append a reachability man-
ager(1, 6] to the proposed system. Therefore, we propose a new scheme improving the above method of Kesdogan et al. and analyze its security
and effectiveness.
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providedE 7} 31 GMSC7} 838 slA FUtrEZH] ohy
| A dA 24 s MSERE &9 WAIx ACK7t

BOIM HEAI MSA H M IN2EEH QAo 2IXEE 25719 873

TDZ E%ex %54 49, TDE NP7} 2849 248
NE Aoz B Bie ZzAss FA A
gpshm Axtel A, A FH oy MARA
Amole], F29) B¢ ARH 9% o gARFEY 2
Hol 99rk NP MSEHE ACK nAAE WAw}
DI/ 2R Aolth wetd 1 Za ACK WAA7H
R gathe AL NPEolA A 9% ol gxzy
Bel E240] obd ¥WHA AEE A8 TDAA PMSI
g 94T AOE BUY 5 3] WRolh BE B4 2
°H 52 ol%2 1 F ACK WAA7 oA 2e £ 31
G ol HE AP WHe 3149 BHRRAA
w7k HAAT dA2, zedA UY 4lE B
)% Fof PMSIE A% LAFE AL Adss
& AT, QU Lo, 2 PN olAT
g 2AsE A7lE NPEEH A PMSI 08 F @A)
2347 B BE of e A WA 234 4 PMSI
g 227 geZve Wyl vk 2y o g 9w
geizvtusd, oA 2e) NP7h @8 AEe] @ PMSIE
doha A A4 7 MSH FEAAE & & glewdd
ool 947 o) 5EA Y@ F3 wF Bz
Akt WEe AEss) A8 Bag 4% ErEe
oot gom, 3 9¢ X715 oldel AP ASW E
Lt

)

alt

% 7
® PMSL cur : MS¢¢] 5718} A7he] wia} F
7 Adse EA9 PMSI #.
ACK : MS7F NPE &3] 9% o424y 23 o3
S 22 d Y3 $Hez TDo/Al Bl $9 HA=A.
o] Z< r, PMSLcur, 281 t& ¥|Y7 KVE <353
g gl PMSLcurg g dAxo|t}h o7]A r& 9
e A, t£ MS7F WAXE Bl ZAe AIZHRHY,
TAZIZINE 728 #Ad A o] e MSF A%
Belaginrt 2 f& 914).
PMSI_acked : MS7F WA ACKE 2 Aol HAT
PMSILcur #to 2, 4o ACKE A4we TD7 A
HolE Yo B#se 271z nullo|th
PMSI_provided : 7}3 #2o) TDEYE o2 PMSI
Froz of gh& NP ol = GMSC HlolEe] Rutgr]
%2712 nulle]t},
e VAL : 1¥|E 92 v MSERE TD7F ACK w4
Ag B AeE 1o He 284 4& F¢E 0otk

71422 TD

1) MSst TDzhe] @7) 348127 (short term secret key)E MS9 TD7Hol
2 =dHog AEY AR F/(AA Aad HEA 2FHE B
del Aol wel RAE IdFGA AAT T2 @shel ue Aaw
. MS9+ TD”J 737]3%‘*1%7](10@ term secret key)Z KMT, ¢33
Mol g P48 F, MSSH TDM nlg) 4% 7|5 AHF oz
ANEE T & “H vlg 7} K=FEKMT, T)olth
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4. Send a {call setup message}
update PMSI_cur to
PMSI_provided

GMSC

5. ACK

2. MSISDN or D
PMSI_provided

P

5. ACK
MS
(BT
1. IAM,MSISDN
]
EENEYY
(24T
GMSC HIoIE
MSISDN PMSI_provided 1AM
123 - 456 3124632

(38 6) Het

o] k2 TD Hlol& ol B#=H 27]ghe 1o

Aekshs W9 A9 o)A TP WRde g 94 2
& PMSI_provided®E7} PMSLacked & & R %317
A% Farr 2FE olHE Fho AAL A B I
o XE NP(E3], NP W9 GMSC)$t TD Za7h 24al9] A
W el 4F9 HolEE fFAste AeZ JMAsA of
€8, Adsts PP ok 22 6)FF)

(G4 11 95 o] &AR(EAA) ] T3 83 dA
o o] g7t MSstel & A3 NP el GMSCel
Al IAMT MSISDN HAAE A4

[@A 2] GMSCY & PMSI 8.4 &4

GMSCE #4l9] HolE o] B#s PMSLprovided &
golste] gk o] Fro| pullel2hd MSISDNE, 23 ¢t}
™\ PMSI_providedo] AAE & TDolA 2 & PMSIE
Rkl

A

@4 3] NP9l 839 72 % TD7I & PMSIE
FE= 9
® MSISDNS A

el VAL gke] 19]

W 7%, TDE WA A4 ol

o
A EAloll PMSI_acked”} null$l A&

rg o\v)'

A

3. IF (MSISDN)
THEN IF ( VAL==1 AND PMSI_acked ==
THEN set to VAL=0, send PMSI_cur
ELSE detect a illegal request,
set to PMSI_acked = null, VAL=1

nult )

IF ( PMSI_provided )
THEN IF (VAL==1 AND PMSI_provided ==
THEN set to VAL=0, send PMSI_cur

PMSI_acked )

ELSE detect a illegal request,
set to PMSI_acked = null, VAL=1

6. Verify the ACK, set PMSI_cur to PMSI_acked

TD HIOIE
MSISDN PMSI_acked PMSI_cur VAL
123 - 456 3124632 1631275 0
e
selste] WY 2YY VALE 022 AN the PMSL

curZ GMSCHA Buz, 22x gupd GMSC &9 &4
ANEE ZHAsln B39 & PMSLackedE null, VALS
12 Az7)343 thg, NPefjAl exEeloz o]9& A7|g)

® GMSCZYE PMSLprovided® #A$w-e A$ TD=
WA A HolE e VAL Fto] 1olHA FAlel PMSL
provided”7} PMSI_acked$} Z2X& 35l it ¥}
W VALE 002 A% thg PMSLcurg® GMSClA R
Aok 18X ohgd GMSC £ B¥ARE #XEa B
#2928 PMSLackedE null, VALS 18 Azx7133 ¢

&, NPl Al o=@}l o R olo] & A7| g,

2l

(94 4] MSehe) 94 44 24

GMSCE MSol Al {call setup message} S Agste] 98
ol gxtete] 4L MAT ohE, TDEF-EH H4w& PMSI
_cur & A4l HeolE o] PMSIL provided oz 7841
g}, hd GMSCEol|A4 MSZ9] dZA] TD7t €& F PMSI
7b A9 iR o wloj A~ HLR® VLR &A 314
&S ¢ itk ks GMSColA MSZ9 ddA, o
Aol Al MS7F 28 PMSIZ 2 g AAHAY opw
o}z 7Mool AL F A7l WEerh wakA ol gt A
Feoll= GMSC7F TDel Al Aak d PMSIE 83 Fo=2H



OlsE¢ =HEUAM HERZ MSX X MSKIZREH AXT AXNEE B27|E 876

3219 PMSIE ol&3te MSz9 dZE& N=E F St
olgf TDE Aol olv] &&& ut 3= PMSIE 7IE22
E718 NS HESH old F& 1O o|F] AYFE ge
PMSIE &2Eth

[24 5] MSe| &4 WAX] ACK 447 744l

MSE {call setup message}E EFHAFH ¥, &9 wWAA
ACKEZ AA3d GMSCE %3 TDoAA ALt o
PMSIL_cur #t& A9 PMSIoZ A gk v} A 3] L3
TD7} GMSCell Al &8 & ZA1Y F7|8t Aztel wet A
g otk B o7)A MSyt GMSCERE E3d2 &
He we A% PMSIS AEo] A ord ZA¢ehd NP
2o 419 PMSIE 55815 ACKe] L¥5: PMSLcur
g 1 olde PMSI @ %, TD7} GMSCOlAl aiz %
A9 5718 AlZbe] WE g o] &3t

[9A4 6] TDY ACK &<l &4

TDE ¢Z3td MSEHE 9 ACK HAAE MSehe] &
7] FHHIEIIQ) KE ol g3t 583 F PMSLcur gk
2 A4 Hlo]2 o] PMSLacked 302 7AIBHL,

ok [@A 3lolA GMSCEHE Y ERAI= L A olF
o 9% o]EAZRE FY MSEY AL FE 240
AL A9¢E GMSC ®3 PMSLprovided &< null2 A&
713tete] B TREZ [dA 1JREH A= AZgr

318 A

B WA At e A4 BAste U ol§
Aol NP W 78 A 3ARE MSe| 9138 setaAu
2HseE 29 AEE 1 AldEs ojgs A & &
iAol Ws) AMET T 5&A TP EA8 mnx
o owA B zeEge ¢dAdl st odg o] &
W AR AR 4 I AE U5 EReln 744 o

REE A A

-

=1

[Case 1] 95 o] &xt2RE AAA 3 2ol YA
sz 23stn 9rd GMSC7F MSISDNS o} &3l TD
dA 2¥Hez MSY & PMSIE 83F Z$=E, o 3
¢ I AN 830 JuP=rfo] wet ofefet Zo] Ei
A=
o 9 ol g zRE| A aFd o3 A AYHow

PMSIE 23 % o] gle AeolA oo X3l 3HA

8By 2He NEde BF
o 9% ol gARREY A 8Ho| YAUed A BEH

2348 & & AHdA AR HEA AMY By oA

& ANESE AS
o 9 o] gARREl A Ao YUY oW HEoR

2Yede NESE A

A A AL Z2EZE (94 319 A WA FAH A
PMSLacked gtol nulli7te &dgezn HA A d
kst AAd AAH oz PMSIE £4% Aoz
TDE o|n| o MSEZHHS ACK WAIAE ALY 34
g delF o] = PMSI & &, PMSILacked gto] A
50 Q& Aolth wekA of B9 PMSLacked Ftol
nulle} efEE A EY,

T A4S 9A ZREZ (WA 319 A HA FH
A VAL gol 13718 gageza f4A FA 4t vkt
W Add BYeAE Pohe AL I 23S MSIA dg
a4 gAY Aedcstdais 2 Fou|g {call set-
up message}2 A2NE Aotk o7)A T AA ¢
ga gds] ACK WA AE TDA #ALsHA && Ao
o oA VAL & 02 Aeirt | wd T A
g & MS7F ACK wWAAE B § o) ol#d A%
B Z2EZAE JeHA FRAT MSHAA FHH
oz AR A% JF(dE ol 33)E A JI=9 g2
ZH 1 8542 23% A% TDAA €274 olid ACK
HAXE SR g dyE Ast

A WA ALE o)A FA AFIAT EYIE ¢
& A Bbsst) A% 59 MSEY ts W #HS
83N B Z2EZ [d4 319 A HA(TY, tdF Hdx
A8<9l AAY MSISDNE o] 43l a4y H) £ F A
A(che o= PMSI providedE |43t 233clw) 3
A A ZAED 971 ©d GMSC/ AR EHAEES
8ARG T 7HAREAL ol ZAHWE 1 23] MSISDNZ
% Aol A$E $ F WA Af sFEhe]E of
M PMSI_provided2 13+ Ro]E A#gle] [&A 3JdA
VAL gtol 104 & gagdozy A€
dH ZREZ PN 1 A AAE REve A
3 wolA 2dd 4 Adrk 2V v W 84
= A7 g45y, o2 W PMSIE 4#E A
A8 A MS7t FTUAE LobAUMSH ek dA
ololt]& RE7] mEo) MSd diE $xE FHI=
(PMSI 7ol 44 F7ivith wiiy] gigol) 2e 753

S

[Case 2] 9J% ol 2R HAFAAH &35 2o YUNUE

g 7tz 99 GMSCrE #A HelE Jeo 2astn

2lE PMSI_provided® ©]&3te] TDA EYAOZ MS

9 & PMSIE 838 A=, o] 4% =3 2 AH 8.4

o] oy rte] whe} ofefet o] F AbHE EFECH

o SR o] g RRES A 9 o3} A FAHeR
PMSIE 238 o] & AeHdA ol Hgoz &
¥ aAS AEse By

o 9B o]l gx2REY A 830 UALH HH BY &
AL A 3 Al A EH AL A=ste AL
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352 ¢ [Case 119 Al WA A9 vt3}A|
= < A7 Brbseith siAw Y MSEY vhg
H2E aHA £ Z2EZ (G4 3lo F vd fgolA 7
Add. ¢4 GMSCY) @A Elo)Eol B#slm e PMSI
_provided #%2 ©o|&% AL 22 T2 EZ P AHG3
FHolet e} AA F OI%Z}E—‘T’—HPJ A5 9%
A7 WFo [Al 4]0l MSZES 3 AZo] o]FojAA
gon) T3 (@A 5l ACK ®iAzR =3 A4ex @
& Aotk Wik VAL &2 U2 022 fAFEY
g el Y MSE9 AA 8o YAY TL& GMSC
7 BHACR QoY Aee (94 319 F A #49
A VAL #e] 19A& #lidtAY PMSL_provided7t PMSI
_acked®t ZEAE ERIFoEN ALY EE £ Z2E
Z9] [FA 4194 GMSC7t {call setup message}E 9%
o] Bz [&7) 54 MS7 ACK HIAIAIS A8t
TDo A 2t sdels dA A58 A3 3A+-E F
A gt

T A Aee 9 [Case 119 F WA A9 FAHS
Wyog HAe 4 Qv F Z2EZF (WA 3]94 F 9
FAoJA VAL #tol 10718 e zy 44 7A€
o] Ao it sl2 WHL ¢ [Case 119 F WA 73-?—
#zsty] A

S
2 o

i)

i

[Case 3] GMSC7I & PMSIE 834 AFs PMSIL.
provided @to] obd 3l gholvh L o]Me] shH A&
Hol 9l& & ol AL

of Z%E ¥ Z2EE [d4 319 F WA FHdA
GMSC7 B2 399 PMSI provided #tol TD #alo)

H#ASIE 9+ PMSLacked®t Z2A& v I Eo2H "ﬁ
A ZAED dkstd PMSILacked e vtz A oH
Al GMSCe E3t a4 93 MS7F TDAA B9l ACK
WAA] &of] XFE 2 FA9 PMSI gho]7] W& ojrt.

[Case 41 GMSC7F & PMSIZ ¢7] 98] AA MS2e]
g4 314 &+ da MS7H TDAl HulE ACK #A|
Ag $)zste] npx] MS7E B 248 AFE A S

o] A4E GMSC Zol|A oldel Bl ACK WAAE A
AHEE £ YA FHA9 ACK WIARAE TDA B4

= gtk duslE gEsE ACK wAAY {(rPMSL

c)E %53 s ALE AR BEA sl
TD Etol ¢ugie HE7|Y K& dolofat=tl GMSCrt
o 7lg m21N B9 WAAE d92 44RdE AL
2rhs e,

S 2 AXY MS7F @9 HJl Hol gl ACK WA

& & oA ol (AAE F gk 2y o] Bf F
F33td ACK #WAAE TD7F H3stste] 1 —wﬂ X
PM

Al
Al ¢
e PMSLcur &3 B 3219 F7]8 AF t& &1l

of WAIAZF AAHE BT RAe |A ASE

[Case 5] WF ©]€2%] NPE GMSC7t obd A 3747t
MSe] 928 F33e & HE

TH A 327F NPYl &8 glo] @502 MSY A&
FHaHY 49 A 32 A EAHS T yyeR 4
MAgo]l Fae WAAE 728 ¢ Jith 2 Z2EF
A= 2z A= l% o thekdt WAAEE Fau
7hed SAE E8 dob ¥ F e vAANES 7Aoo
PMSIL provided, ACK, 281 MSISDN A %ot}

A, PMSIL_provided? 74-% MS¢ #A PMSI7} o]
W, =& o] F& ol&3te MSe HAE Loy A
£ NP Ui§9) dolejwe]~Q HLR# VLR H2 & 4
gojof et TEy} o] A& NPshe] AEo] glurE £7F
sttt AL 29t sojate b4 7]«d [Case 1~Case
4]el o NPel E¥ AEEo] #AH. zela F ¥A
2 ACK "WAIAE ¢hdsttigts o] g2 w22 ¢ss

g ghol7] WEel o]& Eusislo o mAAe] y&E& &
obithE AL ALEAQ A BrhEEie, dAF Az
o] dgl o] & Yoldrt dtfjEt= PMSI gL F715o
2 uyr] gEo AR FHe] PET. oz A 327
MSISDNS <tttettizte A 4402 @ PMSIE dohllA
X3hE o7l A F3H o] ErlEsi

i ?ﬂ

il

[Case 6] ¥ o]-&#}¢l NP9} A 3z}7t AEste] MSY
_?,];‘(]E ix43].g:] fﬂr 7:1 °
YA AHE [Case 1~4]9) A% RZ7} W3 o]gxql

NPZ GMSCellA ¢ EAIEst #dd fIdsolvh =&
MNZ A3 sHets A 32k9) A9 NPIHE B AR

_Cl>__
g 92 % vk 2 o EAY FSE [Case 1~419)
NEES B2 v

[Case 7] NPZelM AA o7 oj&A2FHY &30
fleol B7sta goz 230 2 AAH st MS
7t TDAA ACK WIAAIE BHES & & gioth ofete A
38 W= $£A FAR MSE F9ugh 23l e B9
A 53 dZo] # ejth o]2F B9 MSE NPZ
By 98 dda B + gtk EE NPEFAM BW AR
A3l FIFolgeErt £4, @A, T3EZE £ 9A
F 5 B3 92 U FejE o
TDel Al PMSIE 848 4 Ut &
ou|g T3 L= Fojo a<le

o o & 2 oot i

[

o Zog <13 NP9 L3A TD7} PMSIE <aF7u,
=2 MS7F Fous B3 a4g ¥kE AS ACK H



OlsS8d 280 HERZ MSXH & X 3%t

ANAE TDAA Rule A& 94

2 1) n(ed & £, 38w ]5“'?}‘:} ol A%
PMSI7t #slslE F718 A E_]-T MSell Al wr} ¢t
st

el 2 <1gt NPel 84 A TD7} PMSIE d8iF& 4%
FA FH3L FF Fofrl EFE o Au|=E NS
ot EE o] Abd 9 W42 TD7F MSolAl A2
gfof it ozl MSelA $1x ZaolHAg AFde
42 YA AMu| A9 e E5E A9 sgdrt
A MS7F B9 o] wWe] A sttt

MS7F FAAR, A4 0.2 Z £A8 & ge 43 24
Al AbAe] o2 TD$ NPolA &dth o 39 TDE
Ad& Eof, 4d Y=g Fol o] AHdE 7|&3ta FF
MS7} 4715 AEl(power on $)& ER3E o ThA
MU £E o] &3 E gt

¢

A7) AdMoz e B 4
el A oA T oPge AR ol$9
F A% 29 To3 N7 228 & A4l Sl T2

PRl A A% 24 TP PEEIE AL Pl o143
°2A 2 & + Aok %, shte) TDE n7le TDZ ¥
@ate) PMSIE A4S Go=A B 0l 3 shi
TD7} AAsE FRE B4 4+ Atk

o AL AFTAA & 2 MowBou
o 474 & Fee A% 2(0Mer/Ber) + Mam /Baw)
o WAL AT MSETH TDZ wiAA ACK7t e A%

: 2(Me1/Bar) + (Maw/Bem) + (Myr/Bur)
o Mgr : GMSC$ TD Atolol| HA|7] A5
= Bgr : GMSCZF TD Atole] Add &% oy
° Mom : GMSCAl A MSZ 3 Ao ut& ]*]Z] A5
» Bom i GMSCollA MS2 & MAA Add &3 ggd=z
e Mur: MSOlAl TDE9 wAA] ACK A4
o Bur:MSolA TDEY $HA Aldd 8¢ ojgd=

ghd At S 71E TP W#He] F5HQA FHd
i e 2ol E¥EuE ARME Wle] Bk 2§
FHolth, 7]& TP WolAd dF% £27t5 WUAE n

o] &7 F1E MS7F #F5 dAL ¥ $HoeZ ACK
AAXE RioEN Fu TL3
Ag 9 F Ak F, V& A2 oA E 2dR
o] 835, @2 GMSCE HlolE o PMSI provided Z&
2 3y © F3, ¢x GMSCERE % 94 HAxEg &
& W ACK "AA|The F7tste] A3ty dEo] 71&
=d7bs WuAs Fo4ske TRgE 2e g4 ugng
1 Atk

A, 9 (

/‘l

o]

1 7oA B upe} o] 7]& "o F7t
o] Hale 7189 MawBemol B8 2(Mer/Ber)

e rQL‘

He

+(Mmr/Bur)7t F7HE = AR EX €T ol A
oA ABoldE 7k AvEZRAA 2

LH% gk Rshot)
o2 MS9 9§13

>old AZ 718 A& TP %
A= oS $EFAL o

4
d
>

ZEH ¢Eot AXNEE 2371Y 877

Zelo|HA] B3 oo e 7|E
umwur Aotst wS Hlwma BW <E 1>3 gt <%

Mol Al 345 NPt

FE QAT 55T

o - [s 1 =1 i
& B e 7] W't EF REsEuUAE o
48 49 NPY 5589 FF0] el g AR} B
WY Ans B854 5¢ NPE A fzaAG
22 RN F3aFo %l—‘:— g% B3 vhA dE
AAY AR st HAAY NIAAE & =27}
FUUAE B8 MSolA AT § A7) Wi FHd
e gu e §hx £}
{(E 1) MSe| A._—E- % 2R =Zzo|tA] HIS 7ROl mHE
7|= weisalel Hlm
TP 88+
GSM | TP %% | =27b% | Algrete
[7] [3] ofj 1] A Pt
6]
AR ko] 8 A TMSI | PMSL | PMSL | PMSL
i o4& |TDo]& | TDol& | TDol%
A 3R} O O O O
NWATEl x| o o O
o) i] °©
Zajolula] | NP 5% | % A O
BE fF | 34
A 32t}
NPs}¢] x a a O
4.8 &
|FENBA] A A AR WB/|E Lolsta
E AF, o585 ol Here 1 FoAdol HA o
Az Q. B =TT o]FEA &7 NP s
MSY 9% Mg Bm Y AEE BEH o o}
7t NPE9 848 A8 % & UEE, 7|& Kesdogand
TP ¥4 & Hds}&’iﬂ}

4 87 OM R N
oogF AFIARE AFE PA4E 44 AE

Q

71&9 GSM # TP W

glsty o

g 71E TP PHolA AT
zo| s=aolE Fohsfoksh
o mrk 4ol

F g, AA
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