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Clustering Normal User Behavior for Anomaly Intrusion Detection
Sang Hyun Oh'- Won Suk Lee'

ABSTRACT

For detecting an intrusion based on the anomaly of a user’s activities, previous works are concentrated on statistical techniques in order to
analyze an audit data set. However, since they mainly analyze the average behavior of a user's activities, some anomalies can be detected
inaccurately. In this paper, a new clustering algorithm for modeling the normal pattern of a user’s activities is proposed. Since clustering can
identify an arbitrary number of dense ranges in an analysis domain, it can eliminate the inaccuracy caused by statistical analysis. Also, clustering
can be used to model common knowledge occurring frequently in a set of transactions. Consequently, the common activities of a user can be
found more accurately. The common knowledge is represented by the occurrence frequency of similar data objects by the unit of a transaction
as well as the common repetitive ratio of similar data objects in each transaction. Furthermore, the proposed method also addresses how to
maintain identified common knowledge as a concise profile. As a result, the profile can be used to detect any anomalous behavior in an online
transaction.

719= : EQ EX|(Intrusion Detection), HIEA #e| &X|(Anomaly Detection), HIO|E{DIOI'Y(Data Mining), EAE{Z(Clustering),
AR Z2algl(User Profiling)
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o 3lel oajA PR Ml
21 vehln oga o] Atk

| vi(o! )= min(C) | if vi(o! )< min(C)

dist(P5 00 =1 | (o) = max(C) | if vi(o! )< max(C)

mehd, E58 The) #e AdE59 dgolzd st |E
2 El X238 AAEY A5 ohw, 23y P o)
A EdAA Tio o Agle o3t go] Al

{EF
| Elk | 21 dist(P*,0!) where o! sEf
i i=

ex_d(P¥, T,)=

7 WA A7 Ao s]wtste] extdist = X {1}

ex_d(P*,T;)/ITD* ¢} Zo] Axtdch watA, (2™ D9
do)x ERAHA TIo et JFEAYE ex_dist(P, Ty = Iv
(0°) max(Cy)l = 39 o] ATt nbAA R ex_dist(P,
Ty, ex_dist(P, T3) 2 ex dist(P, Ty & 242} 2, 1 2 3¢}
Zo] Axgc weiA B R A extdistst EFHA
extdist_dev Z}7} 2.25 2 0.820¢} Zol Al4tdth
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N2 F3E ERAqA nAFPHE EA 7] A3
Me o] EHdALAS ojn] AYH == JJr°é-‘+ H3ake] o
olF] z}o]7} Al ojof T}, oljF Bl UF F 9%
A2 AR F 8439 (internal abnorma-
lity)s Zaade ui a3 A2 £38 EAANY U
A Z828d TgHEE dolH ARSI AolE vEh
I 9% v A3 ¢ (external abnormality)® ZZ#H9f 2]
Bogow AR EdAAdA FHL ANEFHY AoE
Yehdt) Z+ 2ol Ag] & ol(distance difference)s} &
z}o)(ratio difference)® EF ¥ MS = {ID, IR, ED, ER}
g 33PN AT AAH8s HFeld & W ID, IR,
ED 2 ERe A7 W% A” o], Y5 uj§ Zo], 93
A Zo] & o vl & AolE Uit

2828 ' EdRR T7 FA3e o, Se 2444
T Z9A EEV‘H C'o] Z3td vlolg AA A3 uel
W avg(CHE Sl TFH gle dole AAESY BT
&he ‘/}E}"“D} wekbA, Wi A Abol(internal distance
difference)= Zej2El C'¢] 247 center(CS} avg(CH
o Az Aodrd olu, R A Aoje 7t ZYAHY
237t t27] ol center(CHl hE BEFAAZ AT
3} sojof st} mF kA E U§ H]& Ao](internal ratio
difference) = ratio(CHol @ EZFHA rdev(CHel &M
A3t Eojof dt.

| center(C*) —avg (C*)

7+ cdev(CH)

if codev(C*) #0

| ratio(C*) —r (C*)

7+ rdev(C*)
if rodev(C*) =0

dist _diff ,(C*, Ty )=

ratio_ diff o(C*, T, )=

T Ze2E C'ol sl cdev(CH) EE rdev(CH7E 0
of 7A7& grol® R o7} wl$- AXA fct wEiy
A2 FH9 ENdA g HA dojg Holt o
2ol o#iA 433 B FFL B Fr). o5 nos
7) Q8iA, st Ze2Ed g WE Zol7t A e
9 Q=2 R zlole] Huigro] AAsior drt. AT
249 ¥ YR Holo g FHE 2-Y F Uk AE
2 Aol wjgolth. 7b ZolAE wlolE ole] F s}
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total _dist ,,(P*, T,)= Zldist_diff «(C¥,T,) - support(C¥)

total _ratio (P, T,) = 21 ratio_diff ,(C¥,T,) - support(C¥)
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Z total _ diff . (P*, T,)

overall p(P, T,) =

=

1
n

A
n

2. total _ratio (P, T)

=1

overall g(P, T, )=

=

Z2sy P A2e ERAA Tohe 9% vA4RY
EE R AAAYAE A fAET dist_diffe (P T
o} ratio_diff(P*, TVE 242} 918 Ay *}o)(external dis-
tance difference) 2 2§ Hl& Aoj(external ratio diffe-
rence)et 33 Tyl S AR AFE BN & o 9
A4 EE T 2ol Altdrth

| extdist® —ex _d(P*,T,)
7+ extdist _dev*

dist _diff . (P*,T,)=

if extdist_dev*+0
| extratio® — |EX1 /1T, |
7+ extdist _dev*

ratio _ diff (P*, T, )=
if extratio_dev* # 0

Wi Aol Msh sk R Aelst AY g WA
QEE 57 AaA 9% Aol Hrjgto] AAs ol B,
oluf, Eel A%t A n W AA G Az) o))
Az 9% vlg o= e 2ol AdEn:,

overall gpp(P, T,) = kZ“.} dist_diff . (P*, T,)

n

overall ir(P, Ty) = 2. ratio_diff . (P*, T,)
k=1
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AHE2LS] 2El ERAAA HAGAYe] HeE 2
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WA dds T olng Hds FA A8 3
Aol 716re =2 adS ojgste] A E F Utk F, A
4219 o] A FAY @l 2(green L red)& AR5}
of AMEALS PAE LRI green HEL ARSI
7t BAALE ERY red #AE2 ARt A9t ulA
A449L Ugtdo g e MS 2 229 EdgdH T o
A, Zh Aol e HE B LYY E P (TD)S} o4
gt EFEEA sd, 2 % 2ol JERE & sdth 97]dl
A EE AP MeE zd3e FetvHe|t ol
false alarm rate= AA) AR EANA 7H-’F°ﬂ o & A
red #¥e] LFHE ERAH A5 vl&E YERL
detection ratex HA WA 2dHH 7HT°ﬂ A
red #9e] X35 EdAHANF BEE VeI

| TD|(
0.(TD)= ITlDI §1 overall (P, T;)
sd =‘/; . 'Tz”:‘ overall (P, T;)*— @,(TD)?
“ | TD | =1

o green: if 0 < overadll,(P,T)) < @,(TD) + sd, - &
s red if @,TD) + sdy - & < overall .,(P, Ty.
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Agoz Fd vlANAY AAHEL FHAIEE sHh
2ol AF dlojetE UNIX 792 Solaris 268 AM&ste
AHERE dElA F o2 Fte] dHolgtg st AR
A4 HeS AASET o|F 93lM UNIXAI2E 7|
dlo] A Solaris 2.6% BSM(Basic Security Module){17]&
#83te] 21 dlojetE F33Ach BSME C2 gde B
SHsecurity) S Asste EEM, 228709 Ad A S (signal)
A4t A Zagidel 7]ETh old Ad AE
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DATAL 40 300 28M
DATA2 20 80 Y
| DATA3 4 400 39M
ATTACKI 1 32 43K
ATTACK? 1 520 56K
ATTACK3 1 219 2K
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Aol ALE-E dHolHES
DATA3S A2 t& =Zzagnd ogA A4 23 d
o|Elo]i DATA2E A& #HEA o8ix Add 22
dioleltt. ATTACKIS W SWEZ-(buffer overflow)
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(password guessing)ol oalA AAE dolelojt} A
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H 449 29289 AFE JeERTh of A¥EdA Ak
Az FE2Hy |t Sl wet Fej2E e )
F7F Aol E & 4 AUtk (2™ oA e Aotd g
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tance difference), W4 Hl-& *}oi(IR : internal ratio differ-
ence), Y% Az Z}o)(ED : external distance difference) %

B 8]& #}o|(ER : external ratio difference)E AM&3M%icth.
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22 MRS gn A 94 yE 3282 A o] 4
oA DATALY] Y 7HA] H|AZB=E & diojg F
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abnormality
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EID MR WED WER  ONDES |

<E 2>E DATAl¢] HAAYH = EH‘IW ===
B FEgE dist AdF uAALYgYE E}\;n_r,]._ <
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FiA vz A 22 gtE etk oA
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