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An Extension of Data Flow Analysis
for Detecting Polymorphic Script Virus

Cholmin Kim'- Hyoungjun Lee'- Seong-uck Lee''- Manpyo Hong'th

ABSTRACT

Script viruses are easy to make a variation because they can be built easily and be spread in text format. Thus signature-based method
has a limitation in detecting script viruses. In a consequence, many researches suggest simple heuristic methods, but high false-positive error
is always being an obstacle. In order to overcome this problem, our previous study concentrated on analyzing data flow of codes and has
low-false positive error, but still could not detect a polymorphic virus because polymorphic virus loads self body and changes it before make
a descendent. We suggest a heuristic detection method which expands the detection range of previous method to include polymorphic script
viruses. Expanded data flow analysis heuristic has an expanded grammar to detect polymorphic copy propagation. Finally, we will show the
experimental result for the effectiveness of suggested method.

7|19 : ASBE HIOIHA(Script Virus), X2 S8 24 (Data Flow Analysis), HIOIHA Ci&M(Virus Polymorphism)

N B 97 19049 1290 Hx2 $AY 23YE volel

A=
—1C

Ayl Y9 ez AR$Ho|Y IRC(Internet Relay Chat)

Hholgjz} Y3t e oy F=9 FAdE Ay o 2o A EM AvEn Y2l 23 YE ulold
71%ke} A 71l 2 AREH] g1 AlavA s 2 13 AolE 2B Aol 41, HAE FAO
7IMe og 71 v diHes £x7t wEn g€ 2 AR, REHDZ WFAYo| Lolste 53 v‘f—ﬂlﬂ 5
g otd ZE7t ol 7 FeteAE F Adsle F T QtH3 4] ®Eo] Be AIYE upolgxe EQA A
Mol Sk zEy AlZuAZE IEAA FE FEREe| adA sl oz gLty oHe wd FAEHL
&ekx] £ale ¢d& Az ok ol B/ AEHI o B FA 0F @ A3

EREE 7 o] AFHA &8 olggo] EAlstE
¥ B d7e @R 247 20 TR 2003-000-11235-0) 4 42 ¢ _

?Qg 54 orgam Auga AEYSY ARFUFEY Ael 63_%] I
LRI L e aaux s Adslad daa) 44 A

EEHS 20039 59 199, AAMSE 120034 119 179 5 BA 7S o8 Fa29 sIyel ALHAUTHS,



844 FEXelEsl=EXl C M10-CH H7z=(2003.12)

6l o 71Me AavAd odEen] gornz WE 239 Agld got AgsE 3l dolsh XS FAsE
E wojgls 9 o}y deiAA e 23YE ol s Heshe oyste ov) g m= 4k 7, ulelgi sl
Eoggd o, duhew g FINDY g F o) REg dusEia J1E AgEE g2 do 24 A
4 9RE JHT 2o o] HAe 2AYE wolY2F g2 slolgxrl B2 Holw® wER: s /Yy,
of 4% F=F ¢lo] B F AL EAES AHFoR 2299 550 9% FA g 49 UM g F
W A7)\ BAE Fdsts Aol Atele] ¥R g FHGnR el #ME wEE 3= 4 A7) 7)Y, OSe dEs
Az 722 9o 5 F WYL slel] ZAE SRt ME 2 AdEE Heete %53 st o]
T A mho# 2 (Polymorphic Virus)E B4 & 4 gl AxE ste 2= A4 718, A7 UEE 7HEel 2
~3YE m=E AET AT Lo HiE Yoz A7, #5017 A Sol ek
#¥ HE2 AgyE d¥sd gH2 AgsAn 719 3] ov e BES FleAY WeRe WAse
AS g@skaly] 4 g o8y 23YE Holsg e st e g mse FEAH g wAs
FA7] M 712 AR 5 BAL o]4¥ FYx £ B3 oyt Jge A FE solgag g Ay
8 g Jge 23 2e) g o) upolglzo] FEAoZ HAE AL F A ATUAE

B =R 7129 A% 5F BA FelsdHe £ 27 olgi$ue wud wolEss E48 £F A14H
23YE upoles FAVYE FHs] dYy c3YE W o2 dHF FA Brbsah,
vlolej27b4) @7 Jhsd J1ME Adeln, AdE 71Ye
gA o] B AY ATE BT AY 2RANE B4 22 ASYE BlolA BXS AR I|E AT
Yo ALSHT YE 44 dE wolE2 AFE 4 ) 2.2.1 B FEl2g 7)Y
£ Az 5% 24 Feizd /4d AtE /g vl AaAE ol e 23YE solPs @A 7Y
Astg A, o2E #A4Y @A e B FExE sNel AT,

8l o) 71Ye wloleizd A AF AHEHE WM Ex A
2. ¢E AR ASE AR AT 54 2AHEA ol 2o
olgHE Ao Helw FRdel AY s|E ojFew @

21 chgd 23RE Hiolei A5 gAske el

2719 094 239E vlojgat woldar} 234
a2 £ g9y o]2S ulEAY, FAolu dlojE & setout = WScnotOeateObJect(Ouﬂook/\mllcatlm)
Bohe Bdol g UYED 2ol 9ul gl 2EF 4 Cotoraggnce | e
s e gee gelgn. TEy A wAsy s Coagrm | oroman=1 o ool ABGmd R

: seta= rnapi(cmists)
gy 239 dolgar Ba¥ s 7)Ee ol st Thecmars | forcenties~ 1 to TSN O >
3 o}

male Recipients. Add(malead)
male Subject = *ILOVEYOU"
male Body = "check the attached LOVELETTER coming from

YA ojeie wzi AL Badn A, s e
J

me.

Aok g dds S 54 48 Ee L} Iy WALt (R YL
NEe Ug Age 23YE 2= Y A FEH «lﬂl maeGend
(semantxcs)«} w7 oj3olc. o

& 83 7)gele vlo]y st EEE e 23 Y (22 1) HE 3lE Y(love-letter worm)e| L&

E TE 399 o]E& AR g3t s d¥dstd 4
Blo] ) (Containen® 714, #4E M52 IS 2+ A7t (2" D AR $+8E B A= vFd el &
EAgR 7MN e 28 259 F(Oligomorphism) 713, Hiol AYE ulol# g 3 FF g2 ¥ YN F8 £F
A7 e AYQE e A @A Ao 2 @49 & LA &MEH Az ¢S Al A7 ANE LEst
PAES AR 3 AZHo Y HFES Fol T = REolth g FUig rye AAR A4 fES §
2 Qyyd 2EgoR AFs= Wy A v, volH & 2}71%ﬂl(self—rephcatlon)% Fhterte Age] Ad
o) v (Body)F d¥-ol FAEOIG T2 A3 4 s o) okvel BT mA =g AEYREY EATE
Fe A P FTE AYFE 9u| g ZE AY 7 At wlolglx RE seAl Ak AAZ AY H4
¥ 5ol Atk olA Els 2 Az}, dejAA e vtolea o] AF

g 23 dgs 7yes g 7MY 9n g 2= 3 g et e AAPEoR FAE dojEE I3



Clds ATRE H0lA BXIE 21Tt X8 S8 247" = 845
& VBS #d& Aoz Agagon, o gepolga 28 7|He|tt. AFE 3§ 4L ARG dA FE 2 F
T gez BAE dolEvhe ¥sH AL == 2| (semantic error detection) =& ZE 4 3Hcode opti-
2 Jgstyoh AR o] BG5S AR $H UFAE A} mization)Z A3 ALEEE 7oA o] JHE AMESIH
48 4 JoEZR o] Wojg TloF ulo|eik R E BAY AaudAe] o&EstA FuE 54 2IAYET}L vlo|# 2z
A HE ARAH A $H 2E5S BHog APdE ~ £ ¥& A2 PdT 5 YdSo] WAL, 6l ] 719
AYEE vloly 22 Fddtes A /7 2AHA Aok < Agd AH BAE FIAM WA= detulE, #fY 3%

T 0E 2N (3d 294 HE A gedA FE4
Feoln, Alxgo] ERshs G347 VBSY BE Hd
A YEE HA 2E FHE FPET set [fso)

e 48 FAAAE nejste] o4 AeE gAE

= CreateObject(“Scripting.FileSystemObject”)

set dirsystem = etSpecialFolder(l)
Set fso = CreateObject(“Scripting FileSystemObject”) set/c] etFile(WScript. ScriptFullName)
set file = fso.OpenTextFile(WScript.ScriptFullname, 1) [c|Copy{dirsystem& \LOVE-LETTER-FOR-YOU.TXT.VBS")|
vb: = file.ReadAll R R . ) o
m:zﬁfz; reiea set bout] = WScript. CreateObject(Qutlosk Application
folderlist(“C\") set = lout|Createltem(0)
sub folderlist(folderspec) ?g_ FUE B, infectfilesd [male}Attatchments. Add(firsystem™\LOVE LETTER-FOR-YOU.TXT.VBS']
X
dim f, f1, sf [male]send
set f = fso.GetFolder(folderspec)
set sf = f.SubFolders (32! 3) LOVE-LETTER djo|2{ae| o1&
for each fl in sf
infectfiles(fl.path) (29 39 2 AFge =g steiuE, am e
folderlist(f1.path)
next e FHAEL A0 AR AnHdl 9gE ek
end sub th AR 239E Z2aPEL Al F=E 9L
sub infectfiles(folderspec)  ‘&32} vbs¢l EE 3] 7] E A 4 e = B} -
dim £, f1, fc, ap Holl o]RAL Az 2H HEsE 59 PHE A G2
set f = fso.GetFolder(folderspec) oZ (2 oA 7HeE EEHE ABAAES AR
set fc = fFiles
for each fl in fc }":q tq'ﬂ')‘i 2}t u) A=k 7—‘37"“711'9’] AHRBAEZE o] &3
if fso.GetExtensionName(fl.path) = “vbs” then o] 7198 Ed X9 FGAF 7uke] @ Faxge] 71X
set ap = fso.OpenTextFile(fl.path, 2, true) .
ap.write vbscopy 9 52 3 LFE & F IA HAh
ap.close devielel FEgse) BAe Wae ogd U we
end if
next & ZAE vlagt g7, v HAl gt vatdE o] F
end sub A}, We] ogo] 2L A4AE AAHE FAol4 a}:o]
ud £ 97) diEelg A8 2§ B4 »E 7L
(T2 2) siEol AZzIENN AR A3 HM=SE P a7l dEel A8 28 £4 FHaE 7INe
23Z|E dlojz{29] o 9] Zholl g 248 #3A A4 AT constant propaga-
tion)9} AL A 1k(copy propagation)®] 7Jd-& o] &3ith,
°of A== N&dd EAgle 2E VBS #dd A AL ARE a2 A3 A 34 EF AE g
o B AR Za wwl s
€f £2uR2 use WG FAdRE AT b g we me $48 2ohin, a9 ws we
A0 =l yil-0] 2. [e] AEE = =
:j"“E DTS RS B BAG MLEE TS T e 44 goz oNdE AR TR OF ¥4 1z
o A Eolx] A - ojdlA ¢ L=dh =4 ol &
e 1,5}%} e Dﬂj FER T ag ncd slue g yRel 44 Avsel Au
sk AAAY ARAES THAE 978 Eel o -
W B3 wole EART W wHRE Aver 53 & 2 5 @A SANE PlMOE x -y due e
= T b gl H—-, T [} QAL
AYES Hojztn RAA HA BLE G ZEE9 olHO GALG = B g dlolmT el Hale =
oz AEY = ouh maAN odF Sue v 2 fYES ez gtk olgld dYFEEY E4E B
one A;;m o ConE e z2aYel A% Hu 4 2e hg A 2 ASFEL
= TR
=T goluo] shube MeE ABFoEM, AT FEF R
2.2.2 A8 38 EA4& o]&3 Ty E 7Y A e do W4 £8 QA d8 59, x = y'Y 2
71EY g FEsE 7¥o] HolyE ¥ T4 LHE =x + 107 9 gigdEo] +AUE ' T2 3
Bt daf AAE Aol A8 5F BAE o8¢ Fo o F A Bgg ‘2 =y + 10°02 YRFE T2



846 FENIER==XI C H10-CH X7z(2003.12)

a#e FAAH 9FE FA F=Th

variable <assignop> factor
variable := <identifier>
factor := <identifier>

[ <number>

| <literal>

m

B 3) SAMEPL 0|R0IKE 2| HE BNF B

AR (0Y 4o 9o udHe 4o diYgEd
of BAEY, & FEY x, yoll g dexe 99 &
o3 T3 Ze A dtte] EAREo] AAHT) o
‘variable'oll 3@ EHE= W4 x, ‘factor'e] AFHE W

yeltt.

2
A
<

> ox o® o
e 4o 2 o i

variable = factor

7 2l 44E BAEL O
Ho AFE olgth B4 " of AF W
29 variable s @4 BANA AHEHT ol
@ated, AN A3 AF WEE factorE A3
o2 o]FojAt,

dlo
>
&E)‘:":
e
)
o % o o
¢y o
d

rﬂ

= Hy

r
O

e
>
2,
i)
il
o
oo
o
re
=
i
M
o
ol
=°l='-,
=
N
N
rio
RN

XN oo 9
mlomni
NN Iz 30 o 2
ox

U oox %

N
-

o
Mo o > ¢

e
o
2
ox
o
T

Ir rl
-1
st}

o XN & o W o jo K&

dlo
£
=
2
24
o 1

wE o H &2
.
2t)
o
!
fiu
Ruigyl
ot
o
=
L
&

I
2
=
o
2,
rir
JC ¢
o,

AstAl Ao

3. detel JId

31 XIE 25 B4 Fel2g JjHel 2N Y

B4 2aYE weldsd oy A9 AHS AU
EE fole BAS g0l AAY m=E wgss
Wi, MYE 2= AsdeE A 2wz UE 4 9
o A WA BAAE 232YE vholgst Aue m=
g WPsE Qe £P] A 59w A9 =
c2 BA9Z BAHA Aet T A wAdA A9

W5E 23 UEe od b oEs JEe Hesh
% ¥R wed @ & oEsd A4
1 S22 del AFSAY AA

SHES o] &3t JRE A3 3 54‘:} OIEH 71& AR
35 24 FEaY 7HE oE4E A4S F A AR
Al Feg BAb Ayt o]Fo Az %23; (29 3ol
A Holg Hdo] #ojA A Atk 27| ¥y HHA BA}
ARE B 3 X3, ¥3dE 2= LH%PJ Hog ¥
e A HA g cj2ME ¥y [ Z=¢ Wy
Fo] = Alold AABAE & F %1 A Ao wEA 7]
&9 Wylo2E MY 3= Av ke EA AAE @
A& BaA Dk (29 5)E olH3 AIAYE npolyA

o] & B Frh

[Strings] = Split{codeToMutate] vbCrLf)

@MutateBodyI =[DoMutateBody| & Comment

v =
End If

Next

[Mutator| =[ DoMutateBody]

(8 5) VBS/Sflus.A Hioj2{~ =9 9F

(1Y 5= 'VBS/Sflus. A’ T34 23 YE vlojg g
IdRE B3 Aoty VBS/SflusA's IE Alelo Fzt
AR FAEFE A AQdste WHeR Z=E WA
= A npelzzolrt ‘“Jlf‘f BEo AR E

1=}
B

=4

il
o

o]
of Hole RE
¢

Mo o M T

1

o
‘Mutator'o]t}. o] Z¢ EHA A& Fa|A EA s}
il

ToMutate' W&olA ‘Mutator’ W2 Zto] MEHE &8
e Wes QAL 3 232 oA dele Wgd dqgst
Aol 917l W&o, (2 492 verd & e £

FHE oluA Hol Bal Ay} o|FolAA gt
A Z1E9] HAF datE o] §F 4 WHSEE ‘codeTo

Mutate’ B9} ‘Mutator’ 4= A}ole] A3 BAE gopd
&+ glen, ‘Mutator’ W9 e BLE 7|55 A
b, H4ANE BAY £ g

32 BEE =i Huh Felag I

[ =

& "o AEF wok 2L vholEag A% TE WG



gol MEHER
¢ "art gl
A =

& 20

A

=
hnl
‘y‘}‘}“" = Té

o 01} @,

variable <assignop> expression
variable = <identifier>
expression = factor
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Input : Script file in text form (__.vbs)
Qutput : Yes/No value whether the input file is a virus or not

Initialize this to indicate the first line of input file
Initialize ¥ set and G set empty
Loop (until this reach to end of the input file)
{
S = Readline this
If (self-open behavior is detected in S)
Add self-saved variable in S to F set
if (more than one element in F set or G set is found
in L-value of S AND S has a form of one of a
statement in figure 6)
Add r-value of S to G set
if (more than one element in G set is written to
certain file)
Print Yes
Halt
Increase this to indicate next line
}
Print No
Halt
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