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Abstract

Recently it frequently occur that remote host or network
device breaks down because of various fraffic flooding
attacks. This kind of attack is dassified an one of the most
serious attacks of it can be used to a need of other
hackings. This research is gathering system’s informations
for detecting a traffic flooding attack using the SNMP MIB.
We analyze the traffic characteristic applying the critical
value commonly used in analytical procedure of traffic
flooding attacks. As a result of this analysis, traffic flooding
aftacks have a special character of its own. The proposed
algorithm in this paper would be more available to a
previous detecting method and a previous protecting
method.
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TP tcpinSegs
tepinErrs
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udplnDatagrams
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udpinErrors
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Traffic analysis procedure of TCP
let Log() be a reading a log’s value
let € be a threshold
let f(x) = T(curr) : current log value
let p(x) = T(prev) : previous log value
let T be a table for storing
let attack(} be a attack traffic alarm
let innocence() be a innocence
traffic alarm
if tcplnSegs > 0 then
call tcp traffic analysis function
if tepinFrrs > 0 then
Tin(curr) <- Log(tcpInErtsSour)
Tin(prev) <- Log(tcpInErrsye)
if f(x) - p(x) < ¢
return attack(Ti,(curr))
else
return innocence(tcplnSegs)
else
return innocence( tcplnSegs )
else
pass tcp traffic analysis function
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Traffic analysis procedure of UDP
let Log() be a reading a log’s value
let € be a threshold
let f(x) = T(curr) :
current log value
let p(x) = T(prev) :
previous log value
let T be a table for storing
let attack() be a attack
traffic alarm
let innocence() be a
innocence traffic alarm
if udpNoports > 0
call udp traffic
analysis function
Tin(curr) <~ Log(udpNoPortsq,r)
Tin(prev) <- Log(udpNoPortsye,)
if f(x) - p(x) < ¢
return attack(Ti,(curr))
else
innocence ()
else
pass udp traffic analysis function
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Traffic analysis procedure of ICMP
let Log() be a reading a log’s value
let € be a threshold
let f(x) = T(curr) : current log value
let p(x) = T(prev) : previous log value
let T be a table for storing
let attack() be a attack traffic alarm
let innocence() be a innocence traffic alarm
if icmpInEchos > 0
and icmpOutEchoReps then
call icmp traffic analysis function
Tin(curr) <- Log(icmpInEchos.ur)
Tot(curr) <~ Log(icmpOutEchoRepSca,)
Tin(prev) <- Log(icmpInEchosyrev)
Twt(prev) <~ Log(icmpOutEchoRepsye,)
if f(x) - p(x) < ¢
return attack(T;,(curr))
else
return innocence()
return
pass icmp traffic analysis function
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