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Abstract In the spatial database systems, it is necessary to manage spatial objects that have two
or more aspatial information with different security levels on the same layer. If we adapt the
polyinstantiation concept of relational database system for these spatial objects, it is difficult to process
the representation problem of spatial objects and to solve the security problem that is service denial
and information flow by access of subject that has a different security level.

To address these problems, we propose a polyinstantiation method for security management of
spatial objects in this paper. The proposed method manages secure spatial database system efficiently
by creating spatial objects according to user’s security level through security-level-conversion-step
and polyinstantiation-generation-step with multi-level security policy. Also, in case of user who has
a different security level requires secure operations, we create polyinstance for spatial object to solve
problems of service denial and information flow.
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