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Abstract In order to guarantee system survivability against attacks based on new methodology,
we need a solution to recognize important resources for essential services and to adapt the urgent
situation properly. In this paper, we present a dynamic resource reallocation scheme which is one of
the core technologies for the implementation of intrusion tolerant systems. By means of resource
reallocation within a node, this scheme enables the essential services to survive even after the
occurrence of a system attack. If the settlement does not work within the node, resource reallocation
among nodes takes places, thus the essential services are transferred to another prepared server node.
Experimental result obtained on a testbed reveals the validity of the proposed scheme for resource
reallocation. This scheme may work together with IDS(Intrusion Detection System) to produce
effective responsive mechanism against attacks.
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var

EP[m] : array of essential process id's;

DP[n] : array of dispensable process id's;

TotalResourceUsage, BaselineTotal, ResourceUsage[], Baseline[] : integer;

procedure Resource Reallocation(m, n : integer);
var
i : integer;
begin
if CheckTotalResourceUsage(mon_slot, threshold) then
begin
if (CheckEssentialServiceResourceUsage(m, mon_slot, threshold) < > m) then
begin
sort dispensable processes stored in DP[n] in descending order of resource usage;
for i:=1ton do
begin
withdraw resource of DP[i];
if EssentialServiceResourceUsage has increased then
terminate DP[i];
else
restore the withdrawn resource to DP[i]
end;
end;
end;
end;

function CheckTotalResourceUsage(mon_slot, threshold : integer) : boolean;

var
i, excessCount : integer;
begin
excessCount = 0;
for i := 1 to mon_slot do

if TotalResourceUsage > BaselineTotal then
excessCount := excessCount + 1;
if excessCount > threshold then
CheckTotalResourceUsage := true;
else
CheckTotalResourceUsage := false
end;

function CheckEssentialServiceResourceUsage(m, mon_slot, threshold[m] : integer) : integer;
var

i, j, k, excessCount : integer;
begin

for i := 1 to m do
begin
excessCount = (;
for j == 1 to mon_slot do
if ResourceUsage[EP[i]] > Baseline[EP[i]] then
excessCount := excessCount + 1;
if excessCount > threshold[i] then
k =k +1
end;
CheckEssentialServiceResourceUsage = k
end;
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