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Abstract

Elliptic curve cryptosystem(ECC) offers the highest security per bit among the known publick
key system. The benefit of smaller key size makes ECC particularly attractive for embedded
applications since its implementation requires less memory and processing power. In this paper, we
propose a new multiplier structure with configurable output sizes and operation cycles. The number
of output bits can be freely chosen in the new architecture with the performance-area trade-off
depending on the application. Using the architecture, a 193-bit normal basis multiplier and inversion
unit are designed in GF(2™). It is implemented using HDL and 0.35x¢m CMOS technology and the
operation is verified by simulation.

Keyword : ECC, multiplier, inversion unit, finite field operation, normal basis
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Table 1. Characteristics of multipliers based

on normal basis on GF(2"™).
Type MO' | CMO* | PMO'
Total Number of

2
Gates(normalized) ! 42 1949
Maximum Clock
)

Frequency () 2z 217 192
Maximum Throughput 118 | 869 192.31
(normalized) (Mop/s)1 [§8] (7.36) | (16297
implementation efficiency
(throughput/gate counts) 1 172 083
(normalized)
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