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Design and Implementation of User Authentication Protocol
for Wireless Devices based on Java Card

Ju-Hwa Lee'- Kyoung-Su Seol™ - Min-Soo Jung'!

ABSTRACT

Java card is one of promising smart card platform with java technology. Java card defines necessary packages and classes for Embeded
device that have small memory such as smart card. Java card is compatible with EMV that is industry specification standard and 1SO-7816
that is international standard. However, Java card is not offers user authentication protocol. In this paper, We design and implement an user
authentication protocol applicable wireless devices based on Java Card using standard 3GPP Specification (SMS), Java Card Specification (APDU),
Cryptography and so on. Our Java Card user authentication techniques can possibly be applied to the area of M-Commerce, Wireless Security,
E-Payment System, Mobile Internet, Global Position Service, Ubiquitous Computing and so on.
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(g 9A Be A 2ol AR AFAAE AFAH
(AuC ; Authentication Center)ol A @ Z7](MS ; Mobile Sta-
tion)Z 3GPP 23.048(Secure SMS H 7)ol EAIE Command
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Command SMS& X}H}ﬂEi ISO 781691 HAlE Com-
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2 el 0 @21 [8}] (1)

RAC/CC/DS

vagabto Secured Data with Padding

TAR | CNTR{PCNT
8 5} &3]

SMS Header

(32 5.1) Command SMS T3l #=

Command APDU (2)

APDU Header

SMS Bodv

SMS Header

CLa I NS I P1 l P2 CPL | CHI | CHLl SP | Kic l KD I TAR ICNTRIPCNTRI RC/CC/DS

APOU Header

APDU Body

CLA i INS l Pl l P2 e | _ Data
, CLA , INS‘ 1 ' P2 ' L ] Data
(32! 5.2) Command APDU 7=
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JIE T RMEETIE ALEX s ZREE0 HAl F 7 589

Response APDU (3)

APDU Body APDU Trailer

Response Data

SWI’SM

(32 5.3) Response APDU +=

Response SMS (4)

User Define Header SM

UDHL [ EoL | ED
{1) 00 NULL

UL N
varlable (1) 8Bit Data.

CNTR| PCNTR

APL | Ad | ReiL | TAR RC/CC/DS
@ frao ) 00§ @ 1 @ 4]

varigble

Stahzs )Code Secured Data with Padding

SMS Header SMS Body
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> Cryptographic Checksum
SPI » Ciphering Command
» PoR response shall be ciphered
° Algorithm Identifier
Klc » DES-ECB, DES-CBC, Command
3DES-CBC(2/3 Key)
= Key Identifier
KID Command
« DES-CBC, 3DES-CBC(2/3 Key)
Command
PCNTR » Padding Counter
Response
Secured Data * Encrypted information included
. . X Command
with padding data and padding
Additional » Request encrypt data with padding | Response
Response Data

(18 6)2 Securing Message 7-Z2 7|7]7F Bl dA]
A FA47 Ad dAie JAFAEH(AUC ; Authentication Cen-
ter)ell 4 ST71(MS ; Mobile Station)® 3GPP 23.048(SMS
Hz)ol HAIE 140utel E(Fe) o ¢33t 3280 E &b
g 3/4[96Byte] 2 AAET AR)E FAStY A$sixm, GF
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MS Java Card
SMS Header ARDU Haatier | SWS Heager Repeat [APOU Header| E.DatgH{S2byts)
(17-20 Byte) 5 Byie) | 11518 Byl

€_Datal{32 Byte) APDY

E_Deta2(32 Byte)

APOU Header | E_Data) (32 Byte}

APDU Header | E_Data2(32 Byts)

E_Data3(32 Byte) APDU Header | €_Deta3(32 Byts)

Card Memory

(3 6) Mu/He7(/XHIFE=E7] Securing Message 7=

4.2.2 71712 45 A5 R 7] $718 HA
T\_%}\]Uc}oﬂk‘ AHsA BRE

712 451F 2 7§78 WAt Basteh A0 4
593 2 71 B8 e Re BAZ FHa,

Authenncatlon Server a} w Smart Card
SR (Java Card)
TR

1. Connection Request

(1) Encryption after Generate Server_r{use K}
+ E_Sr_i = 3DES_ Eki{Server s} 2. Challenge(€.Sr.K)

{1) Server RAND Decryption
+ 3DES_DKI(E_Sr_k)
(2} Encryption after Generated JC_r
+ €_JCr_K = 3DES_EX(JC_s)
(3} Generate 16bytes Session Key(use ki)
; < sk = 3DES_Eki{Server_s |1 JC_r)
3. Response(E_JCr_ki, E_Sr} (4) Encryption Server_r using sk
(1) JC RAND Decryption amourt of Recelve - + €67 = BDES_Esk(Server_s)
information{use k) : 3DES_DK(E_.JCr_ki)
{2) Generats 16byte Session Key{use K)
+ sk = ADES_EK(JIC_s || Server_s}
(3} Java Card Verify
: Server_s <Compare> 3DES_Dsk{E_Sr)
{4) Encryption JC_s using sk 4. Challenge(E_Cr}
€ JCr = 3DES_EsK{JC 5}

{1) Server Verity

+ JC.r <Compare> 3DES_DsK(E_JCr)
{2) Generate 16byte MAC Keyluse sk)

i mk = 3DES,_Esk(Server_r 1] iMSI}

5. Response(E_MK) {3) MAC Key Encryption{use sk}
(1) MAC Key Decryption{use sk) — + E_MK = 3DES_Esk(mk)
+ mk = 3DES_DsKE_MIQ
(3= 7) Mu/SHT|/RMIZEEZe] F17(1E 2 MM 7]
MY ZZEE

97 1 (AuC < Java Card) : A2 H& 232 3}

@A 2 (AuC > Java Card) : A8 2] d48 P43 &
kiz ¢Eshstel Aubst=z e ch(E Sk,
247 3 (AuC < Java Card) : EJCr_kﬂ} E Srg Ay
2 A%
O A% e Mujg ¢
@ Java Card(JC)¢
st oh(E_JCr ki),
@ Server_r# JCrg |43 ¥ ki ¢33s)
o] 16ute|EQ] AA 715 Agdtt
@ sk2 Server r& 95 3}soH(E_Sr)).
@44 4 (AuC > Java Card) - E_JCr& Anpl=z A%
g},
DAL H& E JCr kig k2 B335
@ JC_r# Server_r2 A4 3 kixg ¢3F3}sto
16uto]lES AA 718 AAs A 7€ 5
718 S A 47 5713 5.
@ AR 712 B3 3H3DES_Dsk(E_Sr)] & 3t
Server_r& vlaste Aulzt= 71718 HAE(91
%] 3o

@ sk JCrg sasach(EICr).
@7 5 (AuC < Java Card) : EMKZ AHZ A&,
DO AR 712 23 3H3DES_Dsk(E_JCr)] & gkt
JCxrg vlusty AW 7718 AFRFIY
(¥% o5 d8)
@ Server_r# IMSI(7}4 At AW 5)-& A3
F skZ ¢sgsld 16vto]E9 MAC 71& 4
A g,
@ skZ mkE ¢z 33cH(EMK)
@7 6 (AuC): 9 HEE A5 Pe E MKE sk &
333t MAC 718 5718 dHMAC 7] &§
75} &4E).

4.2.3 AH§R AF A%
RAFAPNA A JnE A5 AHAE A

k) 71 §713 ol AHeA QF A} st Q3lg o)
2YSE O8T AE-S8 ASA AF AAE e 2
& A%z F99.

Authentication Server g Smart Card
(AuC) o] +  {Java Card)
.................... %)

Key Synchronous
kay), mkimac key}

i Enclyplmn after Generate S_OTPr
 E_SOTPr = 3DES_Esk{SOTPr)

1. Challenge(E_SOTPr. MAC &

(E_jastB = Last Bbyte of E_SOTPr) Java Card PIN Input Request)
{2) MAC = 3DES_Esk(3DES_EmK(E_lastd)) [ E{ (1) MAC' Compute from E_SOTPr

© MAC’ = 3DES_Esk({3DES_EmK(E_last8"))
(2) Integity Varify : MAC <Compara> MAC®

(Deoryption RAND : 3DES_Dsk(E_SOTPr}

-> SOTPr-JC)
(] Encrynnon using SOTPr-JC PIN of Java
uth = 3DES_Esorer-sc (PIN)

"(E_tast® - Last Bbyte of Auth)
2. Response(Auth. MAC) £{ {4) Encryption Server_r using sk
(1) MAC" Compute from A -— * E_Sr = IDES_EskServer.r)
: MAC® = SDES_ Esk(:mes Emk(E_lasts))
{E_last8' = Last Bbyte of Auth}
@ Intacrly Verity ¢ MAC <Compare> MAC
ecryption Auth : 3DES_DsoTr (Auth))
()] In!uun(y Comnut. MD* = SHA1(PIN})
MO1=-MDn of Auth_DB <Compare> MD*
{4} It equal, Authentication 8  st———d
Support of Application Service
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FAddr|e] 943E dte ZEo|JdE Emulator2 T4 FH
o] Stk ekdA BA2 Ate wAo] AgE AYE b4
A dE FAEE 240 Hstn ABAHE BA}=A
st A48t 53 ALX 215 & SEAMH|A X HAE

AR AF ZeESe 25 AFAWS e =

517 =3 2 24 g3l Qv F21olUdE Emulator FE 22 Yo Qo
AupgtE 7| FATRI] R AR QlF A2ge +E AR QlZAR T2 Esle] A AFARE QZA
2 A% fFe vaa gol AT, FAGR7] % At HlolA #©e] £33 EE THsAT
e 2pzke] o] 2 Ahupdol R FE AL dlZA = Muje} ZaojddE Alole] HEArefsl Kb



592 #EMelEE=EX C H10-CT X5=(2003,10)

oo o

A A 2 MAC 7] a8la 9% 2 Eeo|dERY]
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DES (KB/s) 6,792 5,165
3DES (KB/s) 2,392 2,142
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