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How to Exchange Secrets by OT

Yongju Yi'- Young-II Choi''- Byung-Sun Lee''!

ABSTRACT

A fair exchange protocol enable two parties to exchange secrets with fairness, so that neither can gain any information advantage by quitting
prematurely or otherwise misbehaving. Therefore a fair exchange is the most important for electronic transactions between untrusted parties.
To design new fair exchange, after describing basic concepts, definitions and existing protocols and designing a non-interactive OT protocol
using ElGamal’s public key system, I will design new protocol to support fair exchange. In my designed new protocol, untrusted parties exchange
secrets obliviously and verify that their received secrets are true by using transformed Zero Knowledge Interactive Proof extended to duplex.
At this time, concerned two parties can't decrypt the other’s ciphertext. After all of the steps, two parties can do it. It is the most important
to provide perfect fairness and anonymity to untrusted parties in this protocol.

IHE:

1. Introduction

1.1 objective

As the supply of computer and use of internet are increa-
sed, the amount of information via computer network is on
the sudden increase. The increase of amount of information
cause the problem of authentication and stability like inter—
ruption, interception, fabrication, masquerade, replay, denial
of service and modification for lawful users. Therefore more
detailed requirements for security and expansion for authen—
tication market are needed.

One of the big issues for information protection is the pro-
blem about secrecy of information and authenticity for lawful
user. The method of protecting secrets from wrong of legal
user as well as third party is needed. Countermeasure to
prevent concerned parties’s wrong than third party’s wrong
is more needed as the form of electronic commerce has been
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changed variously in the next generation internet.

In this environment, when parties exchange secrets, fair-
ness, concurrency and anonymity become security require-
ments which are to prevent parties from getting disadvan-—
tage. Therefore in this paper, We describe Tom Tedrick’s
fair exchange as the most typical method among existing
fair exchanges, then analyze problems of his protocol and
design new protocol. We apply oblivious transfer protocol
as basic tool providing fair exchange and transformed zero
knowledge interactive proof to remove disadvantage which
one of two parties may have to our new fair exchange. The
security problem described in this paper is not only to third
party but also to concerned two parties. We design protocol
in which two parties entrust minimum information to Trus—
ted Server (TS) to prevent the other party’s wrong. If one
of two parties does wrong before ending protocol, the party
who halts protocol can't have any information or computa-
tional advantage. If one of two parties do wrong after ending
protocol, the other party can ask TS about the other party’s
secrets.
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1.2 The introduction of fair exchange

A fair exchange protocol enables two parties to exchange
secrets with fairness, so that neither can gain any informa-
tion advantage by quitting prematurely or otherwise misbe—
having [2]. Therefore a fair exchange is the most important
for electronic transactions between untrusted two parties.

A new fair exchange has been proposed to meet the qua-
lifications of a fair exchange and to offer anonymity. It en-
sure that if you pay for an item, then you will receive the
goods. Our new fair exchange protocol use a trusted server
as a trusted third party to facilitate the exchange.

2. Background

2.1 Definitions
In this section, We introduce definitions used in this paper.

2.1.1 The RSA Problem

The intractability of the RSA problem forms the basis se-
curity of the RSA public-key encryption and the RSA sig-
nature scheme.

The RSA Problem (RSAP) is the following : given a
positive integer » that is a product of two distinct odd pri-
mes p and ¢, a positive integer e such that ged (e, (p-
1)(g~1)) = 1, and an integer ¢, find an integer m such that

m® = c(mod n).

In other words, the RSA problem is that of finding " ro-
ots modulo a composite integer #». The conditions imposed
on the problem parameters # and e ensure that for each in-
teger c={0,1,--+,n—1} there is exactly one m= {0,1,--,
n—1} such that m°= ¢ (mod#). Equivalently, the function

f: Z,—~ Z,defined as f(m) = m° mod » is a permutation.

2.1.2 The Discrete Logarithm Problem

The security of many cryptographic techniques depend on
the intractability of the discrete logarithm problem. Partial
lists of these include Diffie-Hellman key agreement and its
derivatives, ElGamal encryption, and the ElGamal signature
scheme and its variants [3]. Let G be a finite cyclic group
of order n. Let @ be a generator of G, and let # = G. The
discrete logarithm of £ to the base q, denoted log , 8, is the
unique integer x, 0 < x < »—1, such that 8 = 4"

The generalized discrete logarithm problem (GDLP) is
the following : given a finite cyclic group G of order n, a
generator g of G, and an element B e G, find the integer

x, 0 < x < n-1, such that g*= B.

2.1.3 The Diffie-Hellman Problem
The Diffie-Hellman problem is closely related to the well-

studied discrete logarithm problem (DLP). It is of signi-
ficance to public-key cryptography because its apparent in—
tractability form the basis for the security of many crypto-
graphic schemes including Diffie-Hellman key agreement
and its derivatives, and ElGamal public-key encryption.
The Diffie-Hellman Problem (DHP) is the following :
given a prime p, a generator a of Z3, and elements ¢ * mod

» and 2° mod p, find @ mod p.

The generalized Diffie~Hellman (GDHP) is the following :
given a finite cyclic group G, a generator a of G, and group
elements «® and, o’ fine ®.

Suppose that the discrete logarithm problem in Z3 could

be efficiently solved. Then given a, », a“ mod p and a®
mod p, one could first find « from a, » and 2® mod p» by
solving a discrete logarithm problem, and then compute
(a®)* = a® mod p. This establishes the following relation
between the Diffie-Hellman Problem and the discrete loga-
rithm problem.

2.2 Background

2.2.1 Oblivious Transfer

OT protocol provide fairness between untrusted two par-
ties in the 1-out-of-2 OT protocol, when one party transmit
secrets to the other. Therefore, in the first part of this cha-
pter, we describe the concepts of OT protocol. You can use
general term like information protection protocols as a coun-
termeasure of secret data and justifiable users in cryptogra—
phy and communication media. The protocol accepting cryp-
tographic technology can be defined as the secure protocol.

Problem for fairness of secure requirements of secure pro-
tocol is very important. Fair exchange is the protocol in whi—
ch men exchange fairly their own secret data [4].

For example, there are many problems when one of un-
trusted two parties sign a contract before in the internet.
To solve these problems, the research on oblivious transfer
for fair exchange is required.

OT protocol is sub-protocol used as a basic implement
to design secure protocol. OT protocol can be usefully used
in specific secure protocol protecting the security of data and
sending related secure data at the same time. When one par-
ty transmit secrets to the other, the latter has a chance of
1/2 of obtaining secrets and the former can guess whether
receiver receive the secrets with probability one half [5].

Of course, if receiver has a chance of success, receiver
can decrypt the ciphertext. The most important feature in
the OT protocol is that sender and receiver can’'t misbehave
each other since all chances is an exact 1/2.



2.2.2 Zero Knowledge Interactive Proof

In 1985, Coldwasser, Micali and Rodkoff introduced zero
knowledge interactive proof [ZKIP]. The idea of ZKIP is
innovative for authenticating the other party in that a verifier
don’t open any information excepting information about the
reasonability of proof. From those day forth many theories
for ZKIP have been published and methods of these theories
authenticate the other party by using languages belong to

NP. Coldwasser, Micali and Rodkoff prove that all langu-
ages belong to NP can used in all of the ZKIP.

ZKIP is the method testifying justifiability between a pro-
ofer (P) and a verifier ( V') through interaction and has me~
aning of exchanging information about justifiability of the
event. Exactly, Proofer (P) can prove that he is the only
man who know secrets to a verifier (V') by transmitting
other information instead his secrets.

ZKIP is method generalizing the NP style. The NP style
is made up of two type of decision turing machines. One
is a proofer (P) which has infinite computational capability,
the other is a verifier which has computational capability for
polynomial. A proofer and a verifier receive NP problem
(X) as a common input. If a proofer which has infinite
computational ability get the solution (&) of a problem (X)
and send this value to a verifier in the NP proof method,
a verifier which has a computational capability for poly-
nomial decides that « is the solution of a problem (X). A
proofer (P) computes the solution (a) of a problem (X) by
receiving a input (X) and sends the result to a verifier th-
rough a communication tape. A verifier (V) authenticates
a proofer by testifying the solution (a) of a problem (X)
which is received from a proofer.

The most general example of the NP proof method is user
authentication using password. When a system user (P) tr-
ansmit password to a computer system (V), a computer
system (V') authenticates that the owner of this password
is a justifiable user. The applicable fields of the NP proof
method in cryptography are very limitable because « which
a proofer send to a verifier is very important. Therefore to
overcome this weakness, new proof methods are needed.

3. RELATED WORKS

3.1 Related works

We consider several problems which arose in the context
of “the exchange of Secret Keys,” [4] in which one party
may halt the exchange protocol and has a 2 to 1 expected
time advantage in computing the other party’s secrets. To
solve this problem, when there is a particular point in the
exchange where this time advantage may be critical, Tom
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Tedrick presented a method for exchanging “fraction” of a
single bit at CRYPTO 83 [15]. He also extended the method
so as to apply it to all bits to be exchanged at CRYPTO
84 [16]. He decreased the maximum computational advan-
tage and provided more powerful faimess. But there is any
unfairness and burden to computers and commurication
media yet. To solve these problems, Berger and Tedrick pro-
posed a fair exchange using OT protocol at EUROCRYPT
84 [17]. But one of two parties may have any disadvantage
because all of the two parties have a chance of 1/2 of ob-
taining messages [18]. To solve these problems, We use OT
Protocol and transformed ZKIP. In the following sections,
we introduce fair exchanges of Blum and Tom Tedrick.

32 How to Exchange Half a Bit

Blum proposed a method to exchange secrets between un-
trusted two parties. In the exchange of secrets, two adver-
saries (Client A and Client B) have composites Ne = Pa X

Qa, where Pa, Qa, Pb and @b (the keys) are large primes
congruent to 3 mod 4. Client A knows the factorization of
Na, Client B knows the factorization of Nb. They use fol-
lowing protocol in order to exchange their secret keys. Client
A selects 100 integers X1, X2, X100 < Nb at random, squares
them Mod NB, and sends the squares to Client B. (Client
B then sends back both distinct roots of each X:?2, a bit at
a time, in exchange for similar information from Client A.
When Client A knows both distinct roots of any Xi? she
can factor Nb. In order to completely cheat Client A by
sending bad information Client B must guess which root of
Xi?% is known to her in all 100 cases, hence chance of
success is 1/2'™. But there is a problem. Suppose Client A
goes first. If she sends a bit at a certain point in the protocol,
and Client B does not respond, he may know 1 more bit than
she does. He may then expect to factor Nz in half the time
it takes Client A to factor Nb. To solve this problem, Tom
Tedrick proposed solution.

The solution is that instead of sending a bit of a root Client
A can send a “fraction” of a bit as follows. She simply says,
for example, the next 3 bits are NOT 011. If client B stops
the protocol, he will needs about 7/8 much time to factor

Na as client A does to factor Mb. She can send almost
arbitrarily small fractions of a bit in this way.

Theorem
Client B has exactly the same chance of completely che-
ating Client A as in the original protocol.

Proof
In order to cheat client A by sending bad information Cli-
ent B must guess which root in each pair is known to Client
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A, and claims certain bits of the other root are not what
they really are. Since Client A knows half the roots, Client
B has a 50% chance of getting caught each time he tries
to cheat, hence his chance of completely cheating Client A
is 1/2'% as before.

3.3 Fair exchange

Tom Tedrick proposed a method whereby two adversaries
can exchange information worth an arbitrarily small “frac-
tion of a bit” in a particular setting, although neither trusts
the other in “How to Exchange Half a Bit”.

Instead of sending a bit of a root, Client A can send a
“fraction” of a bit as follows. She simply says, for example,
the next 3 bits are NOT 011. If Non stops protocol, he will
need about 7/8 as much time to factor Nz as Client A does
to factor Nb. She can send almost arbitrarily small fractions
of a bit in this way.

But Client B has exactly the same chance of completely
cheating Client A as in the original protocol. This is a big
problem. In order to cheat Client A by sending bad infor-
mation Client B must guess which root in each pair is known
to Client A, and claim certain bits of the other root are not
what they really are. Since Client A knows half the roots,
Client B has a 50% chance of getting caught each time he
tries to cheat, hence his chance of completely cheating Client
A is 1/2'% as before.

He extended the method so as to apply it to all bits to
be exchanged in “Fair Exchange of secrets” to solve this
problem himself.

4. A Non-interactive OT Protocol using ElGamal's
public key Encryption

We designed a non-interactive OT protocol for Fair Ex-
change Technique (FE) as one of encryption protocols to
reduce computing time and communication bits which are
the problems in a interactive protocol in this chapter. We
use a ElGamal’s public key encryption for this protocol which
has non-repudiation [19].

4.1 Execution steps of protocol

ElGamal published ElGamal’s public key encryption sys-
tem using the key distribution method based on the discrete
logarithm problem of Diffie-Hellman [20).

‘When a sender transmit (MX1 <M< p—1) to receiver,
the protocol is processed separately in key generation, en—
cryption and decryption and processing step is like following.

® Key generation step
(D Client A generates a large random prime p and a ge-

nerator g of the multiplicative group Z’ of the inte-
gers modulo p, selects random variable (x)(1 <x<
p—1) and computes y= g*(mod p). He sends re-
sults (p, v, g) to trusted server (TS) and keeps pri-
vate key (x) secretly.

@ TS stores the value (p, v, g) received from Client A
and opens this results to the public.

® Encryption
® Client B receives Client A’s public keys (p, v, g) from
TS. He selects message (M)} (M <{1, 2,--,p—1} and
(X1 < k< p—1), computes W= g*(modp) and
Z=M" y*{(modp) and sends { (C)=(W, Z) to Cli-
ent A.

¢ Decryption
@ Client A decrypt (M) from cipher text (C)= (W, Z)
by computing @ = W™* = (mod p) = g~ (mod »)
using (x).
M=Q-Z=g ™ - (M- y*)(mod p)
=g ™ «Mg™(modp)=g ™ - Mg™ (modp)=M

The processing step of non-interactive oblivious transfer
protocol using ElGamal’s public key encryption system
designed in this chapter is like following.

Notation

« %, : Client A’s private key

* x, : Client B’s private key

* ay, a; : Client A’s secrets

° p, g A, A,_; Client A’s public data

* Sy, S; : Secrets which Client A sends Client B

Registration
@ Client A selects large primes (p, g €Z3) and private

key (x, {1,2,-,p—1}), computes A;=g™ (modp),

Ai_;=(g") ' (modp) and sends results (p, g, A;,
A,_;) to TS.

® TS keeps (p, g, A;, A,~;) and opens these values to
the public,

Transmission

@ Client B selects private key (x; €{1,2, -+, p—1}) and
encrypts secrets (S;) like (W, = g™ (modp)). (i {0, 1}).
He computes Z = S;(A;) ™ (modp), Z=S; (A1 )™

(modp) and sends results (W, Z) to Client A.
@ Client A obtains secret (S;) by computing @ =( W;) ~™
(modp), S;=( W;) ™ Z(med p) from (W, Z) recei-

ved from Client B.



5. A New Fair Exchange

In this chapter, we will describe the fair exchange of se-
crets by oblivious transfer satisfying the following definition.

5.1 Definition and Condition in proposed protocol

We can say that fair exchange is really fair if concerned
parties have the fairness, soundness and privacy.

Modeling Protocol : This protocol consists of key genera-
tion, transfer, transformed ZKIP and decryption.

Trusted Server

~——>Pyblic Data

1: Key generation

Internet 2: Open Public de
@ 3: Transfer
}zﬁ L 4: ZKIP
3 g Péﬁ /i 5: Decryption
Client A Client B

(Figure 1) The model of Protocol

5.2 Notation and Assumption

Notation

* x,,a - Client A's secret keys.

° x4, : Client B's secret keys.

* p,geZ,: Client A and Client B's public data which
Trusted Server opens to the public.

c Aj,A\-;, K;, K -;:Client A’s public data.

* B;,B,_;, T;, T,-; : Client B's public data.

e S, 1:secrets which Client A sends to Client B

° S5, ] secrets which Client B sends to Client A

Assumption

We presume that next items are

(D Two partie’s nick names are Client A and Client B.
Their identifications are disclosed perfectly.

@ Trusted Server is a trusted server and generates keys.
This server is trusted by two parties.

@ Communication channel between Client A and Client
B is secure.

5.3 A more formal description of the method

Client A and Client B don't need to disclose their identities.
Trusted Server functions as a key generator and stores one
key secretly against one party’s misbehaving. But two par-
ties can't misbehave each other, because secrets are trans-
mitted obliviously for two parties not to guess the result.
The transmission of data is achieved one time. Then two
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parties verify received ciphertext using transformed ZKIP
to confirm whether their secrets are true. At this time, two
parties can’t decrypt the secret. This step is to remove disa-
dvantage any one party may have. After this step, If all of
the two parties have secrets, inform Trusted Server of the
result. After TS’s receiving Y from two parties, Two parties
send the last key to counterpart. Because Client B acts simi-
larly in the every step, We write only symbols and com-
putational formulas shortly.

5.3.1 Key generation

This step is to generate the key pair (public, private) of
Trusted Server, Client A and Client B who are members
of this protocol. All of the secret keys were kept by owner
secretly.

@ TS

generates randomly a large prime p and a generator g of
the multiplicative group Z; and modulo p, selects e,d = 1
(modp), opens T.(public key) to the public and keeps T
(TS’s private key) secretly.

@ Client A
After selecting an integer ¢/ {0, 1}, Client A keeps it
secretly. Client A selects random integers (x,)(1< x,<
~1) and (a 1< a < p—1) about public large random prime
p, computes public data A; = g*(modp), A,_; = (&™) 7!
(mod p) and K;= g (mod p), K;_;=(g*)”'(mod p), enc-
rypts P, = T.(a) with TS’s public key ( T, ), sends the cip-
hertext (A;, A,-;, K;, Ki_;, P,) to TS, and keeps the pri-

vate keys (x,,a) secretly.

® TS

Trusted Server opens 4;, A,-;, K;, K,-; among the va-
lues received from Client A to the public, recovers « by com-
puting a= T,(T,.(a)) and verifies a by computing &;_, -
K;=g% (g*)7'. After all of the steps, Trusted Server

keeps a secretly.

@ Client B
After selecting an integer i € {0, 1}, Client B keeps it
secretly. Client B selects random integers (x,)(1< x,< »

~1) and (5)(1< b< p—1) about public large random prime
», computes public data B; = g™ (mod p), B,_; =(")!
(modp) and T; =g’ (modp), Ti-; = (g")7' (modp), en-
crypts P,= T, (&) with TS’s public key (T.) sends the ci-
phertext (B;,B,—;, T;, T\-;, Py)) to TS and keeps the pri-

vate keys (x; b secretly.
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® TS
Trusted Server opens [B;, B,-;, T;, T,-;] among the va-
lues received from Client B to the public, recovers 4 by com-
puting b= T,;(T,(b) and verifies b by computing 7)_; -
T; = g°- (g% 7! After all of the steps, Trusted Server keeps

b secretly.

5.3.2 The transmission of secrets

® Client A <==> Client B

<Client A>

Client A selects B; among Client B’s public data, compu-

tes D; = ((S, + @) - (B;)™* modp) and sends D; to Client B.

<Client B>
Client B selects A; among Client A’s public data, compu-

tes D= ((S;« b) - (A;)™modp). and sends D; to Client A.

5.3.3 Zero Knowledge Interactive Proof

Used ZKIP in this protocol is to verify that a party’s secret
bit (¢ or 7) corresponds correctly to the other’s. Two parties
have a chance of 1/2 of obtaining secrets. If one party fails
to obtain the secrets, the party halts the protocol promptly.
In this step, All of the two parties can't decrypt the cip-
hertext. Therefore two parties don’t have any reason to re-
ject this verification. Though protocol is halted, Two parties
don't have any exposure of their identities.

@ Client A <==> Client B

<Client A>

Client A selects a random integer »,< Zp, computes
R,= g"(modp) and sends the result to Client B.
<Client B>

Client B selects a random integer », = Zp , computes R,

= g"(modp) and sends the result to Client A.

Client A <==> Client B

<Client A>

After receiving R, from Client B, Client A selects ez s
{0,1} randomly and sends it to Client B.

<Client B>

After receiving R, from Client A, Client B selects eb=

{0,1} randomly and sends it to Client A.

@ Client A <==> Client B

<Client A>

After receiving e, from Client B, if e, is 0, sends Z,=
7.(mod p) to Client B, or e, = 1 computes Z,=r,+ a
(mod p) and sends it to Client B.

<Client B>

After receiving e, from Client A, if e, is 0, sends Z,=

7,(mod p) to Client A, or e, = 1, computes Z,= »,+ b
(mod p) and sends it to Client A.

@ Client A <==> Client B

<Client A>

After receiving Z, from Client B, if ¢, is 0, computes
R, = g2 (modp). or e, = 1, computes R, = g - Ta-n
(mod p) and verifies R,. If the computational formula

1sn’t true, Client A halts protocol for not having secrets.
If e, =0, It is insecure for Client A to obtain secrets. If

Client A chooses ea at perfect random and repeats » ti-
mes, the probability of her choosing 1 as e, is the fol-

lowing formula because she has a chance 1/2 of obtaining
IS TR TN IRV SRS S : _

1,2+(2)+ +(2) 1(2).Ifn1slargeer1

ough, she can check in all probability.

<Client B>

After receiving Z, from Client A, if ¢, is 0, computes

R,= gZ"(modp). or e, = 1, computes R, = gZ" cKa-5

(mod p) and verifies Z,. If the computational formula isn't

true, Client B halts protocol for not having secrets. If e,

=0, It is insecure for Client B to obtain secrets. If Client
B chooses e, at perfect random and repeats » times, the

probability of his choosing 1 as e is the following formula

because he has a chance 1/2 of obtaining 1, 71 + (71 )+

--~+(—21—)”= l-(*zl—)”. If » is large enough, He can
check in all probability.

@ Client A <==> Client B
Client A and Client B inform Trusted Server of the result
Y or N.

5.3.4 Decryption
As Client A’s secret data 7 is identical with Client B’s

secret j, Two parties transmit one decryption key and de-
crease the amount of transmission by using the other key
required in public data.

@ Client A <==> Client B
<Client A> Client A sends ¢ to Client B.
<Client B> Client B sends & to Client A. After computing

Q; = (A;) “(mod p), Client B computes Y;= @Q;- D,

(modp)= S, - a(modp) and decrypts S, = using

a received from Client A.

@ Client A <==> Client B
<Client A>

After computing Q; = (B;) “(modp), computes Y; = @;
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- D;(modp) = S, b(modp) and decrypts S,=

using & received from Client B.

If Client B halts protocol after receiving Client A's de-
cryption key in [step 11], Client A sends P,= T.(a) to TS.
After confirming Y received from two parties, Trusted Ser-
ver send P, to Client A.

6. Analysis of Protocol

6.1 The Analysis of NIOT using ElGamal's Public Key
Encryption

When designed protocol in this paper is executed, it has

two cases. The one is that Client A knows Client B's Secrets

(S4) accurately. The other is that Client A has no any
information about Client B's secrets (S, ). The probability
of occurring two cases Is exactly half. Client A and Client
B can't know each other’s private key because this protocol
based on Diffie~Hellman problem which is that party having
g”and g’ can’t compute g™ without x and y. Therefore
two parties can't do wrong. If one of two does wrong, the
other party can detect the other party’s cheat. This protocol
is designed to remove the probability of conspiracy of TS
and third party since private keys of Client A and Client
B are not known to TS.

The table below describe the differences between general
oblivious interactive transfer, general oblivious non-interac—
tive transfer and non-interactive oblivious using ElGamal
public key encryption.

{Table 1> Comparison of 10T, NIOT and NIOT using ElGamal
public key encryption

R NIOT using
Content: T T
ntents of comparison I0OT | NIO FiGamal PKE
Probability of an exposure of message % < %
during executing a protocol
Probability of two partie’'s doing wrong O O O
Probahility of detecting the other's wrong | X X O
Does TS know Two partie’s private keys| X X X
Non-repudiation for sending message i % % O
to the other later
Non-repudiation for receiving message " % «
to the other later
The amount of message to communicate O A A
and compute

X @ non-supported, A : weakly supported, O : well supported

6.2 The Analysis of New Fair Exchange
The protocol designed in CHAPTER 5 has four cases like
following.

[0
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@ Both Client A and Client B have a chance of success.

@ Client A has a chance of success and Client B can't
have it.

@ Client B has a chance of success and Client A can’t
have it.

@ Client A and Client B can't have a chance of success.

In case @), case @), case @, Both client A and client B
can’t decrypt the other party’s secrets. Two partie’s iden-
tities are not exposed. In case @), client A and client B can
exchange secrets obliviously.

6.3 Stability and Fairness

If two parties follow this protocol fully, the probability of
obtaining secrets is exactly 50%. That everything is 50%
1s a special feature of this protocol. Because one party check
that his received secrets is true and let the other party con-
firm secrets simultaneously, that one party halt protocol at
any step has not advantage or disadvantage. Note stability
at each step. in key generation step, there can’t be any wrong
because of Trusted server’s verification. In transmission of
secrets, Two parties transmit secrets fairly to challenge to
50% probability. In transformed ZKIP, they check that their
selected secrets is true simultaneously. Although one party’s
secrets is true, if the other party’s secrets is false, he can't
receive the last decryption key from the other party failed
from 50%. Therefore two party all don't have any reason
to reject this check step.

If Both choose e, or e, at perfect random and repeats »
times, the probability of his choosing 1 as e, or e, is the

following formula because They have a chance 1/2 of ob-
-, Ao e Ay Lys :
ta1n1ng1,2+(2)+ +(2) 1(2).Ifn1s

large enough, they can check in all probability.

Now two party come decryption step, As Client A’s secret
data ¢ is identical with Client B's secret j, two parties tran-
smit one decryption key and decrease the amount of tran-
smission by using the other key required in public data.
Therefore two parties have fair exchange.

6.4 Problems of A New Fair Exchange
In proposed new fair exchange, we can point out these
problems.

(D This protocol is between two parties. Therefore fair
exchange among multi parties is impossible.

@ There should be a TS, that is, only two parties can't
exchange secret with fairness without TS.

@ If one of two parties fail from 50%, their exchange
is invalid.
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7. Conclusions and Suggestions for Further Research

In this paper, we described basic concepts, definitions and
existing protocols, designed a non-interactive OT protocol
using ElGamal’s public key system and proposed new fair
exchange protocol to support fair exchange. In new protocol,
untrusted two parties exchange secrets obliviously and ve-
rify that their received secrets are true by using transformed
ZKIP extended to duplex.

Note that untrusted two parties have fairmess and anony-
mity by using the 1-out-of-2 OT protocol and ZKIP. Also
neither can gain an information advantage by quitting pre-
maturely or otherwise misbehaving. This method is much
more effective in that two parties transmit the ciphertext
obliviously at one time than a method for exchanging frac—
tions of bits. But detailed research is needed for the critical
analysis of protocol and extension to multi parties.
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