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Design and Implementation of a Remote Debugger for Concurrent
Debugging of Multiple Processes based on Embeded Linux System

Hyun Chul Sim'- Yong Hyeog Kang'- Young Ik Eom'!

ABSTRACT

In the embedded Linux environments, developers can concurrently debug multiple processes that have parent-child relationships using
multiple gdbs and gdbservers. But, it needs additional coding efforts and messy works of activating another gdbs and gdbservers for each created
process, and so, it may be inefficient in the viewpoint of developers. In this paper, we propose a mgdb library and mgdbserver that supports
concurrent debugging of multiple processes in the embedded Linux systems by using the library wrapping mechanism without modifying the
kernel. Also, through the experimentation of concurrent debugging for multiple processes that communicate by an unnamed pipe, we show that
our proposed debugging mechanism is more efficient than the preexisting mechanisms.
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#include <stdio.h>

void reverse_string (char *buf)
{
char *tmp ;
int i,

tmp = (char*) malloc (1024) ;
strepy (tmp, buf) ;

for (i = strlen (buf)-1;i >= 0;i--)
buf [strlen (buf) - i-1] = tmp [i]

buf [strlen (tmp)] = 0;

free (tmp) ;
retumn ;

}

int main ()

{
int pid ;
int pfd [2] ;
int cfd [2] ;
int ret ;
char buf [1024]
int cnt ;

ret = pipe (pfd) ;

if (ret < 0)
{

)

printf (“Can’t make a pipe \h") ;

ret = pipe (cfd) ;

if (ret < 0)
{

print (“Can’t make a pipe\n”) ;
}

pid = fork O ;

if (pid > 0)

{
close (pfd [1]) ;
close (cfd [OD) ;

strepy (buf, “Test Program Of Multi-Process debugging”) ;

write (cfd [1], buf, strlen (buf)) ;
printf (“Sends \9%6s\ to child\n”, buf) ;

memset (buf, 0, 1024) ;
read (pfd {0}, buf, 1024) ;
print (“Receives \%s\ from child\n”, buf) ;

else if (pid == 0)

close (pfd [0]) ;
close {cfd[11) ;

memset (buf, 0, 1024) ;

read (cfd [0], buf, 1024) ;
reverse_string (buf) ;

write (pfd [1], buf, strlen (buf)) ;

}

else
printf (“Can’t forkO\n") ;
retumn 0 ;
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N A - _ GNU gdb 5.2
o o3l Copyright 2002 Free Software Foundation, Inc.
gOrP tseT from Chlldoﬂ H ° "E]-' GDByis free suftwa?a,uco‘:erad by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying” to see the conditions.
= B There is absolutely no warranty for G0B. Type “"show warranty" for details.
gsxm@mﬁll@.q i o _»L&.’,\'W This GDB was confi d as "1686-pc—)inux—gnu”.
| (gdb) target remut:u;:s,:sz.53.138:13573
P[sm@mo]la/gggtbserveg]eg /mgdbseggr 208, 252,53, 138:13579 ., /test Remote debugging using 20.252.53.138:13579
TOCESS crea pud = i
connect to gdbserver OK! SR S
Remote debuggmg fron host 208, 252,53, 138 (;:.,3"§f§2 018 Trom . ftest...-cone.
3589252 8. 138 30001, 1497 Breakpoint 1 at 0x80487e0: file test.c. line 52.
(adb) ¢
Eonnect tg ney gdl%servir 0[(;03 " ” Continuing.
emote debugging from host 2,53, 1
Sends "Test Program Of Multi-Process debugging” to d gnecine 1. min © *ritelerdli] . buf . strlonCouf):
Receives "grggubed ssecorP-itlu f0 margorP fsel” from child (.,db) n ! . ’
- 53 printf("Sends \"%s\" to child\n® , buf);
[0 (o) [S54) o) n
- 55 memset(buf , 0 ,1024);
(qdb? show-remote—debugee
(2% 9) B Al~HoA2) medbserverel 538 Za} [olpore = soanp < U e
[0Jarder = 0
[0]status = RUNNING
- [11pid = 1487
(:l‘—"é 10)3} (:L% ll)oﬂ/ﬂl‘} 3AE }\]_}:Fél 0“7‘1 gdb% [11port = 30001
[1lorder = 1
Al % L 3 =13 5 AHo [1]status = RUNNING
EEE }\] 7] T o]'lg J’} 7H 32}7}_ —_Q—}:—E— }\] ‘—‘Fél] "] gdbg]- E}_al (gdb)} change-remote—debugee 1487
OK..Change the debugee on target : 1487
A A dlo 2 123 B =T o] ALL3 g A (gdb) br 64
] 1:!4 mgdbserverE }-% }C’% = ‘_;:_—0“ 1 }%— = ﬂ Breakpoint 2 at Dx80D48896: file test.c. line 64.
[e] o = (gdb) ¢
E Ei:lag—a‘ ‘_43'170]?} g‘ﬂ} % IXE }\1—/}-%0“}‘-]9] @. continuing.
k=X [e} HF 7z} = ]l Al A€l 2 A} Breakpoint 2, main () at test.c:64
‘L}‘E B ‘-]'E]- 7“ EX}"‘ 5}71 ]'—' 0“ }\-1 mgdbserver—,-_x = 64 memsatEbuf , 0, 1024);
= = (gdb) n
PAd wf AT AAES ARSI T2E Al2d"9 gdb 65 read(cfd(0] , buf . 1024);
(gdb) n
7]_ E]_al }K]_}_\_E‘“Q] mgdbserver"ﬂ —}1\_7.]] ] QE 5}_5]_ Egdb) reverse_string(buf):

(SOl [RHE [ AD

AT PR Z2As A4 ZRARAA EA
&A%Y wsh AY LA PR Zzazd)

oz HyE EAe ALstE o o AARL AAY (33 10) ZAE A|2H0|M2] gdbel A8 HI(AFE)
E]-" 7H HE}X]'-‘E l:r’__\_?_ Eikﬂi7]’ E}o] =3 E E—g]—tﬁ X}}\] ‘\LE (gdb) print buf
/\‘ﬂ_’f.oﬂ 7ﬂ ﬁ%?‘f}: Eﬂ o] E‘]P,] Q’ﬂ% ‘?’lgﬁ*‘] “ gdb)" m‘ a 33 gd:) ‘rl"est Program Of Multi—Process debugging”, “\0° <repeats 984 times>
6?7 write(pfd(1] , buf . strien(buf));
“ -, =1 =) Ay {gdb) print buf
oﬂ }\-1 Change_remOte debUgee 1487 E'j‘ 01—051 Z]-}\] = Sg - “::\;;guh:d ssecorP-itTuM £O margorP tseT", ’\D° <repeats 984 times>
_ (gdb)
2A2E 0N oy TRA2E WA A A CHE
_ (gdb) change—remote—debugee 1482
_\.Li/(—“ }\‘4 E] Tﬂ 71 XL gﬁ}_ _—?‘_ ]:],}\ (gdb) 1;5 go“ }\1 tz:aégh:nge the debugee on target : 1482
56 read(pfd[0] , buf , 1024);
— — "2 ol & F] 1=1w v Al A (odb)
Change remote debugee 1482 = FA 0}- T L= ‘“ 5? " printf("Receives \"&s\" from child\n" , buf);
2 O fd Z2A2E w3dY gae #E IR oo )
(gdb)
A& GHAS APstHA A TIAAZEE Hgue (ol 1214 (£ Al

QiAo BAGL HAE + Ak olg) g WHoz A

(22 1) SAE AI2HOINY gdoe] A8 HISEE)
WAs dwy oy ZzAsE W4 b oF Zz

Az guAdE 238 = gtk TotalView ®A 500-45 AL&sle A% HIZE 3L

<¥ 1>AHe Linux FFANA fork Alx®] Zo <o o g HIE 3 AFEE Z2adL (28 8)9 HAE
0E ZzAs 72 Zzade gHgd £ YEE A Zzagelth < 1>& TdM & & UKol £ =EelA
d3e ETNUSALY TotalView Z2a3s B i=Hoji AstE mgdb BolB 2 e mgdbserverg AMEE 93

ETNUS At¢] TotalView mgdb$t mgdbservers o] &3 HH

HlAE 2R} o|uz] =7 53658Bytes 23973 Bytes(mgdb : 7173Bytes, mgdbserver : 24592Bytes)

grojBeja] YA Wy Static Linking Dynamic Linking

0F 222 49 93 Oy Ad 9% A4 g7t A Vs

thE ZRAx $89 24 Wy Ad A% A VE AL s

e 2AANY A 24 9 2ha4 A4 s

(E 1) TotalView ZE3241 mgdb 2H0]|E2{2]2} mgdbserverE 02§ gido| H|W Hjo|E
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N7 ggel M REE AU R s A2
dA FAste dF ZA2 U =72 o HiE

. mgdbserverg& =3
A BT AYXIH A Bk ol 2AMME

B dredAMe Ade ¥
< Fod d42= oy

o] gtelrze] =Y
ZF9 ZR2A A7 RS
A2 BT A 7]FEe ‘1113‘170 5 ZERAAE
Mol AEE Z2H2EE A= FAY UuAd F
AEE A Y= mgdb E}O]E?ﬁﬂﬂ mgdbserverE 47
2 Td Yk mgdb FolBYIAE ) A Z=9 W
7 ol golBellE #HE FozA HFAA ALE A
€8 A 7= Jwe] AY REdA E53she 2=
g T=EE Zlo] ofyE} AMER REdA Fable Z=E
Aol A eE 4, 73 A0E HEEF
Atk %3 mgdbserver®
185t Al Al 7129
tyd 44 A4 4 Aok
mgdb 2HelH.e) 29 mgdbserver® ©]-&3 Tl whEe
2RI A Z°ﬂ fork Al Zof o] 2L Z2ZAATL A
AEE 2 7189 U FQ T2 olyE g
Ei/‘ﬂi‘: guAdgd 5 ity =23 AL 9
Al
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